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Chapter 1. Tigase XMPP Server 8.2.0
Release Notes

Welcome to Tigase XMPP Server 8.2.0! Thisis afeature release a number of fixes and updates. Here is
the list of most important features and changes and below the list of all release notes from all included
components

Highlights
MIX support

Version 8.2.0 brings in MIX support. Tigase MIX component is a component extending
Tigase PubSub Component and providing support for XEP-0369: MIX [https://xmpp.org/exten-
sions/xep-0369.html] protocol extensions being part of MIX specification family [https://xmpp.org/exten-
sions/xep-0369.html#family].

MIX standsfor Mediated | nformation eX change (MIX) and it’ sbasics are defined in X EP-0369: Mediated
Information eXchange (M1X) [https://xmpp.org/extensions/xep-0369.html]:

"an XMPP protocol extension for the exchange of information among multiple users
through a mediating service. The protocol can be used to provide human group com-
munication and communication between non-human entities using channels, although
with greater flexibility and extensibility than existing groupchat technologies such as
Multi-User Chat (MUC). MIX uses Publish-Subscribe to provide flexible access and
publication, and uses Message Archive Management (MAM) to provide storage and
archiving."

MIX Works in cluster (with ACS-MIX component, requires licence) and with all database, including
MongoDB

Improvements to s2s connection

Version 8.2.0 bringsalot of improvementsrelated to s2s connectivity: support for TLS1.3, improved logic
during authentication and stream negotiation solving connectivity issues with various deployments.

Better handling of certificates

It's now possible to store certificates in the database making it easier to manage them, especially in clus-
tered environment.

Other significant changes

» Improved performance: reduced memory usage and decrease startup time

Add publishing executor with rate limiting in PubSub

Bring MUC specification support up to date
 Improve handling of multiple user session using same nicknamein MUC

* Fixes and improvements to MUC ad-hoc scripts
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Tigase XMPP Serv-
er 8.2.0 Release Notes

e Enable HTTP File Upload by default with additional, optional, AWS S3 compatible backend
» Improvementsto Web Setup to make installation even more straightforward

* Allow exposing . wel | - known in the root context to facilitate XEP-0156: Discovering Alternative
XMPP Connection Methods [ https.//xmpp.org/extensions/xep-0156.html]

» Add option to redirect requests from http to https internally by Tigase XMPP Server

 Added support for sending Vol P push notifications using PushKit

» Support for storing APNS certificatesin repository instead of filesystem for easier cluster deployments
» Add priority detection for push notifications to avoid excessive pushes to devices

* Inclusion of APNS certificate validity task that notifiesif it's about to expire

 Add support for urn:xmpp:mam:2

» Add support for XEP-0308: Last Message Correction [https://xmpp.org/extensions/xep-0308.html]

» Deprecation of El erment based eventsin favour of Object based events

» Deprecate Deprecate PartitionedStrategy in ACS-PubSub

Per-component changes

Tigase XMPP Server 8.2.0 release notes

Tigase XMPP Server 8.2.0 Change notes

Major Changes

* Improvementsto s2sconnection: Version 8.2.0 brings alot of improvements related to s2s connectiv-
ity: support for TLS1.3, improved logic during authentication and stream negotiation solving connec-
tivity issues with various deployments

» Better handling of certificates: It's now possible to store certificates in the database making it easier
to manage them in clustered environment.

» Deprecation of El erment based eventsin favour of Object based events

» Improved performance: reduced memory usage and decrease startup time

All Minor Features & Behavior Changes

* #server-1050 [https://projects.tigase.net/issue/server-1050]: Database installation without root creden-
tials

* #server-1062 [https://projects.tigase.net/issue/server-1062]: Deprecate Element based Event-bus

 #server-1097 [https.//projects.tigase.net/issue/server-1097]: It's not possible to configure additional
PacketFilters

 #server-1101 [https://projects.tigase.net/issue/server-1101]: Enabling TL S1.3 causes s2s connectionsto
fail
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#server-1102 [ https://projects.tigase.net/issue/server-1102]: Add possibility to extend MAM to MAM:2

#server-1105 [https.//projects.tigase.net/issue/server-1105]: Enhance Add SSL Certificate ad-hoc with
option to set default

#server-1119 [https://projects.tigase.net/issue/server-1119]: Use database for certificate storage instead
of filesystem

#server-1120 [https://projects.tigase.net/issue/server-1120]: JabberlqRegister should allow enforcing
both CAPTCHA and e-mail

#server-1132 [https://projects.tigase.net/issue/server-1132]: Don't use s2s socket if only one-direction
works

#server-1142 [https://projects.tigase.net/issue/server-1142]: After registration inform the client that the
account activation (email) isrequired

#server-1158 [https://projects.tigase.net/issue/server-1158] : Establishing IMX connection to the server
causes excessive memory allocation

#server-1162 [https://projects.tigase.net/issue/server-1162]: Allow interfacesin @ConfigField

#server-1170 [https.//projects.tigase.net/issue/server-1170]: TLS infinity loop impacts Tigase XMPP
Server performance

#server-1175 [https.//projects.tigase.net/issue/server-1175]: Connection with diebesban.de stopped
with invalid-namespace error

#server-1177 [https://projects.tigase.net/issue/server-1177]: Ability to change log level during runtime

#server-1178 [https.//projects.tigase.net/issue/server-1178]: Remove onl i ne_st at us from the
repository

#server-1179 [https.//projects.tigase.net/issue/server-1179]: Add support for {clusterNode} in
XEP-0215 host field

#server-1181 [https://projects.tigase.net/issue/server-1181]: NoSuchElementException in MaxDaily-
CounterQueue

#server-1182 [https://projects.tigase.net/issue/server-1182]: NPE while processing <iq type="result"/>
without existing session

#server-1187 [https://projects.tigase.net/issue/server-1187]: Schemal oader should not print passwords
in the logs (URL logs)

#server-1192 [ https://projects.tigase.net/issue/server-1192] : Obfuscate repository passwords

#server-1190 [https://projects.tigase.net/issue/server-1190]: Executing EditUser on non-existen't user
causes creation of the user

#server-1193 [https./projects.tigase.net/issue/server-1193]: Push notifications are sent for groupchat
messages without <body/>

#server-1197 [ https://projects.tigase.net/issue/server-1197]: Infinite loop while cutting body of encrypt-
ed push notification to fit the push notifications limit

#server-1199 [ https://projects.tigase.net/issue/server-1199]: Don’t send any packets until s2s stream ne-
gotiation is finished
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#server-1200 [ https.//projects.tigase.net/issue/server-1200] : Use proper sizeof network buffersfor high-
throughput connections

#server-1203  [https://projects.tigase.net/issue/server-1203]:  Handing  error  packets in
CIDConnections.sendPacketsBack

#server-1217 [https://projects.tigase.net/issue/server-1217]: Prevent performing schema upgrade con-
currently

#server-1219 [https://projects.tigase.net/issue/server-1219]: Use all JDBC URI parameters from
config.tdsl when performing database upgrade.

#server-1222 [ https://projects.tigase.net/issue/server-1222]: Add support for XEP-0377: Spam Report-
ing

#server-1229 [https://projects.tigase.net/issue/server-1229]: Enabling CAPTCHA or e-mail for Jab-
berlgRegister breaks password changing functionality.

#server-1229 [https://projects.tigase.net/issue/server-1229]: Enabling CAPTCHA or e-mail for Jab-
berlgRegister breaks password changing functionality.

#server-1233 [ https.//projects.tigase.net/issue/server-1233]: Add option to CertificateRepository to load
certificates from the filesystem

#server-1234 [ https://projects.tigase.net/issue/server-1234]: Roster APl improvements

#server-1237 [https://projects.tigase.net/issue/server-1237]: Rework CertificateRepository so items are
stored individually

#server-1238 [ https://projects.tigase.net/issue/server-1238]: Can’t set MOTD via ad-hoc.

#server-1243 [ https.//projects.tigase.net/issue/server-1243]: Include wait-for-it.sh script in base distri-
bution

#server-1245 [ https://projects.tigase.net/issue/server-1245] : MethodStatistics doesn’t work well for in-
terfaces with overloaded methods

#server-1251 [https://projects.tigase.net/issue/server-1251]: Can't initialise MAM processor with de-
fault installation

#server-1252  [https://projects.tigase.net/issue/server-1252]: Remove select row_count() from
Tig_OfflineMessages DeleteM essage

#server-1253 [ https://projects.tigase.net/issue/server-1253]: 1t seemsthat 'expired-processor' doesn’t re-
move periodically expired messages

#server-1254 [ https://projects.tigase.net/issue/server-1254] : Fix slow startup and shutdown

#server-1258 [https://proj ects.tigase.net/issue/server-1258]: Allow beans to be instantiated without the
requirement to reference/inject them

#server-1260 [https://projects.tigase.net/issue/server-1260]: UserConnectedEvent should be a cluster
event

#server-1261 [https://projects.tigase.net/issue/server-1261]: Revise and improve EventBus developer
guide

#server-1269 [ https://projects.tigase.net/issue/server-1269]: SSL issues are hidden by default making it
difficult to identify
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* #server-1273 [https.//projects.tigase.net/issue/server-1273]: Add option to limit number of concurrently
connected resources

o #server-1277 [https.//projects.tigase.net/issue/server-1277]: Fix HUGE out queue in StreamManage-
mentl OProcessor

o fserver-1278 [https://projects.tigase.net/issue/server-1278]: NPE in
StreamM anagementl OProcessor.serviceStopped

o #server-1282 [https://projects.tigase.net/issue/server-1282]:
XMPPProcessorAbstract.processToUserPacket() respondsto 1Q result with error

* #server-1284 [https://projects.tigase.net/issue/server-1284]: Add validation to JabberlgAuth
 #server-1285 [https://projects.tigase.net/issue/server-1285]: Wrong field type for XEP-0157 entries

* #server-1290 [ https://projects.tigase.net/issue/server-1290]: Improve StringPrep to actually forbid space
in localpart/domain as per rfc7622

o #server-1292  [https.//projects.tigase.net/issue/server-1292]:  TLS  connectivity issue  with
search.jabber.network

o #server-1297 [https://projects.tigase.net/issue/server-1297]: Add option to push plugin that would allow
to overwrite unencrypted part in (OMEMO) encrypted messages

* #server-1303 [https://projects.tigase.net/issue/server-1303]: Better handling of "The target is unavail-
able at thistime." / PacketlnvalidTypeException

* #server-1305 [https://projects.tigase.net/issue/server-1305]: Allow creation of admin user (if not exist)
during upgr ade- schemna task

* #server-1306 [https://projects.tigase.net/issue/server-1306]: Fix farge amount of direct memory being
used.

* #server-1307 [https://projects.tigase.net/issue/server-1307]: Fix disconnection on MAM sync

* #extras-3 [https.//projects.tigase.net/issue/extras-3]: Add AWS logback and documentation how to use
it

* #extras-4 [https://projects.tigase.net/issue/extras-4]: Unescape and normalise logs in mail notifications
before sending them

» #extras-7 [https://projects.tigase.net/issue/extras-7]: Add email validation during in-band-registration;
better handling of mail sending exceptions regarding to non-existent addresses

* #extras-9 [https://projects.tigase.net/issue/extras-9]: Deprecate mDNS implementation

o #serverdist-8 [https://projects.tigase.net/issue/serverdist-8]: Remove DNS resolution part from
XEP-0156 implementation

Tigase MIX 1.0.0 Release Notes

Major Changes

This is the introductory version of MIX specification family [https.//xmpp.org/exten-
sions/xep-0369.html#family]
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All Changes

#mix-2 [https://projects.tigase.net/issue/mix-2] :Implement X EP-0369: M ediated | nformation exX change
(MIX)

#mix-3[https://projects.tigase.net/issue/mix-3] :Implement X EP-0406: M ediated | nformation eX change
(MIX): MIX Administration

#mix-6 [https://projects.tigase.net/issue/mix-6]:Create tests for MIX CORE & Participants Server Re-
quirements

#mix-8 [https.//projects.tigase.net/issue/mix-8]:Improve caching
#mix-9 [https://projects.tigase.net/issue/mix-9]:Add support for MIX-MUC integration
#mix-10 [https://projects.tigase.net/issue/mix-10]:Invalid response for disco#items

#mix-14 [https://projects.tigase.net/issue/mix-14]:Add configuration to limit who can create channels
in component

#mix-15 [https://projects.tigase.net/issue/mix-15]:NPE in MAMItemHandler
#mix-16 [https://projects.tigase.net/issue/mix-16]:Add MIX to installer as option.

#mix-17 [https://projects.tigase.net/issue/mix-17]:Could not parse new configuration of channel: Pub-
SubException: Only participants and information nodes are supported!

#mix-18 [https://projects.tigase.net/issue/mix-18]:NPE when sending requests to removed channel
nodes

#mix-19 [https://projects.tigase.net/issue/mix-19]:MAM:2 is not advertised

#mix-20 [https://projects.tigase.net/issue/mix-20]:MIX component is broadcasting messages with bare
JD

#mix-21 [https://projects.tigase.net/issue/mix-21]:Possibility of duplicated subscription of a node
#mix-22 [ https://projects.tigase.net/issue/mix-22] :Nickname not returned in response after being set

#mix-23 [https://projects.tigase.net/issue/mix-23]:Remove banned participants from participants list
and subscriptions

#mix-24 [https://projects.tigase.net/issue/mix-24]:NPE in MIXProcessor
#mix-25 [https://projects.tigase.net/i ssue/mix-25] : Create M1 X component documentation and publish it

#mix-26 [https://projects.tigase.net/issue/mix-26]: Allow installation admins to manager M1X channels
if domain admins are allowed

#mix-27 [https://projects.tigase.net/issue/mix-27]:MIX-MUC message duplication

#mix-28 [https://projects.tigase.net/issue/mix-28]:NPE in
Affiliations. getSubscriberAffiliation

#mix-29 [https://projects.tigase.net/issue/mix-29]:Weird "open channel" behaviour



https://projects.tigase.net/issue/mix-2
https://projects.tigase.net/issue/mix-2
https://projects.tigase.net/issue/mix-3
https://projects.tigase.net/issue/mix-3
https://projects.tigase.net/issue/mix-6
https://projects.tigase.net/issue/mix-6
https://projects.tigase.net/issue/mix-8
https://projects.tigase.net/issue/mix-8
https://projects.tigase.net/issue/mix-9
https://projects.tigase.net/issue/mix-9
https://projects.tigase.net/issue/mix-10
https://projects.tigase.net/issue/mix-10
https://projects.tigase.net/issue/mix-14
https://projects.tigase.net/issue/mix-14
https://projects.tigase.net/issue/mix-15
https://projects.tigase.net/issue/mix-15
https://projects.tigase.net/issue/mix-16
https://projects.tigase.net/issue/mix-16
https://projects.tigase.net/issue/mix-17
https://projects.tigase.net/issue/mix-17
https://projects.tigase.net/issue/mix-18
https://projects.tigase.net/issue/mix-18
https://projects.tigase.net/issue/mix-19
https://projects.tigase.net/issue/mix-19
https://projects.tigase.net/issue/mix-20
https://projects.tigase.net/issue/mix-20
https://projects.tigase.net/issue/mix-21
https://projects.tigase.net/issue/mix-21
https://projects.tigase.net/issue/mix-22
https://projects.tigase.net/issue/mix-22
https://projects.tigase.net/issue/mix-23
https://projects.tigase.net/issue/mix-23
https://projects.tigase.net/issue/mix-24
https://projects.tigase.net/issue/mix-24
https://projects.tigase.net/issue/mix-25
https://projects.tigase.net/issue/mix-25
https://projects.tigase.net/issue/mix-26
https://projects.tigase.net/issue/mix-26
https://projects.tigase.net/issue/mix-27
https://projects.tigase.net/issue/mix-27
https://projects.tigase.net/issue/mix-28
https://projects.tigase.net/issue/mix-28
https://projects.tigase.net/issue/mix-29
https://projects.tigase.net/issue/mix-29

Tigase XMPP Serv-
er 8.2.0 Release Notes

Tigase PubSub 5.0.0 Release Notes

Major Changes

Add publishing executor with rate limiting

Optimisations and fixes

All Changes

#pubsub-102 [https://projects.tigase.net/issue/pubsub-102]: Add publishing executor with rate limiting
#pubsub-103 [https://projects.tigase.net/issue/pubsub-103]: Empty message notification id attribute
#pubsub-105 [https://projects.tigase.net/issue/pubsub-105]: NPE in RetrieveltemsModule
#pubsub-106 [https://projects.tigase.net/issue/pubsub-106]: NPE in PubsubPublishM odul e?Eventbus

#pubsub-107 [https://projects.tigase.net/issue/pubsub-107]: disco#items feature returned on disco#info
request for PubSub node item

#pubsub-108 [https://projects.tigase.net/issue/pubsub-108]: Fix Missing notification for published
events

#pubsub-110 [https://projects.tigase.net/issue/pubsub-110]: Fix Deadlock in TigPubSubRemoveSer-
vice SP on MySQL

#pubsub-111 [https://projects.tigase.net/issue/pubsub-111]: Fix SQLException: At least one parameter
to the current statement is uninitialized.

#pubsub-113 [https.//projects.tigase.net/issue/pubsub-113]: Fix StackOverflowError in LRUCache-
WithFuture

#pubsub-114 [https://projects.tigase.net/issue/pubsub-114]: Fix pubsub#persist_itemsis not advertised

#pubsub-115  [https://projects.tigase.net/issue/pubsub-115]: Fix Cannot add or update a
child row: a foreign key constraint fails (tigasedb.ti g_pubsub_itens, CONS
TRAINT tig_pubsub_itens_ibfk_1 FOREIGN KEY (node_id) REFERENCES
ti g_pubsub_nodes (node_i d))

#pubsub-119 [https://projects.tigase.net/issue/pubsub-119]: Fix NPE in DiscoveryMaodule

#pubsub-120 [https://projects.tigase.net/issue/pubsub-120]: Fix Empty element in POST payload isin-
correctly parsed

#pubsub-121 [https://projects.tigase.net/issue/pubsub-121]: Use String.intern() for PEP CAPS nodes
string

#pubsub-124 [https://projects.tigase.net/issue/pubsub-124]: Fix PubSub sends notifications about last
published item on each presence received from subscriber.

#pubsub-125 [https://projects.tigase.net/issue/pubsub-125]: Reported features pubsub#net adat a
should be pubsub#net a- dat a

#pubsub-126 [ https://projects.tigase.net/issue/pubsub-126]: Fix Deadlocksin MySQL schema
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#pubsub-127 [https://projects.tigase.net/issue/pubsub-127]: Fix NPE in UserEntry.remove

#pubsub-128 [https://projects.tigase.net/issue/pubsub-128]: Fix PatternSyntaxException for users with
emoticonsin resource

Tigase MUC 3.2.0 Release Notes

Major Changes

Bring MUC specification support up to date
Improve handling of multiple user session using same nickname

Fixes and improvements to ad-hoc scripts

All Changes

#muc-133 [https.//projects.tigase.net/issue/muc-133]: Add component option to let only admins create
rooms

#muc-134 [https://projects.tigase.net/issue/muc-134]: Better MUC Converter log

#muc-136 [https://projects.tigase.net/issue/muc-136]: MUC specification supported by Tigase MUC is
out of data

#muc-137 [https.//projects.tigase.net/issue/muc-137]: Add support for <ig/> forwarding with multiple
resources joined

#muc-138 [https://projects.tigase.net/issue/muc-138]: tigase@muc.tigase.org
[mailto:tigase@muc.tigase.org] kicks my clientsif | use them both

#muc-139 [https://projects.tigase.net/issue/muc-139]: Create script to (mass) delete MUC rooms

#muc-140 [https://projects.tigase.net/issue/muc-140]: There is no empty <subj ect /> element for
persistent room sent after re-joining

#muc-141 [https.//projects.tigase.net/issue/muc-141]: StringlndexOutOf BoundsException in IgStan-
zaForwarderModule

#muc-142 [https://projects.tigase.net/issue/muc-142]: NullPointerException when processing message
with subject

#muc-143 [https.//projects.tigase.net/issue/muc-143]: Fix MUC scripts: "No such property: mucRepos-
itory for class: tigase.admin.Script151"

#muc-144 [https://projects.tigase.net/issue/muc-144]: No signature of method:
tigase.muc.cluster.RoomClustered.addAffiliationByJid()

Tigase HTTP-API 2.2.0 Release Notes

Major Changes

Enable HTTP File Upload by default with additional, optional, AWS S3 compatible backend
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Tigase XMPP Serv-
er 8.2.0 Release Notes

Improvements to Web Setup to make installation even more straightforward

Allow exposing . wel | - known in the root context to facilitate XEP-0156: Discovering Alternative
XMPP Connection Methods [ https.//xmpp.org/extensions/xep-0156.html]

Add option to redirect requests from http to https

All Changes

#http-65 [https://projects.tigase.net/issue/http-65]: More detailed logs

#http-86 [https://projects.tigase.net/issue/http-86]: Add s3 backend for http-upload

#http-91 [https://projects.tigase.net/issue/http-91]: Itemsin setup on Features screen are misaligned
#http-93 [ https://projects.tigase.net/issue/http-93]: Update web-installer documentation

#http-95 [https://projects.tigase.net/issue/http-95]: Enable HTTP File Upload by default

#http-96 [https.//projects.tigase.net/issue/http-96]: Enabling cluster mode/ ACSdoesn’t add it to result-
ing configuration file

#http-98 [https://projects.tigase.net/issue/http-98]: Setup tests are failing since Septempter

#http-99 [https://projects.tigase.net/issue/http-99]: Enforce max-file-size limit

#http-100 [ https://projects.tigase.net/issue/http-100]: Prevent enabling all Message* plugins
#http-101 [ https.//projects.tigase.net/issue/http-101]: Prevent enabling all Mobile* plugins

#http-102 [ https.//projects.tigase.net/issue/http-102] : Last activity plugins handling should be improved

#http-103 [https://projects.tigase.net/issue/http-103]: Enabling http-upload should give an info about
reguirement to set domain/store

#http-105 [https://projects.tigase.net/issue/http-105]: Handle forbidden charactersin filenames
#http-106 [ https://projects.tigase.net/issue/http-106]: Can’'t remove user for non-existent VHost

#http-107 [https://projects.tigase.net/issue/http-107]: Allow exposing . wel | - known in the root con-
text

#http-108 [ https://projects.tigase.net/issue/http-108]: Add option to redirect requests from http to https

#http-109 [https://projects.tigase.net/issue/http-109]: openAccess option is missing after migrating the
component to TK

#http-110 [https://proj ects.tigase.net/issue/http-110] : Add support for querying and managing uploaded
files

#http-111 [https://projects.tigase.net/issue/http-111]: DefaultLogic.removeExpired removal of slot
failed

#http-113 [https://projects.tigase.net/issue/http-113]: Add condition to redirect only if the X-Forward-
ed-Proto has certain value

#http-114 [ https://projects.tigase.net/issue/http-114]: TigaseDBException: Could not all ocate slot
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Tigase XMPP Serv-
er 8.2.0 Release Notes

#http-116 [https://projects.tigase.net/issue/http-116]: Limiting list of VHosts doesn’t work for JDK
based http-server

#http-117 [https://projects.tigase.net/issue/http-117]: Http redirection doesn’t work in docker

#http-119 [ https://projects.tigase.net/issue/http-119]: Can’t change VHost configuration viaAdmin We-
o]0]

#http-120 [https://projects.tigase.net/issue/http-120]: Improve S3 support for HTTP File Upload to ac-
cept custom URL and credentials for S3 storage configuration

#http-121 [https://projects.tigase.net/issue/http-121]: Deprecate DnsWebService and rewrite /.well-
known/host-meta generator

Tigase Push 1.2.0 Release Notes

Major Changes

Added support for sending Vol P push notifications using PushKit
Support for storing APNS certificates in repository instead of filesystem for easier cluster deployments
Add priority detection for push notifications to avoid excessive pushes to devices

Inclusion of APNS certificate validity task that notifiesif it's about to expire

All Changes

#push-29 [ https://projects.tigase.net/issue/push-29] Added support for sending Vol P push notifications
using PushKit

#push-30 [https://projects.tigase.net/issue/push-30] Added REST API handler for quick unregistration
of adevice

#push-32 [https://projects.tigase.net/issue/push-32] Fixed issue with APNS certificate validation
#push-33 [https://projects.tigase.net/issue/push-33] Added statistics gathering

#push-35 [https://projects.tigase.net/issue/push-35] Added support for APNS certificate in PEM
#push-36 [https://projects.tigase.net/issue/push-36] Improved priority detection of push notifications

#push-37 [https://projects.tigase.net/issue/push-37] Enable APNS certificates to be stored in User-
Repository - management is done via ad-hoc command,;

#push-39 [https://projects.tigase.net/issue/push-39] Changes to improve error handling

#push-41 [https.//projects.tigase.net/issue/push-41] Fixed issue with ApnsSer vi ce exceptions not
being thown logged

#push-42 [https://projects.tigase.net/issue/push-42] Fixed error type reported back on t ooMany Re-
quest sFor Devi ceToken

#push-47 [https.//projects.tigase.net/issue/push-47] Added task to periodically validate SSL certificates
for Push notifications
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#push-48 [ https://projects.tigase.net/issue/push-48] Fixed handling events by APNsBinaryApiProvider

#push-49 [https://projects.tigase.net/issue/push-49] Added enforcement to use HTTP/2 protocol (with
use of ALPN)

Tigase Message Archiving 3.0.0 Release Notes

Major Changes

Add support for urn:xmpp:mam:2

Add support for XEP-0308: Last Message Correction [https.//xmpp.org/extensions/xep-0308.html]

All Changes

#mam-47 [https://projects.tigase.net/issue/mam-47]: Add support for urn:xmpp:mam:2
#mam-49 [https.//projects.tigase.net/issue/mam-49]: Historical message duplication
#mam-50 [https://projects.tigase.net/issue/mam-50]: XEP-0308: Last Message Correction

#mam-51 [https://projects.tigase.net/issue/mam-51]: Fix OMEMO encrypted messages are not stored
by MA or MAM

#mam-54 [ https.//projects.tigase.net/issue/mam-54]: Fix NPE in MAM/Message Archiving

#mam-55 [https://projects.tigase.net/issue/mam-55]:  Fix lllegal ArgumentException in Mes
sageArchiveV HostltemExtension

#mam-56 [https.//projects.tigase.net/issue/mam-56]: Fix upgrade-schema failes

#mam-58 [ https.//projects.tigase.net/issue/mam-58]: Change message archiving rules
#mam-60 [https://projects.tigase.net/issue/mam-60]: Fix Message carbons stored in MAM
#mam-61 [https.//projects.tigase.net/issue/mam-61]: Adjust schemato use new primary keys

#mam-65 [https://projects.tigase.net/issue/mam-65]: Fix archiveMessage: Data truncation: Data too
long for column _body

#mam-66 [https://projects.tigase.net/issue/mam-66] : Fix NPE in
AbstractM AM Processor.updatePrefrerences()

#mam-67 [https.//projects.tigase.net/issue/mam-67]: Fix Incorrect datetime value in JDBCMes-
sageArchiveRepository

#mam-68 [https.//projects.tigase.net/issue/mam-68]: Add option to disable local MAM archive

#mam-69 [https://projects.tigase.net/issue/mam-69]: Fix Data truncation: Data too long for column
' stanzald'

#mam-70 [https.//projects.tigase.net/issue/mam-70]: Fix Schema is inconsistent (tigase.org mysqgl vs
clean postgresql)

#mam-72 [https.//projects.tigase.net/issue/mam-72]: Fix Deadlock on inserting message

11


https://projects.tigase.net/issue/push-48
https://projects.tigase.net/issue/push-48
https://projects.tigase.net/issue/push-49
https://projects.tigase.net/issue/push-49
https://xmpp.org/extensions/xep-0308.html
https://xmpp.org/extensions/xep-0308.html
https://projects.tigase.net/issue/mam-47
https://projects.tigase.net/issue/mam-47
https://projects.tigase.net/issue/mam-49
https://projects.tigase.net/issue/mam-49
https://projects.tigase.net/issue/mam-50
https://projects.tigase.net/issue/mam-50
https://projects.tigase.net/issue/mam-51
https://projects.tigase.net/issue/mam-51
https://projects.tigase.net/issue/mam-54
https://projects.tigase.net/issue/mam-54
https://projects.tigase.net/issue/mam-55
https://projects.tigase.net/issue/mam-55
https://projects.tigase.net/issue/mam-56
https://projects.tigase.net/issue/mam-56
https://projects.tigase.net/issue/mam-58
https://projects.tigase.net/issue/mam-58
https://projects.tigase.net/issue/mam-60
https://projects.tigase.net/issue/mam-60
https://projects.tigase.net/issue/mam-61
https://projects.tigase.net/issue/mam-61
https://projects.tigase.net/issue/mam-65
https://projects.tigase.net/issue/mam-65
https://projects.tigase.net/issue/mam-66
https://projects.tigase.net/issue/mam-66
https://projects.tigase.net/issue/mam-67
https://projects.tigase.net/issue/mam-67
https://projects.tigase.net/issue/mam-68
https://projects.tigase.net/issue/mam-68
https://projects.tigase.net/issue/mam-69
https://projects.tigase.net/issue/mam-69
https://projects.tigase.net/issue/mam-70
https://projects.tigase.net/issue/mam-70
https://projects.tigase.net/issue/mam-72
https://projects.tigase.net/issue/mam-72
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er 8.2.0 Release Notes

Tigase Advanced Clustering Strategy (ACS) 3.2.0 Re-
lease Notes

Major Changes

Deprecate Deprecate PartitionedStrategy in ACS-PubSub

All Changes

#acs-8 [https://projects.tigase.net/issue/acs-8]: Fix NotAuthorizedException: Session has not been yet
authorised. in OnlineUsersCachingStrategy

#acsmix-1 [https://projects.tigase.net/issue/acsmix-1]: Implement clustering support for M1X
#acsmix-3 [https.//projects.tigase.net/issue/acsmix-3]: Fix NPE in DefaultPubSubL ogic

#acsmix-4 [https://projects.tigase.net/issue/acsmix-4]: Fix NPE in
DefaultPubSubL ogic.subscribersOf Notifications()

#acsmuc-23 [https://projects.tigase.net/issue/acsmuc-23]: Fix NPE in ClusteredRoomStrategyV 2
#acsmuc-25 [ https.//projects.tigase.net/issue/acsmuc-25]: Fix NPE in OccupantChangedPresenceCmd

#acspubsub-20 [https://projects.tigase.net/issue/acspubsub-20]: Fix NPE in pubsub-nodes-changed-
cmd

#acspubsub-21 [https://projects.tigase.net/issue/acspubsub-21]: Fix Multiple notifications for single
publication

#acspubsub-22 [ https://projects.tigase.net/issue/acspubsub-22] : Fix Presences informations are kept in-
definitely

#acspubsub-24 [https://projects.tigase.net/issue/acspubsub-24]: Fix caps-changed-cmd not processed
correctly

#acspubsub-25 [https://projects.tigase.net/issue/acspubsub-25]: Deprecate PartitionedStrategy

#acspubsub-27 [https://projects.tigase.net/issue/acspubsub-27]: Review and improve clustering docu-
mentation
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Chapter 2. Tigase XMPP Server
Distribution Administration Guide

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01 :toc: :toclevels: 3 :num-
bered: :website: http://tigase.net

Tigase User Guide

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01
Jabber/XMPP introduction
Jabber/XMPP is Instant Messaging Technology

All federated XM PP servers are connected in one global communications network allowing you to send
messages to friends who have accounts on other Jabber servers.

This is very much like sending e-mail but the difference between Jabber and e-mail is the same as the
difference between sending atraditional mail and talking on the phone.

All messages sent through Jabber are sent instantly and you also receive responses instantly. More over
you can see whether your mate is online and available for talking or not.

There exists similar technologies to Jabber like WhatsApp Messenger, Facebook Messenger, Signal,
Telegram, WeChat, QQ and other. There are, however, quite afew differences.

XMPP is an open standard which means everybody can know how it works, everybody can implement
their own software connecting to the network both client and server side.

The server sideisactually the biggest difference and advantage. Many companies have officesin different
locations, and such instant messaging technology could be very useful to employees for communication.
Companies are not inclined to allow confidential discussionsto go outside the company’s network. Espe-
cialy if it isnot very secure to leave such information on third party public servers.

XMPP servers on the other hand, allows you to deploy server software on your own company network.
Employees can then talk securely and all information remains on the company’ s secure network. Of course
if offices are located in different locations or countries then all messages are transmitted over the public
network - theInternet. Thisisnot aproblem since XM PP supports SSL/TL S- secure encrypted connections
which helps you protect your discussion.

Then if your employees need to contact customers outside your company, the whole discussion can go
through your server and a server located on the customer side.

There are many other scenarios and use cases but | hope this brief introduction gives you an idea of the
differences and advantages of XM PP technology.

How to Use Tigase Service

This Article Describes How to use tigase.im Service for Instant
Communications

Y ou have to install and run a Jabber client application to use the service.
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There are multiple domains available: tigase.im, sure.im, xmpp.cloud (and you can host your own domain
aswell)

Short instructions:

Usually you just need to enter the user name of the form: user@tigase.im [mailto:user@tigase.im]. Y our
XMPP client should take care of all other things as our service doesn’'t need any special settings. If you
don’t have an account on tigase.im server yet just tick the option to register new account. That’ s it!

Long Instructions:

Good newsisthat there are many programs to choose from which allow you to communicate through our
server. So you can pick up your favorite application or use an existing one that is compatible and start
using our service.

All clients presented below support multiple accounts on Jabber servers. What this meansis that you can
have a few Jabber accounts on different Jabber servers and you can still use just one program to connect
to all of them at the same time.

The full list of al known XMPP clients [https://xmpp.org/software/clients.html] is very long. You can
obvioudly try them all but below is a selection which is recommended by the Tigase team. The selected
programs might not be the best choice for you, but these programs have been tested and we can offer help
with using them. Hereis alist of recommended instant messaging clients:

Beagle.im [https://beagle.im/] - macOS desktop client devel oped by Tigaseteam supporting all the latest
and greatest features

Tigase Messenger for iOS [https://itunes.apple.com/us/app/tigase-messenger/id1153516838] - light-
weight, powerful XMPP client developed by Tigase, Inc. It provides an easy way to start using the
XMPP Protocol (formerly known as Jabber) if you've never used it before. Veterans of the protocol
will find many features here they are familiar with along with enhancements to reduce data use and
extend battery life.

Tigase Messenger for Android [https://play.google.com/store/apps/de-
tails?id=org.tigase.messenger.phone.pro] - mobile chat client to use with XM PP services and servers.
The totally revamped v3.0 now has new features, a better design, and Google integration. Application
supports any XMPP server, from free services like sure.im or Tigase.im, to a server you may host on
your own.

tigase.im[Tigase.im] - web-based client allowing to easily chat with friends independently of platform.

Psi [http://psi-im.org/] Pure Jabber client. Although it supports only Jabber network it is a very user
friendly and comfortable program. It works on most popular operating systems like Linux, MS Win-
dows, and Apple MacOS X.

Gajim [http://lwww.gajim.org/] Thisisanother Jabber only client. Very user friendly and works on most
of Linux distributions, FreeBSD, and M'S Windows.

Pidgin[http://mww.pidgin.im/] (previously Gaim [http://gaim.sourceforge.net/]) Thisisnot just aJabber
client. Thistype of application is called multicommunicator as apart from Jabber it supports many other
instant messaging networks/protocols such as: AIM/ICQ, MSN, Y ahoo, Gadu-Gadu, IRC, and a few
others. So it isespecially convenient if you have friends using other messaging networks. Pidgin works
on most Linux distributions, and on MS Windows.

Kopete [http://kopete.kde.org/] Thisis a KDE [http://www.kde.org/] component and although it only
works on Linux based system it also supports many of the most popular instant messaging protocols
apart from Jabber like: AIM, Gadu-Gadu, ICQ, IRC, MSN, Y ahoo.
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Install the Jabber client of your choice and set up for a Tigase account:

Configuration instructions for Psi

Psi - Initial configuration

Thefirst time you run Psi you see a screen like this:

Psi: Useful Tips

‘* Pci: Add Account

Please choose & | Mar

friendly Name that Psi
can use to refer to this
account.

Click the Register

New Account

checkbox if you want
Psito try and create an
account for you on a
remote server, If you |«
are addina an existing |~

X Show tips at startup |[(3 Prewvi

To connect to tigase.org server we need to configure the program. Below are step-by-step instructions for
novice users on how to setup Psi.
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1. Psi can connect to many Jabber servers at the same time so we have to identify each connection some-
how. Thefirst thing to do is assign a name to the connection we just created. Aswe are going to define
connection to tigase.org server let’sjust nameit: Tigase.

Psi: Add Account

Flease choose a B Mame: |Tigase
friendly Name that Psi
can use to refer to this
account,

% Register new account

Click the Register
New Account

checkbox if you want |
Psito try and create an
account for you on a
remote server. If you @
are adding an existing

Note! At the moment you can register an account through the Web site only. Thisis a single account
for both services: The Drupal website and Jabber/XM PP service on the tigase.org domain. If you want
to have a Jabber account on the tigase.org server go to the registration page, un-tick "Register new
account”, and go to the point no 5. You can use guide points 2-4 to register a Jabber account on any
other Jabber server.

2. When you press the Add button you will see next window where you can enter your Jabber account
details:
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Psi: Register Account

~Account
Jabber |D:

Passwaord:

Confirrm Password:

~Proxy
‘None ~|| Edit..,

~Advanced
|| Use 550 encryption (to server)

.| Manually Specify Server Host/Port:

Host: | Port; :]

rsi | Close ||-» Register

3. Invent your user name for the account on Tigase server. Let’ s assume your user nameis: frank. Jabber
ID’s however consist of 2 parts - your user name and server address. Exactly the same as an e-mail
address. As you are registering an account on tigase.org server, you will have to enter in this field:
frank @tigase.org. Next enter the password of your choice and click the Register button.
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Psi: Register Account

~Account

Jabber |D: frank@tigase.org

Passwaord: HAk

Confirm Password: ***|

~Proxy

‘None ~|| Edit..,

~Advanced

|| Use 550 encryption (to server)
.| Manually Specify Server Host/Port:

Host: | Port; :]

rsi | Close ||-» Register

4. On successful registration you will receive a confirmation message and you should see awindow like
this:
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Psi: Register Account

Success

It may happen that somebody earlier registered an account with the same name you’ ve selected for
yourself. If so, you will receive error message. Y ou will then have to select another user name and try

to register again.

. After clicking the OK button you will see awindow with your connection and account setup. Y ou can
stick with default values for now.
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Psi - O X

CEEEIE
Tigase = (0/0)
® frank

3 Offliner

Just click the Save button and this window closes.

6. Now you have your account configured and ready to use but you are still off-line. You can find out
whether you are on-line or off-line by looking at the bottom of main Psi window. There you can see
Offline text.

Click on this Offline text and you will see alist of possible options. Just select Online.
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* Psi m

RN
% Tigase = (0/0)
T frank

<2 Online~

Now you are connected!

WEell, you are now connected but how to talk to other people? How to add friends to the contact list? Y ou
can send a message to your friends straight away using the Psi menu option New blank message. It is

much more convenient however, if you could see which of your friendsisonline and available for chatting
and if you could start talking to your friend just by clicking on his name.

Short Instructions How to Add Your First Contact

1. Click on Psi menu - the button next to the Online text. Y ou will see something like this:
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r*'PSi' =0 X
#2141 2] (@)
% Tigase = (0/0)

U7 frank
s Add a contact

~4 New blank messe
4] Service Discovery
& Join Groupchat
w Account Setup
<, Options

4 Transfer Manage!
i, Change profile

=, Configure Toolpar
A4 Play sounds

(4 Help
Quit

TZI:I:I -

<2 Online~

From all menu options select the top one - Add a contact:

22



Tigase XMPP Server Distri-
bution Administration Guide

A% Add a contact

~4 Mew blank message
4] Service Discovery
2 |oin Groupchat

4 Account Setup

=4, Options

\d Transfer Manager
i, Change profile

=, Configure Toolbars
[A Play sounds

& Help b
@] Quit

2. The next window will display where you can enter your contact details:
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% Psi: Add User

To add a Jabber user,
simply fill out the
Jabber ID (and optional
nickname and group)
at the bottorm and
press Add.

To add a contact from
a non-Jabber service,
Mmake sure you are
registered with the
service first (see
Service Discovery from
the main menu), and
then select the service
from the box at the
top. Follow the
instructions in the

G

Service: |Jabber -

—

|abber ID
Mickname (optional)

Group

<Mone =

¥ Request authorization when addi

% Close window after adding

s

Y ou have to know the Jabber 1D of the person you want to add to your contact list. Let’s assume, for
example, you want to add Tigase server administrator’s Jabber 1D to your contact list. So, after you
enter these details the window will ook like this:
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% Psi: Add User

To add a Jabber user, |+ Service: |Jabber ~
simply fill out the

Jabber ID (and optional
nickname and group)
at the bottom and | |
press Add.

—

|abber ID kobit@tigase,

To add a contact from
a non-Jabber service, Mickname (optional) |admin
Mmake sure you are
registered with the
service first (see ¥ Request authorization when addi
Service Discovery from
the main menu), and
then select the service
from the box at the

top. Follow the g
instructions in the rsi | Clos

Click the Add button.

Group <Mone=>

% Close window after adding

3. Now you will see a confirmation window that a new person has been added to your contact list:
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-:-E- Psi: Add User

To add a Jabber user, || Service: ||Jabber |-
sirmply fill out the

Jabber ID (and optional

nickname and group)

at the bottorm and

press Add. & Add User: Success

To add a cont
a non-Jabbe
Make sure vo
registered wit
Senvice first (e e ST ST TOT T2 SO VT ETT a0
Service Discovery from
the main menu), and
then select the service
frorm the box at the

top. Follow the -
instructions in the b rsi

¥ Close window after adding

But there is more behind the scenes. Adding a contact to your Roster (contact list) usually means you
can see whether the person is online and available to talk or not. The person however, may not wish
you to see his presence. So, to make sure the other person accepts you as a friend Psi sent arequest to
the address you just entered with the question of whether he agrees to show his presence to you.

Y ou won't be able to see the users availability until he sends confirmation.

4. Once the other user sends confirmation back, you will usually receive 2 system events:
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W * Psi _ O x

LRI
% Tigase = (1/1)
7 frank

- General (1/1)

[® admin

2 events received
<2 Online~

5. Click on the contact to see a window with these messages:
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%) o2 1) £
S

3 frank

w General (1/1)

a

ldentity: | Tigase (frank@tigase.orq)

From: 5.7 | admin <kobit@tigase.org>

Subject: |

[System Message]

You are now authorized.

1 Event rECEivEd ..................................
P - |ﬁ Onliner W@ @ =""- | |==00 .

6. One message just says you have been authorized by the other user:
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ldentity: |Tigase (frank@tigase.org) Time: | 09/z

From: {:3|admin <kobit@tigase.org=>

Subject: |

[System Message]

You are now authorized.

Close | |@Hext—1|| Forward || Chat || Quntel

So you simply click Next to see the second message.

7. The second message isabit more interesting. It contains the question of whether you also authorize the
other user to see your presence. If you want to accept this request just click Add/Auth.
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Identity: | Tigase (frank@tigase.org)

From: 7 | admin <kobit@tigase.org>

Subject; |

[System Message]
This user wants to subscribe to your presence, Click the button
subscription. This will also add the person to your contact list if i

Close | | || Forward || Chat || _Dkuntel

8. Finaly main Psi window with your new contact:
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* Psi N

RN
% Tigase = (1/1)
T frank

- General (1/1)

<2 Online~

WEell done!
Y ou are ready to start Jabbering. Good luck.

Where to go next? For detailed Psi documentation refer to the program Wiki page: http://psi-im.org/wi-
ki/Main_Page

Welcome to the Tigase Administration Guide.

About Tigase XMPP Server

Tigase XM PP Server isan Open Source and Free (AGPLv3) Java based server. The goals behind its
design and implementation of the server are:

1. Make the server robust and reliable.
2. Make the server a secure communication platform.
3. Make aflexible server which can be applied to different use cases.

4. Make an extensible server which takes full advantage of XMPP protocol extensibility.
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5. Make the server easy to setup and maintain.

Robust and reliable

This means that the server can handle many concurrent requests/connections and can run for along time
reliably. The server is designed and implemented to handle millions of simultaneous connections.

It is not enough however to design and implement a high load server and hope it will run well. The main
focus of the project is put in into testing. Tests are taken so seriously that a dedicated testing framework
has been implemented. All server functions are considered asimplemented only when they pass arigorous
testing cycle. Thetesting cycle consists of 3 fundamental tests:

1. Functional tests - Checking whether the function works at al.
2. Performance tests - Checking whether the function performs well enough.

3. Stability tests - Checking whether the function behaveswell in long term run. It must handle hundreds
of requests a second in aseveral hour server run.

Security

Thereareafew elementsof the security related to X M PP servers:. secure datatransmissionswhichismet by
theimplementation of SSL or TL Sprotocol, secure user authorization which is met by theimplementation
of DIGEST or SASL user authorization and secure deployment which is met by component architecture.

Secure deployment Tigase software installation does not impact network security. Companies usually
havetheir networks divided into 2 parts: DM Z which is partially open to the outside world and the Private
network which is closed to the outside world.

If the XMPP server isto provide an effective way of communication between company employeesregard-
lessif they are in a secure company office or outside (perhaps at a customer site), it needs to accept both
internal and external connections. So the natural location for the server deployment is the DMZ. How-
ever, this solution has some considerations: each company has normally established network users base
and integrated authorization mechanisms. However, that information should be stored outside the DMZ
to protect internal security, so how to maintain ease of installation and system security?

Tigase server offers a solution for such a case. With it's component structure, Tigase can be easily de-
ployed on any number machines and from the user’ s point of view it is seen asaonelogical XMPP server.
In this case we can install a Session Manager module in the private network, and a Client Connection
Manager with Server Connection Manager inthe DM Z.

Session Manager connects to DM Z and receives all packets from external users. Thus is can securely
realize users authorization based on company authorization mechanisms.

Flexibility
There are many different XM PP server implementations. The most prevalent are:

* Used as a business communication platform in small and medium companies where the server is not
under a heavy load. For such deployments security is akey feature.

 For huge community websites or internet portal serversis, on the other hand, usually under very heavy
load and has to support thousands or millions of simultaneous connections. For such a deployment we
need a different level of security as most of the serviceis open to the public.

 For very small community deployments or for small home networks the key factor is ease to deploy
and maintain.
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Architecture based on components provides the ability to run selected modules on separate machines so
the server can be easily applied in any scenario.

For simple installation the server generates a config file which can be used straight away with very few
modificationsor noneat all. For complex deploymentsthough, you can tweak configurationsto your needs
and setup XMPP server on as many physical machines as you need.

Extensibility

Theworld changesall thetime as doesuser’ sneeds. The XM PP protocol has been designed to be extensible
to make it easy to add new features and apply it to those different user’s needs. As aresult, XMPP isa
very effective platform not only for sending messages to other users, it can also be extended for sending
instant notifications about events, a useful platform for on-line customer service, voice communication,
and other cases where sending information instantly to other people is needed.

Tigase server has been designed to be extensible using a modular architecture. You can easily replace
components which do not fulfill your requirements with others better fitting your needs. But that is not
all, another factor of extensibility is how easy is to replace or add new extensions. A great deal of focus
has been put into the server design API to make it easy for other software devel opers to create extensions
and implement new features.

Ease of Use

Complex computer networks consisting of many servers with different services are hard to maintain. This
requires employing professiona staff to operate and maintain the network.

Not all networks are so complex however, most small companies have just afew servers for their needs
with serviceslike e-mail and aHTTP server. They might want to add an XM PP server to the collection of
their services and don’t want to dedicate resources on setup and maintenance. For such users our default
configuration is exactly what they need. If the operating system on the server is well configured, then
Tigase should automatically pickup the correct hostname and be ready to operate immediately.

Tigase server is designed and implemented to alow dynamic reconfiguration during runtime so there is
no need to restart the server each time you want to change configuration settings.

There are also interfaces and handlers available to make it easy to implement a web user interface for
server monitoring and configuring.

XMPP Supported Extensions
Based on XEP-0387: XM PP Compliance Suites 2018 [https://xmpp.org/extensions/xep-0387.html]

Core Compliance Suite

Table 2.1. Core Compliance Suite

Support | Specification |Name Comment

O RFC6120 Extensible Messaging and Presence Protocol
[https:// (XMPP): Core
tools.ietf.org/

html/rfc6120]
# RFC7622 Extensible Messaging and Presence Protocol | We support previous ver-
[https:// (XMPP): Address Format sion of the specification:

RFC6122
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tools.ietf.org/
html/rfc7622]

RFC7590
[https://
tools.ietf.org/
html/rfc7590]

Use of Transport Layer Security (TLS) inthe
Extensible Messaging and Presence Protocol
(XMPP)

(7))

ons/xep-0368.htm

XEP-0368
[https://
xmpp.org/exten-

SRV records for XMPP over TLS

]

Requires adding DNS en-
tries pointing to port 5223

(7))

XEP-0030
[https://
xmpp.org/exten-
ons/xep-0030.htm

Service Discovery

]

(7))

XEP-0115
[https://
Xmpp.org/exten-
ons/xep-0115.htm

Entity Capabilities

]

(7))

XEP-0114
[https://
Xmpp.org/exten-
ons/xep-0114.htm

Jabber Component Protocol

]

S

XEP-0163
[https://
xmpp.org/exten-
ons/xep-0163.htm

Personal Eventing Protocol

—

Web Compliance Suite

Table 2.2. Web Compliance Suite

Support

Specification

Name

Comment

O

RFC7395
[https://
tools.ietf.org/
html/rfc7395]

An Extensible Messaging and Presence Proto-
col (XMPP) Subprotocol for WebSocket

(7))

XEP-0206
[https://
Xmpp.org/exten-
ons/xep-0206.htm

XMPP Over BOSH

]

S

XEP-0124
[https://
Xmpp.org/exten-
ons/xep-0124.htm

Bidirectional-streams Over Synchronous
HTTP (BOSH)

]

IM Compliance Suite

Table 2.3. Web Compliance Suite

‘ Support ‘ Specification ‘Name

Comment
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RFC6120
[https://
tools.ietf.org/
html/rfc6120]

Extensible Messaging and Presence Protocol
(XMPP): Instant Messaging and Presence

XEP-0084
[https://
Xxmpp.org/exten-
ons/xep-0084.htm

User Avatar

]

(7))

XEP-0153
[https://
Xmpp.org/exten-
ons/xep-0153.htm

vCard-Based Avatars

XEP-0054
[https://
xmpp.org/exten-
ons/xep-0054.htm

vcard-temp

]

(7))

XEP-0280
[https://
Xmpp.org/exten-
ons/xep-0280.htm

Message Carbons

]

(7))

XEP-0191
[https://
xmpp.org/exten-
ons/xep-0191.htm

Blocking Command

]

(7))

XEP-0045
[https://
Xmpp.org/exten-
ons/xep-0045.htm

Multi-User Chat

]

(7))

XEP-0249
[https://
xmpp.org/exten-
ons/xep-0249.htm

Direct MUC Invitations

]

(7))

XEP-0048
[https://
Xmpp.org/exten-
ons/xep-0048.htm

Bookmarks

]

(7))

XEP-0223
[https://
Xxmpp.org/exten-
ons/xep-0223.htm

Persistent Storage of Private Data via PubSub

]

XEP-0049
[https://
Xmpp.org/exten-
ons/xep-0049.htm

Private XML Storage

]

(7))

XEP-0198
[https://
xmpp.org/exten-
ons/xep-0198.htm

Stream Management

Both Sessi on Re-
sunptionand St anza
Acknowl edgenent s
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O

XEP-0313
[https://
Xmpp.org/exten-

Message Archive Management

ons/xep-0313.html]

Mobile Compliance Suite

Table 2.4. Web Compliance Suite

Support

Specification

Name

Comment

O

RFC7395
[https://
tools.ietf.org/
html/rfc7395]

An Extensible Messaging and Presence Proto-
col (XMPP) Subprotocol for WebSocket

(7))

XEP-0198
[https://
Xmpp.org/exten-
ons/xep-0198.htm

Stream Management

]

Both Sessi on Re-
sunptionand St anza
Acknowl edgenent s

(7))

XEP-0352
[https://
xmpp.org/exten-
onsg/xep-0352.htm

Client State Indication

]

S

XEP-0357
[https://
xmpp.org/exten-

ons/xep-0357.htm

Push Notifications

]

Non-Compliance Suite Extensions

Table 2.5. Core Compliance Suite

Support

Specification

Name

Comment

O

XEP-0004
[https://
Xmpp.org/exten-
ons/xep-0004.htm

Data Forms

]

XEP-0008
[https://
Xmpp.org/exten-
ons/xep-0004.htm

1Q-Based Avatars

]

(7))

XEP-0012
[https://
xmpp.org/exten-
onsg/xep-0012.htm

Last Activity

]

(7))

XEP-0013
[https://
xmpp.org/exten-
ons/xep-0013.htm

Flexible Offline Message Retrieval

]

XEP-0016
[https://

Privacy Lists
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(7))

Xmpp.org/exten-
ons/xep-0325.htm

]

(7))

XEP-0326
[https://
Xmpp.org/exten-
ons/xep-0326.htm

Internet of Things - Concentrators

]

(7))

XEP-0333
[https://
xmpp.org/exten-
ons/xep-0333.htm

Chat Markers

]

(7))

XEP-0352
[https://
xmpp.org/exten-
ons/xep-0352.htm

Client State Indication

]

(7))

XEP-0357
[https://
Xmpp.org/exten-
ons/xep-0357.htm

Push Notifications

]

(7))

XEP-0363
[https://
Xmpp.org/exten-
ons/xep-0363.htm

HTTP File Upload

]

(7))

XEP-0368
[https://
xmpp.org/exten-
ons/xep-0368.htm

SRV records for XMPP over TLS

]

Requires adding DNS en-
tries pointing to port 5223

(7))

XEP-0387
[https://
xmpp.org/exten-
ons/xep-0387.htm

XMPP Compliance Suites 2018

]

Tigase Custom Extensions
General features

Table 2.6. Monitoring

Support |Name Comment

02 AuditLog Ability functionality to log important events in a system (log-

gins, message exchanges, calls)

0?2 Anti Abuse Fight stanza SPAM, DoS, brute-force attacks and other threats

O Virtual domains Ability to create and manage multiple virtual domains from a

single instance and restart-less management

O MUC subscribe for of-
fline push

Option to register permanently to the room to receive push noti-
fications about new messages.

O Scripting AP Supports the Java Scripting APl JSR-223
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O JMX monitoring Advanced monitoring the server viaJM X protocol with an API
for connecting custom monitors and TCP/IP end-point for con-
necting general purpose JMX tools

O HTTP monitoring Basic monitoring viaHTTP protocol

0 XMPP Monitoring Pluggable, active monitoring via XM PP, retrieving detailed
server statistics, receiving automatic notifications about possi-
ble problems discovered by the self-monitor mechanisms

O SNMP Monitoring Advanced server monitoring via SNMP.

O Bosh Cache Bosh Session Cache - afeature to quickly reload user data - ros-
ter, presences and messages history by the web client (for exam-
ple after web page rel oad)

O Clustering Full clustering support for HA and LB with pluggabble cluster-
ing strategies for perfect optimising the cluster to the client’s
system

0?2 Advanced Clustering Dedicated, specialised clustering strategy for best possible per-

Strategy formance

02 MUC Clustered Support for clustering group chatrooms with various, pluggable
strategies

02 PubSub Clustered Support for clustering PubSub component with various, plug-
gable strategies

O Mobile optimisations Optimizations designed for Mabile Devices

0 OSGi Support for running in OSGi environment, i.e. as embedded
XMPP server in advanced application server

O Dynamic rosters Ability to create users rosters entries on the fly based on data
retrieved from any sources

O Command line admin Commandline utility to manage server

tools

0?2 Unified Archive An extension to XEP-0313 Message Archive Management, with

greatly improved flexibility in terms of what can be archived.

Repositories/Databases

Table 2.7. Repositories/Databases

Support |Name Comment

O DB per domain Ability to have multiple databases for specific domains.

O PostgreSQL Full support for PostgreSQL database with database schemas
excluding dedicated DB schema for PubSub component

O MySQL Full support for MySQL database with database schemas, dedi-
cated DB schema for PubSub component

0 SQL Server Full support for MS SQL Server database with database
schemas excluding dedicated DB schema for PubSub compo-
nent, only in Tigase server version 3.X

O Derby DB Full support for built-in Derby database with database schemas
excluding dedicated DB schema for PubSub component
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O JDBC Support for all IDBC enabled databases, although the database
schemas are available for some databases

O Drupal Auth Drupal authentication - the Tigase server can share user au-
thentication database with Drupal CM 'S and authenticate users
agains Drupal user database

0 Drupal Auth Close integration with Drupal CM S, the Tigase can send notifi-
cations to subscribed users about new posts, comments and can
aso publish short newsinformation via XM PP

O LDAP-Auth LDAP Authentication Connector Supported

Licensing and Open Source

As mentioned previously, Tigase is open source under AGPLV3. If you are not familiar with open source
software, or the environment, here are some frequently asked questions that might provide some answers.

What does open source mean? This meansthat Tigase's source code is available to the public to see how
Tigase works. There are no 'black boxes for packets where things just happen, everything is out in the
open, whereas other companies may consider thispropitiatory information. In addition, we have the benefit
of many talented people working with Tigase to constantly improve Tigase server and related projects.
These people not only include the Tigase development team, but other members of the community who
submit code improvements, patches, enhancements, or other changesto Tigase.

Does this mean that the binaries are open to malicious code? Although we accept patches from con-
tributors, our repository does not accept them directly. Code may be submitted through our tigase.tech
[http://tigase.tech] page and our developers will review the code before it is added. All builds are tested
for functionality and security when they are built.

Does thismean it isless secure? Not at all. Although anybody can see the source code, and know how
Tigase works; your installation, connections, and settings are uniquely yours. Tigase is regularly tested
and written to be as secure as possible using the latest encryption and secure connection protocols.

IsTigasefree? Tigaseisfreefor download and usein it’s unmodified state. Our commercial grade prod-
ucts such as Advanced Clustering Strategy is available for free use for testing & development.

Doesthismean | cannot useit in my product or commercial environment? Not necessarily, consult
the Affero General Public License Agreement v3 to see if your use qualifies. Tigase is offered under
commercial license if your useis not covered by AGPLV3.

Arethereoptionsfor closed code or extensions? Y est Commercial licenses can be custom made for each
client, and software written for your company may be made private or part of our open source distributions
at your discretion.

Can | contribute code? Sure! We accept code through GitHub pull-requests - submit them to one of our
projects listed in our GitHub organisation [https://github.com/tigase/]

Tigase Server Binary Updates

Most open source projects try to make sure that the nightly builds compile correctly so that these builds
can be used. However, we at Tigase believe that these builds should be separated until they are thoroughly
tested and released. Although lots of installations out there we know of just run from our nightly builds,
this puts an extra responsibility to make sure all code is functional and will constantly work. Therefore,
our general approach isto run al basic functionality tests before each code commit to make sure it works
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correctly. Thisdoes not guarantee that there will never be aproblem, but it is a precaution from preventing
bad builds from arriving in the hands of our customers.

Some users on the other hand, like to be on the bleeding edge and regularly use our nightly buildsexploring
new code changes and playing with new features before they are put to a full release. Others prefer to
stick to stable and fully tested public rel eases. Others however, want something from the middle, the most
recent features, but bug fixes, something like a beta or a release-candidate state.

Should you choose to use the nightly builds, afew things you should consider:

» Changes may be made to the code that can negatively affect performance.

» Changes may be made to the code that can negatively affect security.

We highly recommend testing these builds in your environments before upgrading.

With these considerationsin mind, we provide nightly builds at thislink [https://build.tigase.net/nightlies/
dists/] which provides directories by date.

Standard namingformatist i gase- ser ver - <ver si on>- SNAPSHOT- b<bui | d>- <t ype>where
<ver si on>isintheform of maj or. m nor. bugfi x

Note

individual days may have the same builds as noted by the byyyy section of the file.*
Just like the standard distributions, the builds are available with the following extensions (<t ype>):
1. javadoc. j ar - Javainstaler for javadoc only
2. di st. zi p - Compressed binaries with no dependencies.
3. di st.tar. gz -tarbal compressed binaries with no dependencies.
4. di st - max. zi p - Compressed binaries with all dependencies.
5. di st-nmax. tar. gz - tarball compressed binaries with all dependencies.
We also provide automated testing of each of our nightly builds for each supported databases. Tests are
done with both functional and low memory parameters in mind, and are available at this link [https://

build.tigase.net/nightlies/tests/]. Thesetests can provide aquick examination of function before upgrading
your current build.

Quick Start Guide

Minimum Requirements

Before you begin installing Tigase server onto your system, please make sure the minimum reguirements
are met first:

» Java Development Kit (JDK) 11 (LTS) - We recommend OpenJDK

e Administrator access - We recommend that you install Tigase Server from a user login with admin-
istrator access.
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I mpor tant
Y ou should always run the latest point/bugfix release of the recommended JDK.
Note

While it should be possible to use newer versions of the JDK, we don't guarantee it and we
recommend using the one mentioned above.

Contents

Thisis aset of documents allowing you to quickly start with our software. Every document provides an
introduction to asingle topic alowing you to start using/devel oping or just working on the subject. Please
have alook at the documents list below to find atopic you are looking for. If you don’t find a document
for the topic you need please let us know [http://www.tigase.net/contact].

* Instalation Using Web Installer

» Manual installation in console mode

Installing Tigase on Windows

Network settings for Tigase

* Running Tigase XMPP Server as aservice

Installation Using Web Installer

When Tigase XMPP Server starts up, it looks for the default configuration file: et ¢/ confi g. t dsl .
If this file has not been modified you can run the web installer. Which will step you through the process
of configuring Tigase. If you are installing Tigase in a Windows environment, please see the Windows
Installation section.

Download and Extract
First download Tigase XMPP Server and extract it. You can download the officia binaries [https./

tigase.net/downloads], or the latest and greatest nightly builds [https://build.tigase.net/nightlies/dists/].
Once you have the distribution binary extract it and navigate to the directory:

$ tar --xf tigase-server-<version>dist-max.tar.gz
$ cd tigase-server-<version>

Tip
Do not run as root user!
Start the Server

Note

Please make sure JAVA HOME is set and pointsto your VM installation
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scripts/tigase.sh start etc/tigase. conf

Verify Tigase is ready to start installation

Tigase should start listening on port 8080 - you can check it using | sof command:

$ Isof --i --P
COMVAND Pl D USER FD TYPE DEVI CE SI ZE/ OFF NODE NANME
j ava 18387 tigase 141u |Pv6 22185825 0t0 TCP *:8080 (LISTEN)

Y ou can also check consolelog under | ogs/ ti gase- consol e. | og, which should point you directly
to theinstaler.

Connect to the Web Installer

Some points before you can connect:

This setup page is restricted access, however for first setup there is a default account set to setup Tigase:
Username: admi n Password: t i gase

This combination will only be valid once asit will be removed from confi g. t dsl file on completion
of setup process. After this point the setup page will only be accessible using the following:

1. JID accounts listed as administratorsin adminslineinconfi g. t dsl file.

2. Username and password combinations added to confi g. t dsl file manualy, or at the last page in
this process.

Point your browser to http://localhost:8080/setup/ unless you are working remotely. You can also use
the domain name, or | P address.

Enter the username and password above to gain access.

Step Through the Installation Process

Y ou will be greeted by the following "About software" page.

59


http://localhost:8080/setup/

Tigase XMPP Server Distri-
bution Administration Guide

o0 0 L]

While the Tigase server is guite st;
especially if you upgrade the serv

If you notice any problems please




Tigase XMPP Server Distri-
bution Administration Guide

Read it and then click "Next"

The setup consists of severa steps that help you configure your installation: selecting features and pro-
viding database configuration.

Note

Order and design of the steps may dlightly differ thus we only provide a broad overview of how
to proceed:

1. Advanced Clustering Strategy information

You will see some information about our commercial products and licensing. Please read though the
agreement, and as a confirmation of agreement type in your name or company and click "Next" to go
to the next page.

2. Basic Tigase server configuration

This page will look over your basic configuration settings, those include the server type, domain you
wish to use, and gives you a chance to specify an administrator for the domain. Also, you will be
selecting what type of database Tigase server will be using (configuration comes later).

If you do not specify an administrator and password, one is made for you, which will be
admin@yourdomain and password is tigase.

3. Connectivity

At this page you will be presented with a list of possible connectivity options supported by Tigase
XMPP Server and away to enable/disable each of them (desktop, mobile, http, websocket, federation,
etc.). After making this decisions, click "Next".

4. Features

Now you will be able to select which features of Tigase XMPP Server (such as MUC, PubSub, MIX,
MAM, Push Noatifications) should be enabled or disabled.

At this step will also be able to enable clustering on your installation
When you will be ready, click "Next".
5. Database configuration

Thisiswherethe database is configured. The type of database selected in step 3 will influence available
options. BE SURE TO SPECIFY DATABASE ROOT USER ACCOUNT AND PASSWORD

6. Database connectivity check

After database setup, you should see a page with executed actions and their results. All presented items
should be "green", meaning that everything went well. If anything is presented in "red" or "yellow",
please read description presented below this header to learn more about thisissue. If setup iscompl eted,
click "Next".

7. Setup security

The Setup Access Page will be locked from the admin/tigase user as specified above. This is your
chance to have the setup pages add a specific user in addition to admin accounts to re-access this setup
process later. If left blank, only JIDslisted in admin will be alowed to access.
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8. Saving configuration

The installation is almost complete and you will be presented with a page showing what the resulting

configuration (storedin conf i g. t dsl file) will look like.

If you have a custom setup, or would like to put your own settings in, you may copy and past the
contents here to edit the current conf i g. t dsl file.

Click "Save" to write the file to disk.
9. Finished

Y ou have now finished the installation, proceed to the next step to restart the server.

Restart the Server

It is recommended at this point to stop the server manually and restart it using the proper script for your

OS. From the Tigase base directory enter

./scripts/tigase.sh stop

./scripts/tigase.sh start etc/tigase.conf

Note

In order to make Tigase XM PP Server start automatically during system startup you should setup

startup scripts as described in the section called “ Tigase Script Selection”

Tofurther finetunethe server you should editet ¢/ t i gase. conf . EnsureJAVA HOVE pathiscorrect,
and increase memory if needed using JAVA_OPTI ONS -Xmx (max), and -Xms (initial). You will need

to direct Tigase to read settings from this file on startup as follows.

Everything should be running smooth at this point. Check the logfilesin | ogs/ if you experience any

problems.

Verify Tigase is Running

Y ou should see alist of listening ports.

$ I sof --i

COVWAND
j ava
j ava
j ava
j ava
j ava
j ava

Windows Instructions for using Web Installer

18387
18387
18387
18387
18387
18387

--P
PI D

USER
ti gase
ti gase
ti gase
ti gase
ti gase
ti gase

FD
141u
148u
149u
150u
151u
152u

TYPE

| Pv6
| Pv6
| Pv6
| Pv6
| Pv6
| Pv6

DEVI CE Sl ZE/ OFF NODE

22185825
22185834
22185835
22185836
22185837
22185838

0to
0to
0to
0to
0to
0to

TCP
TCP
TCP
TCP
TCP
TCP

NA|

* % F X X X

- 8080 (LI STEN)

15222 (LI STEN)
: 5223 (LI STEN)
15290 (LI STEN)
: 5280 (LI STEN)
15269 (LI STEN)

There are afew stepsinvolved with setting up Tigase with the web installer in a Windows environment.
Please follow this guide.

First step isto extract the distribution archive init’ s entirety to the intended running directory. Once there,
runthe Set up. bat fileinsidethewi n- st uf f folder. Thiswill move the necessary filesto the correct

folders before Tigase begins operation.
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From here, you have a few options how to run Tigase; r un. bat will operate Tigase using ajava com-
mand, or t i gase. bat which will start Tigase using the wrapper. You may aso install Tigase and run
itasaservice.

Once this setup is finished, web installer will continue the same from here.

Manual Installation in Console Mode

Our preferred way to install the Tigase server is using Web installer and configuration program which
comes with one of the binary packages. Please pick up the latest version of the distribution archive in our
download section [https://tigase.net/downl oads].

In many cases however it isnot always possibleto usethe web installer. In many casesyou havejust an ssh
access or even a direct access in console mode only. We are going to provide atext-only installer in one
of the next releases but for the time being you can use our binary packagesto install the server manually.
Please continue reading to learn how to install and setup the server in afew easy steps...

If you have an old version of the Tigase server running and working and you intend to upgrade it please
always backup the old version first.

Note

Please note that these instructions are for *nix operating systems, and some modifications may
be required for other Operating Systems!

Get the Binary Package

Have a look at our download area [https://tigase.net/downloads]. Always pick the latest version of the
package available. For manual installation either zi p ort ar . gz fileis available. Pick one of fileswith
filename looking like: t i gase- server - <ver si on>- b<bui | d>- <t ype>. <ar chi ve>, where
<ver si on>isintheform of naj or. m nor . bugfi x, <t ype> can be either di st (basic package)
or di st - max (extended set of components) and archive type can be eitehr t ar . gz or zi p.

Unpack the Package
Unpack the file using command for the tar.gz file:
$ tar --xzvf tigase-server-x.y.z-bv.tar.gz
or for the zip file:
$ unzip tigase-server-x.y.z-bv.zip
A new directory will be created: tigase-ser ver-x.y.z-bv/.

Sometimes after unpacking package on unix system startup script doesn’t have execution permissions. To
fix the problem you have to run following command:

$ chnod u+x -./scripts/tigase.sh

Prepare Configuration
If you look inside the new directory, it should like this output:

$1s --I
total 88
drwxr-xr-x 2 tigase tigase 4096 Aug 15 18:17 certs
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dr wxr - Xr - x
dr wxr - Xr - x
dr WwXr Wxr - x

tigase tigase 4096
tigase tigase 4096
tigase tigase 4096

-rwr--r-- 1 tigase tigase 0
drwxr-xr-x 2 tigase tigase 12288
drwxrwxr-x 4 tigase tigase 4096
drwxrwxr-x 2 tigase tigase 4096
drwxrwxr-x 2 tigase tigase 4096
-rwr--r-- 1 tigase tigase 34203
drwxr-xr-- 2 tigase tigase 4096
-rwr--r-- 1 tigase tigase 3614
-rwr--r-- 1 tigase tigase 2675

9

5

4

Aug
Aug
Cct
Cct
Cct
Aug
Aug
Aug
Aug
Aug
Aug
Cct

15
15
12
12
12
15
15
15
15
15
15
12

18:
18:
09:
09:
09:
18:
18:
18:
18:
18:
18:
09:

26
17
48
48
48
26
26
26
26
17
17
48

Changelog
dat abase
docs

etc

jars

Li cense. htm
| ogs
package. ht m
READVE
scripts

ti gase

Wi n-stuff

At the moment the most important is the etc/ directory with these files:

$1s --1 etc/

total 36

-rwr--r-- 1 tigase tigase 153
-rwr--r-- 1 tigase tigase 325
-rwr--r-- 1 tigase tigase 124
-rwr--r-- 1 tigase tigase 263
-rwr--r-- 1 tigase tigase 2337
-rwr--r-- 1 tigase tigase 2893
-rwr--r-- 1 tigase tigase 735
-rwr--r-- 1 tigase tigase 3386
-rwr--r-- 1 tigase tigase 1346

Configure tigase.conf

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

15
15
15
15
15
15
15
15
15

18:
18:
18:
18:
18:
18:
18:
18:
18:

11
11
11
11
11
11
11
11
11

bosh- extra- headers. t xt
client-access-policy.xm
config.tdsl
cross-domai n-pol icy. xm
j mx. access

j mx. password

| ogback. xm

snmp. acl

ti gase. conf

Tigase.conf is afile that contains general program operating parameters, and java settings for Tigase to
run. For now, the only setting we need to set isthe JAVA_HOME directory.

JAVA_HOME="${ JDKPat h} "

Replace ${JDK Path} with a path to Java JDK installation on your system.

Configure config.tdsl

You need also to edit theconf i g. t dsl file. It containsinitial parameters normally set by the configu-
ration program. Asthisis amanual installation, you will have to edit this document yourself. It contains

already afew lines:

"config-type' = -'setup'
http () {
setup () {
-'adm n-user' = -'admn'
-'adm n-password’ = -'tigase'
-}

}

You will need to set afew thingsin order to get Tigase up and running.

Step 1: Change config-type

Refer to config-type property description for details, but for most operations, changeset up todef aul t .
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Step 2: Set virtual host

Without a virtual host, your XMPP server has no domain with which to operate. To set avirtual host use
the following configuration:

"defaul t-virtual -host' = -'hostnane'

Y ou have to replace host name with a domain name used for your XMPP installation. Let’s say thisis
jabber.your-great.net. Your setting should look like this:

"default-virtual -host' = -'jabber.your-great.net'
There are many other settings that can be configured visit this section for details.
Step 3: Set Administrators

At least one administrator is required, and once the database is setup will have the default password of
t i gase. Be sure to change this once you have finished setting up your server. To add admins, use the
following lineintheconfi g. t dsl file:

admins = [ -'adm n@ abber.your-great.net', -'user2jabber.your-great.net' -]
Step 4: Set databases

You will also need to configure connection to the database. First you have to decide what database you
want to use: Der by, MySQL, Post gr eSQL, M5SQL, or MondoDB. Each database will have dightly
different configurations. If weareusing derby, inadirectory calledt i gasedb, your configurationwould
look like this:

dat aSource () {
default () {
uri = -'jdbc: derby:tigasedb; create=true’
-}
}

Consult dataSource property for more configuration info.

Thisis enough basic configuration to have your Tigase server installation running.

Install Database

Creating the database is the next step. Previously, we had scripts to handle this process, but we now have
the advantage of functionsin thet i gase. sh script that can be used. Setting up the database can now
be done using a single command.

./scripts/tigase.sh install-schena etc/tigase.conf --T derby --D tigasedb --H | oca

This command will install tigase using a Derby database on one named t i gasedb hosted on | ocal -
host . The username and password editing the database ist i gase_pass and r oot . Notethat - J ex-
plicitly adds the administrator, this is highly recommended with the - N passing the password. Y ou may
customize this command as needed, refer to the install-schema section of the documentation for more
information.

On awindows system, you need to call the program directly:
C\tigase>java --cp -"jars/*" tigase.db.util.SchemaManager -"install-schem" --T d

If this successfully passes, you should see some information printed out
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LogLevel : CONFI G

2017-10-12 20: 05:47.987 [ mai n] DBSchemalLoader.init ()
Cct 12, 2017 8:05:48 PMtigase.util.DNSResol verDefault <init>
WARNI NG Resol ving default host nane: ubuntu took: 7

Cct 12, 2017 8:05:49 PMtigase.db.util.SchenmaManager | oadSchenas

INFO found 1 data sources to upgrade..

Cct 12, 2017 8:05:49 PMtigase.db.util.SchenmaManager | oadSchenas

I NFO begi ni ng upgr ade. .

LogLevel : CONFI G

2017-10-12 20: 05:49. 877 [ mai n] DBSchemalLoader.init ()

2017-10-12 20: 05:49. 877 [ mai n] DBSchemalLoader . val i dat eDBConnect i on()
2017-10-12 20: 05:50.932 [ mai n] DBSchemalLoader . val i dat eDBConnect i on()
2017-10-12 20: 05:50.932 [ mai n] DBSchemalLoader . val i dat eDBConnect i on()
2017-10-12 20: 05: 50. 933 [ mai n] DBSchemalLoader . val i dat eDBEXxi st s()
2017-10-12 20: 05: 50. 936 [ mai n] DBSchemalLoader . wi t hConnecti on()
2017-10-12 20: 05:50.937 [ mai n] DBSchemaLoader . | anbda$val i dat eDBEXi st s$
2017-10-12 20: 05: 50. 939 [ mai n] DBSchemalLoader . | oadSchenmaFi | e()
2017-10-12 20: 05: 50. 941 [ mai n] DBSchemalLoader . wi t hConnecti on()
2017-10-12 20: 05:51.923 [ i n] DBSchemaLoader . | anbda$l oadSchemaFi | e$28
2017-10-12 20: 05:51. 925 [ mai n] DBSchemalLoader . | oadSchenmaFi | e()
2017-10-12 20: 05:51.926 [ mai n] DBSchemalLoader . wi t hConnecti on()
2017-10-12 20: 05:52. 209 [ rmai n] DBSchemaLoader . | anbda$l oadSchemaFi | e$28
2017-10-12 20: 05:52.210 [ mai n] DBSchemalLoader . | oadSchenmaFi | e()
2017-10-12 20: 05:52.211 [ mai n] DBSchemalLoader . wi t hConnecti on()
2017-10-12 20: 05:52. 305 [ mai n] DBSchemaLoader . | anbda$l oadSchemaFi | e$28
2017-10-12 20: 05: 52. 306 [ mai n] DBSchemalLoader . | oadSchenmaFi | e()
2017-10-12 20: 05:52. 307 [ mai n] DBSchemalLoader . wi t hConnecti on()
2017-10-12 20: 05:52. 731 [mai n] DBSchemaLoader . | anbda$l oadSchemaFi | e$28
2017-10-12 20: 05:52. 732 [ mai n] DBSchemalLoader . addXnmppAdm nAccount ()
2017-10-12 20: 05:52. 732 [ mai n] DBSchemalLoader . addXnmppAdm nAccount ()

Cct 12, 2017 8:05:52 PMtigase. db.jdbc. Dat aReposi t oryl npl

| NFO. Tabl e schema found

j dbc: derby: ti gasedbx; creat e=true,

Cct 12, 2017 8:05:52 PMtigase. db.jdbc. Dat aReposit oryl npl

I NFO
2017-10-12
2017-10-12
2017-10-12
2017-10-12
2017-10-12
2017-10-12
2017-10-12

Fai | ure:

Cct 12, 2017 8:05:53 PMtigase.db.util.SchemaManager

Init

al i zed dat abase connecti on:
20:
20:
20:
20:
20:
20:
20:

05:
05:
05:
05:
05:
05:
05:

52.
52.
52.
52.
52.
52.
53.

884
884
891
892
893
895
129

[ ma
[ ma
[ ma
[ ma
[ ma
[ ma
[ mai

nj
nj
nj
nj
nj
nj
nj

Dat abase -'ti gasedbx

I NFO schema upgrade fini shed!

shut down.

DBSchenmalLoader
DBSchenmalLoader
DBSchenmalLoader
DBSchenmalLoader
DBSchenmalLoader
DBSchenmalLoader
DBSchenmalLoader

initialize
dat abase type
initialize

der by,

j dbc: derby: ti gasedbx; create=true

. addXnppAdm nAccount ()
.postinstallation()

. W t hConnecti on()

.l ambda$post I nstal | ati on$
.l ambda$post I nstal | ati on$
. shut downDer by/()

. W t hConnecti on()

| oadSchenas
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Schenmm installation finished

Data source: default with uri jdbc:derby:tigasedbx; create=true
Checki ng connection to database ok

Checking i f database exists ok

Loadi ng schema: Tigase XMPP Server (Core), version: 8.0.0 ok

Loadi ng schema: Tigase Message Archiving Conmponent, version: 1.3.0 ok
Loadi ng schema: Tigase MJC Conmponent, version: 2.5.0 ok

Loadi ng schema: Tigase PubSub Component, version: 3.3.0 ok

Addi ng XMPP admi n accounts ok

Post installation action ok

Exampl e etc/config.tdsl configuration file:

-'config-type' = -'default
debug = [ -'server' -]
-'default-virtual -host' =] -'ubuntu' -]
dat aSource () {
default () {
uri = -'jdbc:derby:tigasedbx;create=true
-}
-}
anp () {}
bosh () {}
c2s () {}
eventbus () {}
http () {}

-' message-archive' () {}
monitor () {}

mic () {}
pubsub () {}
s2s () {}

Note at the end, the script will output arecommended examplefile. Y ou may use thisin conjunction with
your written config file, but some settings may not be set using this configuration. Again, it is only an
EXAMPLE.

Start the Server

You can start the server using the tigase file found in the scripts sub-directory of Tigase server base di-
rectory. There, select the type of linux you have, debian, gentoo, mendriva or redhat. In the root server
directory type the following command:

.Iscripts/{OS}/init.d/tigase start etc/tigase.conf

Where {OS} isyour *nix operating system.

and you should get the output like this:

Starting Tigase:
nohup: redirecting stderr to stdout
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Check

Ti gase running pi d=18103
if it is Working

The server is started already but how do you know if it isreally working and there were no problems. Have
alook inthel ogs/ directory. There should be afew filesin there:

$1s --1 logs/

total 40K

-rwr--r-- 1 20K 2009-02-03 21:48 tigase-console.log
-rwr--r-- 1 16K 2009-02-03 21:48 tigase.log.0
SrwWr--r-- 1 0 2009-02-03 21:48 tigase.log.0.1ck
SrwWr--r-- 1 6 2009-02-03 21:48 tigase.pid

Thefirst 2 files are the most interesting for us: tigase-console.log and tigase.log.0. The first one contains
very limited information and only the most important entries. Have a look inside and check if there are
any WARNING or SEVERE entries. If not everything should be fine.

Now you can connect with an XM PP client of your choice with the administrator account you setup earlier.

Windows Installation

Tigase XMPP Server can aso work on Microsoft Windows systems and servers, although some dlight
modifications may be necessary to get things ready to run.

Although you may wish to use command line, take note that commands entered in shell may require
guotations in some cases.

Make sure that you have Java JDK v8 installed on your system prior to installing Tigase. It will also help
to fully setup whatever database software you will be using as well.

Step 1: Initial Setup

Download the Tigase XM PP Server archive from our repository [ https://tigase.net/downloads] and extract
it to adirectory of your choice.

Once that is completed, enter the directory wi n- st uf f and run the setup.bat program. This program
when run, will extract the necessary filesto appropriate places on your computer. The bat file should ook
like the following:

copy -"tigase.ico" -"..\"

copy -"wrapper\wrapper.jar” -"..\jars"

copy -"wrapper\wapper.dli|l"” -"..\jars"

copy -"wrapper\wrapper.exe" -"..\"

copy -"wrapper\wrapper.conf" -".. \"

copy -"wrapper\w apper-conmunity-license-1.2.txt" -"..\"
copy -"scripts\*, *" " _\"

Step 2: Starting Server

To start the server you may use a command prompt from the installation directory

java --cp -"jars/*" tigase.server.XMPPServer
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Note

this may freeze the command window, and will only display output from Tigase.

Or you may run wrapper.exe or tigase.bat from the GUI.

2A: Installing as a service

The cleanest way to operate Tigasein aWindows environment isto install Tigase as a Service by running
the Install TigaseService.bat program. Thiswill install Tigase as a system service, and now the server can
be controlled from the services.msc panel. Thisallowsfor stopping, starting, and pausing of Tigase XM PP
Server and allowing for graceful shutdowns.

For abasic installation, MySQL is recommended over Derby DB. For that purpose, we have included a
basic installation guide for MySQL on Windows systems here:

MySQL Database Installation
The section describesinstallation and configuration of the MySQL database to work with Tigase server.

Download the binary package from MySQL download area at mysqgl.com [http://dev.mysgl.com/down-
loads/mysgl/5.0.html#win32]. Make sure you select executable proper for your operating system.

Run the installation program and follow default installation steps. When the installation is complete find
the MySQL elements in the Windows Start menu and run the MySQL Configuration Wizard. Follow the
wizard and make sure to check settings against the screenshots in the guide below.

In Welcome window just press '‘Next'.(pic.1)

My5S0L Server Instance Configuration Wizard

Wealcome to the MySQL Server Instance
Configuration Wizard 1.0.12.0

The Configuration Wizard will allow you to configure the
MySQL Server 5.0 server instance. To Continue, dlick
Mext.

MySQaL

Cancel I

In the next window select option: 'Detailed Configuration' and press 'Next' (pic. 2)
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MyS0OL Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance,

Please select a configuration type,

i+ Detailed Configuration
" Es Choose this configuration type to create the optimal server setup for

this machine.

i Standard Configuration

=T lUse this only on machines that do not already have a MySOL server
> installation. This will use a general purpose configuration for the
server that can be tuned manually,

< Back I Mext = | Cancel

On the next screen select option: 'Server Machine' and press '‘Next' (pic. 3)

MyS50L Server Instance Configuration Wizard

MysQL Server Instance Configuration .".'
Configure the MySQL Server 5.0 server instance,

Please select a server type, This will influence memary, disk and CPU usage,

" Developer Machine
. - This is a development maching, and many other applications will be
i run on it. MySOL Server should only use a minimal amount of
memaory.

Several server applications will be running on this machine. Choose
J this option for web/application servers, MySQL will have medium
Memory Lsage.,

" Dedicated MySQL Server Machine

This machine is dedicated to run the My50L Database Server. Mo
other servers, such as a web or mail server, will be run, MySCL will
utilize up to all available memaory.

< Back ] MNext = 1 Cancel ]

On the forth windows leave the default” "Multi-functional Database' and press 'Next' (pic. 4)
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MyS0OL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance,

Pleasze select the database usage.

i+ Multifunctional Database
___I'] General purpose databases, This will optimize the server for the use

of the fast transactional InnoDE storage engine and the high speed
MyISAM storage engine.

{" Transactional Database Only

— | Optimized for application servers and transactional web applications.
This will make InnoDE the main storage engine, Mote that the
MyISAM engine can =till be used,

{" Mon-Transactional Database Only

- Suited for simple web applications, monitoring or logging applications
J_,J--’ as well as analvsis programs, Cnly the non-fransactional MyISAM
storage engine will be activated.

< Back I Mext = | Cancel

On the step number five just press 'Next' using defaults. (pic. 5)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration

Configure the My3QL Server 5.0 server instance,

Press the [Modify] button to change the InnoDE datafile settings.

InnoDB Tablespace Settings

| Eiy e

Drive Info-

Modify < Back ‘ Cancel ‘

Again, on window 6 select the default - 'Decision Support (DSS)/OLAP and press 'Next' (pic.6)
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My50L Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance,

Pleaze set the approximate number of concurrent connections to the server.

i+ Decision Support (DS5)/OLAF:
ﬁ\% Select this option for database applications that will not require a

high number of concurrent connections. & number of 20 connections
will be assurmed,

i~ Online Transaction Processing (OLTP)

Choose this option for highly concurrent applications that may have
atany one time up to 500 active connections such as heavily loaded
web servers,

i Manual Setting
n@ Please enter the approximate number of concurrent connections.
=

Concurrent connections: 15 -

= Back I | Mext = | Cancel

Make sure you switch OFF the 'Strict mode' and and press 'Next' (pic. 7)

MySQL Server Instance Configuration Wizard

MysQL Server Instance Configuration

Configure the My30L Server 5.0 server instance,

Please set the networking options,

[+ Enable TCP/IP Networking

Enable this to allow TCP/IP connections. When disabled, only local
connections through named pipes are allowed.

Port Mumber; 13306 vi [~ Add firewall exception for this port

Flease set the seryer S0L mode,

[~ iEnable Strict Mode

This option forces the server to behave more like a traditional
database server, Itis recommended to enable this option.

< Back J Mext = | Cancel
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On the character encoding page select: '"Manual Selected Default Character set/ Collation' and 'utf8', press
'Next' (pic.8)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration i e

Configure the MySQL Server 5.0 server instance,

Flease select the default character set,

i Standard Character Set

Makes Latini the default charset, This character setis suited for
English and other West European languages,

i Best Support For Multilingualism

< Make UTF3 the default character set. This is the recommended
character set for storing text in many different languages.,

i+ Manual Selected Default Character Set [ Collation

Pleasze specify the character set to use,

Character Set: fﬁ Li
< Back | | Mext = | Cancel I

On next window select 'Include Bin Directory in Windows PATH' and press 'Next' (pic.9)

MySOL Server Instance Configuration Wizard

MysQL Server Instance Configuration

Configure the MySQL Server 5.0 server instance. 2

Flease set the Windows options.

[¥ Install &s Windows Service
This is the recommended way to run the MySOL server
on Windows.
Service MName: l SEL _j

¥ Include Bin Directory in Windows PATH:

Check this option to indude the directory containing the
server [ dient executables in the Windows PATH variable
so they can be called from the command fine,

= Back | | Mext = | Cancel
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On thiswindow just enter the database super user password and make sure you remember it. When ready
press ‘Next' (pic. 10)

MyS0OL Server Instance Configuration Wizard

MysQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance.

Flease set the security options,

¥ Modify Security Settings

Currentroot password;  |Feees=== Enter the current password.
Mew root password; L S Enter the root password.
Confirm; e s Retype the password,

[~ Enable root access from remate machines

oot

[T Create An Anonymous Account

This option will create an anonymous account on this server, Please
note that thiz can lead to an insecure system,

< Back | | Mext > | Cancel I

Thisisthe last screen. Press 'Execute’ to save the configuration parameters. (pic. 11)

MySOL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySOL Server 5.0 server instance.

Ready to execute ...

i) Prepare configuration
() Write configuration file
() Start service

() Apply security settings

Please press [Execute] to start the configuration.

= Back Cancel
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When the configuration is saved you can repeat all the steps and change settings at any time by running:
START [ Programs 7 MYSQL#MYSQL serwer machine# MySQL Server Instance Config Wiz-
ard

Now we have to setup Tigase database. From the Start menu run the MySQL console and enter all com-
mands below finishing them with <ENTER>:

1. Create the database:
nysql >creat e dat abase ti gasedb;
2. Add database user:

nysqgl > GRANT ALL ON tigasedb.* TOtigase user@% |DENTIFIED BY -'tigase_passwd’
nysqgl > GRANT ALL ON tigasedb.* TO tigase user @l ocal host' |DENTIFIED BY -'tigase
nysqgl > GRANT ALL ON tigasedb.* TO tigase user |DENTIFIED BY -'tigase_passwd';
nysqgl > FLUSH PRI VI LEGES;

3. Load Tigase database schema:

nmysqgl > use tigasedb;
nmysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - schena. sql ;

When the system is up and running you can connect with any XMPP client (Psi for example) to your
server to seeif it isworking.

Tigase Server Network Instructions

One you have installed Tigase XM PP Server on a machine, you're going to want to useit. If you are just
using for local communications on a network behind a router, you're al set. Enjoy and use!

However, if you want to have people from other computers outside your network connect to your server,
you' re going to have to go through a few more steps to show your server out to the public.

Note

Thisguideis merely arecommendation of how to get alocal server to be open to incoming com-
munications. Any time you open ports, or take other security measures you risk compromising
your network security. These are only recommendations, and may not be appropriate for al in-
stallations. Please consult your IT Security expert for securing your own installation.

XMPP, being a decentralized communication method, relies on proper DNS records to figure out where
and how an XMPP server is setup. Operating an XMPP Server will require you to properly setup DNS
routing so not only can clients connect to you, but if you decide to run afederated server and enable server
to server communication, you will need to do the same. If you already have a DNS server already, you
should have little issue adding these records. If you do not have a DNS setup pointing to your server, you
may use a free dynamic name service such as dynu.com.

A Records

You will not be able to use an IP Address or a CNAME record to setup an XMPP Server. While it's not
required, an A record can provide some other benefits such serving as a backup in case the SRV record
is not configured right.
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SRV Records

Y ou will need to set SRV records both for client-to-server (c2s) communication and, if you plan to useit,
server to server (s2s) communication. We recommend both records are entered for every server as some
resources or clients will check for both records. For this example we will use tigase.org is our domain,
and xmpp as the xmpp server subdomain.

SRV records have the following form:

_service._protocol.name. TTL class SRV Priority weight port target.

Thekey isasfollows:

» servi ce: isthe symbolic name of the desired service, in this case it would be xmpp-client or xmpp-
server.

» pr ot ocol :isthetransport protocol, either TCP or UDP, XM PP traffic will take place over TCP.
» nane: the domain name where the server resides, in this case tigase.org.

e TTL: anumeric value for DNStimeto live in milliseconds, by default use 86400.

e cl ass: DNSclassfield, thisisalways IN.

e priority:thepriority of the target host with lower numbers being higher priority. Since we are not
setting up multiple SRV records, we can use 0.

* wei ght : therelative weight for records with the same priority. We can use 5.

 port : the specific TCP or UDP port where the service can befound. In this caseit will be 5222 or 5269.
 t ar get : the hostname of the machine providing the service, here we will use xmpp.tigase.org.

For our example server, the SRV records will then look like this:

_xmpp-client. _TCP.tigase.org 86400 IN SRV 0 5 5222 xnpp.tigase.org
_Xmpp-server. _TCP.tigase.org 86400 IN SRV 0 5 5269 xnpp.tigase.org

Tigase and Vhosts
If you are running multiple vhosts or subdomains that you wish to separate, you will need another record.

In this case an A record will be all you need if you are using default ports. If you are using custom ports,
you will need to have anew SRV record for each subdomain.

Hosting via Tigase.me

If you don’t want to do all the hosting yourself, you can still have an XM PP service running in your own
domain. The only condition right now is proper DNS service record (SRV) configuration that point to the
following DNS address: t i gase. ne.

We highly encourage using SRV records. If you want to register: your-domain.tld on our XM PP service
make sure that it resolves correctly:

Service DNS Type DNS record Comment
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_Xnpp- SRV 10 0 5222 Basic XMPP
client. tcp.your- ti gase. ne.

domain.tld

_Xnpps- SRV 10 0 5223 DirectTLS

client. _tcp.your- ti gase. ne.

domain.tld

_Xnpp- SRV 10 0 5269 Federation / s2s connec-
server. _tcp.your- ti gase. ne. tion

domain.tld

_Xnpp- SRV 10 0 5269 Federation / s2s connec-
server. _tcp. nuc. ypur - ti gase. nme. tion (MUC)
domain.tld

_Xnpp- SRV 10 0 5269 Federation / s2s connec-
server. _tcp. nx.ypur- ti gase. ne. tion (MI1X)
domain.tld

_Xnpp- SRV 10 0 5269 Federation / s2s connec-
server. _tcp. pubsup. your - ti gase. ne. tion (PubSub)
domain.tld

Note

If you want to have MUC, MIX and PubSub available under your domain as subdomains,
you have to setup DNS for your muc. your - donmai n. t 1 d, m x. your -donai n. t| d and

pubsub. your - domai n. t | d domainstoo but they are optional.
Y ou can check if the configuration is correct by issuing following commands:

$ host --t SRV _xnpp-client._tcp.your-domain.tld

$ host --t SRV _xnpps-client._tcp.your-domain.tld

$ host --t SRV _xnpp-server._tcp.your-domain.tld

$ host --t SRV _xnpp-server._tcp.nuc. your-domain.tld

$ host --t SRV _xnpp-server._tcp. pubsub. your-domain.tld

Now, how do you register your domain with our service?

There are afew ways. We recommend checking with the Add and Manage Domains section of the docu-
mentation on setting that up. If you cannot or don't want to do it on your own, the way described in the
guide please send us a message, either via XMPP to admin@tigase.im [mailto:admin@tigase.im] or the
contact form requesting new domain. User registration is available viain-band registration protocol. Y ou
can also specify whether you want to allow anonymous authentication to be avail able for your domain and
you can specify maximum number of users for your domain.

Providing certificate

It's also encouraged to provide dedicated SSL certificate - there are various ways to do it and they are
described inthe section called “ Installing/L oading Certificate To the Tigase Server”. Y ou may want to take
advantage of free Let’s Encrypt certificates and automate whole upload and renewal process as described
in the section called “Installing L etsEncrypt Certificatesin Your Linux System”

Checking setup

If you have a cell phone on a separate network with an XMPP client, you can now try to login to test the
server. If that is not handy, you can use an online tool to check proper DNS records such as kingant's:

https://kingant.net/check_xmpp_dns/ and it will tell you if anything is missing.
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Ports description

Once your server is setup, you may need to open at least two ports. By default XMPP communication
happens on ports 5222/5269, to which point SRV records. Other ports used by the server are;

» 3478 - TURN or STUN, plain socket, TCP and UDP

* 5349 - TURN or STUN, over TLS, TCP and UDP

» 5222 - incoming client to server XM PP connections

» 5223 - incoming client to server XM PP connections over TLS/SSL, including DirectTLS

» 5269 - default s2s port, i.e.: federation support

e 5277 - inter-cluster communication

» 5280 - default BOSH connections

» 5290 - default WebSocket connections

» 5291 - default WebSocket connections over TLS/SSL

» 8080 - for HTTP server (web-based setup, REST API, file upload extension, etc.)

* 9050 - IMX Monitoring

If for any reason you can’t use default ports and have to change them it’s possible to point SRV records
those ports. Please keep in mind, that you have to open those ports for incoming connections in your
firewall. Incaseyou areusingi pt abl es you can use following command to include those portsin your

rules:

i ptables
i ptables
i ptables
i ptables
i ptables
i ptables
i ptables
i ptables

I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT
I NPUT

--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp
--p tcp --mtcp

---dport
---dport
---dport
---dport
---dport
---dport
---dport
---dport

5222
5223
5269
5277
5280
5290
8080
9050

ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Both ports should be setup to use TCP only. If for any reason you want to make service available for
different ports you can:

1. change portsin Tigase configuration and update DNS SRV records;

2. forward those ports to default Tigase ports (this is especially useful under *nix operating system if
you want to utilize ports lower than 1024 while running, as recommended, Tigase service from user
account - thereisalimitation and user accounts can bind to ports lower than 1024), for example using
i pt abl es rules(infollowing example we are making available Tigase SSL websocket port available
under port 443, which is usually opened in corporate firewalls):

i ptables --t nat

--A PRERQUTING --p tcp ---dport 443 --]j

Tigase Script Selection

REDI RECT ---to-ports 52

As mentioned in each of the quick start sections, each distribution of Tigase XMPP server comes with a
number of scripts that are customized for different versions of Linux.
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Table 2.8. init.d chart

Operating system init.d file path Types of Operating Systems
Systemd ti gase-server/scripts/ |Systemd-based distributions
systend/*
Debian ti gase-server/scripts/ |Knoppix, Ubuntu (before
debi an/tigase.init.d v15.04), Raspbian or Duvian
Gentoo ti gase-server/scripts/ |CoreOS (beforev94.0.0), Tin Hat
gentoo/init.d/tigase Linux or other *too based sys-
tems
Mandriva tigase-server/scripts/ |Specificinit.dfilefor Mandriva
mandriva/init.d/tigase |Linux
Redhat ti gase-server/scripts/ |RedHat (beforev7.0) and oth-
redhat/init.d/tigase er RPM based linux derivatives
like CentOS (before v.7.14),
openSUSE (before v12.2)
Note

If your operating system is a systemd-based linux distribution, we recommend to use systemd
service scripts. It may be possible to use (in this case legacy) i ni t . d startup files as before,
but usage of systemd startup scripts will allow better control of the startup process and will even
allow for automatic restart of the Tigase XMPP Server in the case of VM crash.

Configuration: For Linux Distributions using systemd

To set up Tigase XMPP Server as asystem serviceit isrequired to copy t i gase- server. servi ce
fileto/ et ¢/ syst end/ syst eni directory

sudo cp $SCRIPT_FILE PATH ti gase-server.service -/etc/systend/ systent

Thisfile contains following parameters which may need to be adjusted:

» User - Specifiesthe user that will run the program. This should be a user with SU permissions.

« Worki ngDi rectory - Specifies installation directory (default: / home/ti gase/ti gase-

server)

* ExecStart - Specifies startup command (default: runs scri pts/ti gase.sh start

ti gase. conf inthe Tigaseinstallation directory)

etc/

» ExecSt op - Specifies shutdown command (default: runs scri pts/tigase.sh stop etc/
ti gase. conf inthe Tigase installation directory)

» PI DFi | e - Specifieslocation of the PID file (default: | ogs/ ti gase. pi d filein the Tigase instal-

lation directory)

Itisalso required to copy optionsfilet i gase- server to/ et ¢/ def aul t/ directory

sudo cp $SCRI PT_FI LE_PATH ti gase-server -/etc/default/

With those filesin place you need to reload sy st entt | daemon

sudo systenctl

daenon-r el oad
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Note

If you are upgrading from the previous version of the Tigase XM PP Server which wasnot running
as the systemd system service it is required to uninstall old service and remove old servicefiles.

Configuration: For All Linux Distributions

Once you' ve located the appropriate distribution scripts (please take alook at the table above), copy it to
your system’sinit.d folder (usualy it's/ etc/init.d/):

sudo cp $SCRIPT_FILE PATH -/etc/init.d/tigase
Y ou may also need to make it executable:
sudo chnod +x -/etc/init.d/tigase

It is recommended that you open the script files or configuration files as some have some parameters that
you will need to specify.

Gentoo

The conf.d script must contain the following parameters:

TI GASE_HOME="/ hone/ ti gase/ti gase-server"

Tl GASE_USER=t i gase

TI GASE_CONF="et c/ ti gase. conf"

The following should be configured:

e Tl GASE_HOME - Specifies the Tigase Server installation directory.

» Tl GASE_USER - Specifies the user that will run the program. This should be a user with SU permis-

sions.

» Tl GASE_CONF - Thelocation of tigase.conf file, relative to the TI GASE_HOVE directory.

Mandriva

Mandriva has asingle init.d file, however it should be configured:

export JAVA HOVE=/usr/javal/jdkl. 8.0
export TIGASE DI R=/opt/tigasel/ server/
ti gase=$TI GASE_DI R/ scripts/tigase. sh
prog=ti gase

confi g=$TI GASE_DI R/ et c/ ti gase. conf

The following should be configured:
* JAVA HOME - Thelocation of your JDK Installation.

* Tl GASE_DI R- Tigase Server installation directory.

* tigase - The location of your tigase.sh script. This should not need adjusting if you maintain the
default file structure.

» confi g - The location of your tigase.conf file. This should not need adjusting if you maintain the
default file structure.
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Redhat

pi d filewill bestoredin/ var/run/ ser.pid

Similar to Mandriva, you will need to configure the init.d file:

JAVA HOVE=/usr/1ib/jvmjaval
USERNAME=t i gase
USERGROUP=t i gase

NAME=t i gase
DESC="Ti gase XMPP server"

Tl GASE_HOVE=/ hone/ ti gase/ ti gase- server
TI GASE_LI B=${ TI GASE_HOVE}/j ar s

TI GASE_CONFI G=/ et c/ ti gase. conf

TI GASE_OPTI ONS=

TI GASE_PARANMS=

Pl DFI LE=
TI GASE_CONSOLE_LOG=

» USERNAME - Username running Tigase, should have su permissions.

» USERGROUP - The usergroup of the username.

* NAME - OS name for Tigase program.

» DESC- Optional description.

e Tl GASE_HOVE - Thelocation of your Tigase Server installation directory.

e Tl GASE_LI B - Thelocation of your Tigase Jars folder, you should not need to adjust this if you set
TI GASE_HOVE properly, and maintain the default file structure.

» Tl GASE_CONFI G- Thelocation of your tigase.conf file relativeto TI GASE_HOVE

» TI GASE_OPTI ONS - Legacy options for Tigase, most are now handled in confi g.tdsl or
tigase.conf.

» Tl GASE_PARAMS - Parameters passed to command line when launching Tigase.

* PI DFI LE - Location of Tigase PID file if you wish to use custom directory. Default will be located
in /logs or /var/temp directory.

» Tl GASE_CONSOLE_LOG - Location of Tigase Server console log file if you wish to use a custom
directory. Default will be located in /logs directory, failing that /dev/null.

After you' ve copied the script, in order to install sysinit script you have to add it to the configuration:
/ sbin/chkconfig ---add tigase
Service can be enabled or disabled service with:

/ sbin/chkconfig tigase <on|off]|reset>
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Debian

As with other distributions you should copy init.d script to the correct location. Afterwards it should be
edited and correct values for variables need to be set:

USERNAME=t i gase
USERGROUP=t i gase

NAME=t i gase

DESC="Ti gase XMPP server"

Tl GASE_HOVE=/ usr/ share/ti gase

TI GASE_CONFI G=/ et c/ ti gase/ti gase. config
TI GASE_OPTI ONS=

TI GASE_PARAMS=

Pl DFI LE=
Tl GASE_CONSOLE_LOG=

» USERNAME - Username running Tigase, should have su permissions.

» USERGROUP - The usergroup of the username.

* NAME - OS name for Tigase program.

» DESC- Optional description.

e Tl GASE_HOVE - Thelocation of your Tigase Server installation directory.

* TI GASE_CONFI G- Thelocation of your tigase-server.xml file relative (old configuration format)

e Tl GASE_OPTI ONS - command line arguments passed to Tigase server (which may include path to
init.properies (if correct t i gase. conf configuration will be found then it will trandate to
TI GASE_OPTI ONS=" --property-file etc/config.tdsl "

* Tl GASE_PARAMS - Parameters passed to command line when launching Tigase.

» PI DFI LE - Location of Tigase PID fileif you wish to use custom directory. Default will be located in
[var/run/tigasel/tigase. pid orunder (in this case relative to tigase home directory)l ogs/
ti gase. pi d.

» Tl GASE_CONSOLE _LOG - Location of Tigase Server console log file if you wish to use a custom
directory. Default will be located in /logs directory, failing that /dev/null.

Afterwards we need to install service in the system with following command:

update-rc.d tigase defaults

Running Tigase as a system service

There are anumber of benefits to running Tigase as a service, one of which is to ensure that the program
will run even in the event of a power outage or accidental server restart, Tigase will aways be up and
running.

For systemd-based linux distributions

Onceinstallation is complete you may start Tigase asatypical systemd service using following command:
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sudo systenct!| start tigase-server
To stop it, you may run following command:
sudo systenctt!l stop tigase-server
It isalso possible to enable service, to make it start during startup of the operating system:
sudo systentt!l enable tigase-server
For other linux distributions
Once ingtallation is complete, you should be able to start Tigase using the following command:
service tigase start

Tigase should begin running in the background. Since Tigase is now installed as a service, it can be con-
trolled with any of the service commands, such as:

e service tigase stop

e service tigase restart

Shutting Down Tigase

Although Tigase XM PP Server can be terminated by ending the process, it is preferred and recommended
to use it’s own shutdown scripts instead. Not only does this allow for a proper purge of Tigase form the
system, but allowsfor all shutdown functionsto operate, such as amending logs and completing statistics.
To trigger a shutdown of Tigase server, the following command can be used from the tigase directory:

./scripts/tigase.sh stop

Y ou may specify the config file if you want, but it will make no differences
Thiswill:

* Begin shutdown thread

* Stop accepting new connections

* Closeal current connections

* Collect runtime statistics

» Write statistics to log

» Dump full stacktraceto afile

* Run GC and clear from memory

Shutdown statistics

Upon shutdown, statistics for the server’ sruntime will be appended to thelog file. For adescription of the
statistics and what they mean, refer to the Statistics Description portion of the documentation.

Shutdown StackTrace Dump

To aid with troubleshooting purposes, the full stacktrace will be dumped to a seperate file located at
$serverdir/logs/threads-dump.log.# Stacktrace logs will follow the same log file numbering scheme de-
scribed in Log file description.
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This feature is enabled by default, however you may disable this by adding the following to your
config.tdsl file

' shut down-t hr ead- dump' = fal se

Shutting Down Cluster Nodes

Starting with v8.0.0 you can now shut down individual cluster nodes without shutting down the whole
server. This command will use the SeeOtherHost strategy to direct traffic to other nodes and update the
cluster map to gracefully shut down the single node

Shutting down individua nodes can be done VIA Ad-hoc command and fill out the response forms. The
command is available from message-router as http://jabber.org/protocol/admin#shutdown.

Upgrading to v8.0.0 from v7.1.0

There have been a number of changes to the user and auth databases since v7.1.0. As aresult, if you are
upgrading from older versions, you will need to follow this guide.

Note
We recommend installing Tigase XM PP Server 8.0.0 in a separate directory.
Backup your data

Aswith any migration it is highly recommended that you backup your repository before conducting any
upgrade operations.

For MySQL databases:

nysgl dunp [dbnane] ---routines --u [usernane] --p [password] > [filenane]. sql

Setup Tigase XMPP Server 8.0.0

After downloading Tigase XM PP Server 8.0.0 from our website, or using wget, extract the files to a sep-
arate directory.

Copy thet i gase. conf andi ni t. properti es filesfrom the old directory to v8.0.0 directory.

cd tigase-server-8.0.0

cp -../tigase-server/etc/tigase.conf etc/

cp -../tigase-server/etc/init.properties etc/

Import the database.

nysqgl --h [host address] [dbname] --u [usernane] --p [password] < [filenane]. sql

nysqgl --h 198.27.120.213 tigase tpub --u USERNAME --p <../tpub.2017-05-30. sql

Ent er password:

Upgrade configuration file

Tigase XMPP Server has a utility that can be called using upgr ade- conf i g that will update your old
i nit.properties fileand create anew fileusing DSL.

./scripts/tigase.sh upgrade-config etc/tigase. conf

When everything isready it will printout following information
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Configuration file etc/init.properties was converted to DSL format.
Previ ous version of a configuration file was saved at etc/init.properties.old

Connect new database

Edit your new confi g. t dsl fileto connect to the new database you created during the import step.

dat aSource {
default () {
uri = -"jdbc:nysql://local host/tigase_tpub?user=ti gase_user &asswor d=nmypas
-}
}

user Repository {
default () {}
}

aut hRepository {
default () {}
}

Upgrade Database schema

Upgrading database schemas is now possible using the upgr ade- schema option. Do this now.

./scripts/tigase.sh upgrade-schema etc/tigase. conf
Warning
Y our database schema MUST be v8 or conversion will not occur properly!

Y ou will be asked the following prompts:

Dat abase root account usernane used to create tigase user and database at 198.27.1

Dat abase root account password used to create tigase user and database at 198.27.1

Upon success, you should see the following:

Schema upgrade fini shed

Data source: default with uri
j dbc: nysql : / / HOST/ DATABASE?user =USERNAME&passwor d=PASSWORD
Checki ng connection to database ok

Checking i f database exists ok
Loadi ng schema: Tigase XMPP Server (Core), version: 8.0.0 ok
Loadi ng schema: Tigase Message Archiving Conponent, version: 1.3.0 ok

Loadi ng schema: Tigase MJC Conponent, version: 2.5.0 ok
Loadi ng schema: Tigase PubSub Component, version: 3.3.0 ok

Addi ng XMPP admi n accounts war ni ng
Message: Error: No adm n users entered
Post installation action ok
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Start Tigase!
Help?

Both upgr ade commands also have a build in help function, they can be called if needed from the com-
mand line. Y ou can a so run these commands for help.

scripts/tigase.sh upgrade-config etc/tigase.conf ---help
scripts/tigase.sh upgrade-schema etc/tigase.conf ---help

Upgrade/Restore with a script [experimental!]

To make upgrade process easier it's possible to utilize tigase-upgrade.sh [files/tigase-upgrade.sh] *nix
shell script. It permits upgrading to new version (supports downloading version from provided URL).

It'susageisasfollows:
./tigase-upgrade. sh {upgrade|rol | back} install _package install _directory [tar]|dir]

Where: * { upgr ade| r ol | back} - defineswhether to perform upgrade or rollback to previous version
*instal | _package - package to which perform upgrade (can be URL) in case of upgrade or backed-
up installation (from which wewant to restore) in case of rollback * i nst al | _di r ect or y - destination
directory (both in upgrade and rollback); can be symlink in which case it will be preserved with upgrad-
ed/restored path astarget * [t ar | di r] - (optional) type of backup (either smply copy directory or also
archiveit usingt ar command); by default di r isused.

To upgrade instalation to version tigase-server-8.0.0- SNAPSHOT- b5285- di st -
max. t ar. gz execute the script asfollows:

$ -./tigase-upgrade.sh upgrade tigase-server-8.0.0- SNAPSHOT- b5285-di st-max.tar. gz

To rollback from tigase-server-8.0.0- SNAPSHOT- b5264_backup- 18-11-05_1712
backup execute script as follows:

bash --x -./tigase-upgrade.sh rollback tigase-server-8.0.0- SNAPSHOT- b5264_backup- 1

Configuration

When the user tries to setup the client for the first time he comes across 2 configuration files:
ti gase. conf andconfi g.tdsl inthe/ et c folder. Hereisabrief explanation what all those files
are about and in other sections you can learn al the detail s needed to configure the server.

1. config.tdd fileisasimple text file with server parameters in form: key = value. When the XML con-
figuration fileis missing the Tigase server readsconf i g. t dsl file and uses parameters found there
as defaults for generation of the XML file. Therefore if you changethe confi g. t dsl file you nor-
mally have to stop the server, remove the XML file and start the server again. All the settings from the
confi g. tdsl areread and applied to the XML configuration. The propertiesfileis easy to read and
very safe to modify. At the moment thisis the recommended way change the server configuration.

2. tigase.conf is the Tigase server startup configuration. It is actually not used by the server itself. It
rather contains operating system settings and environment parameters to correctly run the Java Virtual
Machine [http://java.sun.com/]. It is only useful on the unix-like systems with Bash shell. If you run
the server on MS Windows systemst i gase. bat and w apper. conf filesare used instead. The
ti gase. conf fileisread and loaded by thescri pt s/ ti gase. sh shell script which also scans
the operating system environment for JavaVVM and other tools needed.
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DSL file format

In previous Tigase XM PP Server releases configuration was stored in properties based configuration file.
From Tigase XM PP Server 8.0.0 releaseit will berequired to use new DSL based configuration fileformat.
This file format was inspired by Groovy language syntax and new core feature of Tigase XMPP Server
- Tigase Kernel Framework.

Why new format?

In properties configuration format each line contained key and value with optional definition of type of
stored value:

c2s/ ports[i]=5222,5223

where c2s/ ports was name of property, [i] defined that type of value is array of integers, and
5222, 5223 was comma separated list of values.

Thisformat worked but infact c2s/ por t s was not name of property you configured but key which was
later split on/ char to parts which defined by names path to property which name wasin last part. From
that you can see that it was domain based setting of properties.

Except from this multi-part keys we also used properties starting with - - which were global properties
accessible for every part of application, i.e.: to add new component and set some properties you needed
to write:

- - conp- nane- 1=pubsub

--conp-cl ass-1=ti gase. pubsub. PubSubConponent
pubsub/test[B] =true

pubsub/ pubsub-repo-url ="j dbc: XXXX: XXXX/ db_nane"

This lead to mistakes like duplicated definition of name and class for same number of component or
redefined property value in other place of a configuration file - especialy in cases where configuration
was big.

In this configuration structure it was hard to tell where is configuration for particular component or what
databases this installation uses. This could be defined all over thefile.

In this release we are introducing Tigase Kernel Framework, which alows to configure beansin config-
uration file and even define usage of new beans loaded from external jars which can modify behavior of
Tigase components. This would make configuration file even more complex, difficult and less readable.

What is DSL?

DSL stands for domain-specific language - in this case language crested for storage of configuration.

Now we use domain based configuration which means that our configuration file is not a flat key=value
storage but it defines objects, it's properties and assigned values.

To illustrate it better let’s start with a simple example. In properties file in order to configure PubSub
component named pubsub you would use following properties:

- - conp- nane- 1=pubsub
--conp-cl ass-1=ti gase. pubsub. PubSubConponent
pubsub/test[B] =true

In DSL based configuration this would be replaced by following block
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pubsub (cl ass: tigase. pubsub. PubSubComponent) {
# coment
test = true

}

in which we define bean with name pubsub and set it's class inside () block to
ti gase. pubsub. PubSubConponent . We also use block between {} chars to define properties
which arerelated to bean. Which means this properties will be passed only to thisinstance of Tigase Pub-
Sub Component, same as it was before where we needed to add prefix. Entries after # are comments, to
pass # you need to wrap whole part containingitin' ' ,ie.' t est #242"

Warning

If astring value assigned to a property contains any char from afollowing list =: , [ ] #+-*/ it
needsto bewrappedina' ' .

Why DSL?

DSL configuration format provides a number of advantages over the old system of configuration. . All
configurationsfor componentsarerelated in asingle block, so they are not spread out over several different
lines. . No need for long property names, no longer have to invoke a long string of settings for multiple
values. . Support is provided for environment variables. . No longer need to escape certain characters,
making settings far more readable at aglance. . Values may be set using basic calculations, suchas100 *
200 * 2 rather than 40000. . Parameter type values are no longer necessary, no more[i], [S], [B] &tc.. .
Comma separated values can now be simplified listswith separate entries being ableto bein multiplelines.

Although the format may seem more complex, looking like a section of java code, the formatting is con-
sistent and can be far more readable. After some experience with DSL format, you'll find it's far more
intuitive and user friendly than it may appear. Of courseiif there' sany real confusion, Tigase can automat-
ically convert old style properties filesto the DSL format using the following command:

./scripts/tigase.sh upgrade-config etc/tigase. conf
Setting property

To set property you just write property name followed by = and valueto set. Thisisalwaysdonein context
of bean which configuration property you want to set.

test=true

It is also possible to set property in main context by placing property outside of any context. This sets
property which value is available to access by any bean.

Setting global property

Like in properties file it is still possible to use property names starting with - - without any context or
any other properties at global scope. Format is the same as in case of setting property but they are defined
without scope (in global scope). This properties are global and accessible by any bean but also set as
system property in VM.

Defining bean
Y ou can configure bean by using following format:

beanName (cl ass: className, active: activeVal ue, exportabl e: exportableValue) {
# scope of bean properties
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}

wherebeanNane isname under which you want to configure bean. beanNane must bewrappedin' ' | if
beanNane contains characterslike=: , [ ] #+- */ and isrecommended, if beanNan®e is numeric only.

Inside block between ( and) you can define:

» cl ass which will be used as a bean, in example above we set class ascl assNane. (default: if you
try to configure bean under name which has default class assigned with it in Tigase framework then
this assigned class will be used. I n other case you need to pass name of class to use as a bean)

« acti ve (boolean) whether you want the bean to be active or not (beanswith acti ve settof al se
are not loaded). (default: true)

» export abl e (boolean) definesif this bean should be exported and available for usefor beansin inner
scopes. This is advanced option in most cases it is recommended to omit this field in configuration.
(default: false)

Spaces between beanNarne and block between () is optional as well as space between block () and
block {} . It is recommended that properties of bean would be placed in separate lines with indentation
and first property will be placed in new line.

I mportant

Usage of () block is very important. When this block is used in configuration it automatically
setsact i ve property of bean definition for bean for which itisusedtotot r ue. Thisis done
dueto fact that default value of acti ve istrue.

If you omit it in configuration, you will set bean configuration but it may remaini nact i ve. In
this state bean will not be loaded and as aresult will not be used by Tigase XMPP Server.

Configuring bean

If you know that bean is defined and you do not want to changeit’ s activity or class then you can just pass
properties to configure bean in following way:

beanName {
# scope of bean properties
test = true

}

where beanNarme isname of bean to configureandt est isname of property tosettot r ue in thisbean.
Format of values

In properties based configuration file every property was defined as astring and only by defining expected
format it was properly converted to expected value. In DSL it is possible to set valuesin two ways:

as an object Using thisformat you set list asalist and integer is set as an integer.
Type Description

string Wrapitin' ' ,ie.tosett est asstringyouuse' t est'

integer Just put value, ie. to set 543 use 543

long Put value and follow it with L, ie. to set 23645434 aslong use 23645434L
float Put value and follow it with f , ie. to set 231. 342 use 231. 342f
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Type

Description

boolean

Tosetvauejustuset rue orf al se

list

Lists can be of many types and to make it simple we decided to use as a comma separat-
ed list of valuesin proper format wrappedin|] .
o of strings-[ 'alfa',

"beta', 'gama' ]

o ofintegers-[ 1, 2, 3, 4]
You can writeit in multiple linesif you want:

[
-talfa'
-' beta'
-' gama'

]

map

Maps can be written as a block of propertieswrapped in{} . Thisformat of map isthe
same as used for passing configuration to bean properties. Keys and values can be writ-
ten in separate lines (recommended):

{
test = true
ssl = fal se
ssl-certificate = -'/test/cert. pem
anot her-map = {
key = -'val ue'
-}
}

or in single line (separation with spacesis not required):

ssl ssl-certificate =

{ test = true, = fal se, -'/test/cert.q

asaplain string

Very similar to properties based configuration, in fact values are passed in
sameformat and later are converted to correct type by checking type expected
by bean. (Not recommended)

Type

Description

string

Just put value, ie. to sett est uset est

integer

Just put value, ie. to set 543 use 543

long

Put value, ie. to set 23645434 aslong use 23645434

float

Put value, ie. to set 231. 342 use231. 342

boolean

Tosetvauejustuset rue or f al se

list

List needsto be written as comma separated list of values, ie. t est , abc, ef g or
1,2,3

map

Not possible

Using values from System Properties and Environment Variables

Now it is possible to use values of system properties [ https://docs.oracle.com/javase/tutorial/essential/en-
vironment/sysprop.html] and environment variables [https://docs.oracle.com/javase/tutorial/essential /en-
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vironment/env.html] and assign them to bean properties. For this purpose we added functions which can
be used in DSL and which will return values of:

system property prop(' property-nane') or prop(' property-
nane', ' default val ue')

environment variable env('vari abl e-nane')

Example of setting value of system property and environment variableto bean user .

user {
nane = env(' USER )
hone = prop(' user. hone')

paths = [ prop('user.hone'), prop('user.dir') -]

}
Warning

For propertieswhich acceptslistsit is not allowed to set value using variable/property with com-
maseparated valueslikeval uel, val ue2 wrappedin[ ] ,ie.property = [ env(' somne-
variabl e') ].Itneedsto be setinfollowing way property = env('sonme-vari -
abl e')

Computed values
With DSL configuration format we introduce support for computable values for properties. It is now pos-
sible to set value which isresult of acomputation, ie. concatenation of a strings or very simple mathemat-
ical expression. We currently support only following mathematical operations:

* add

 subtract

multiply
* divide
Example of setting environment variablerelated path and computed timeout.

bean {
# setting path to "sone-subdirectory  of user home directory
path = prop('user.hone') + -'/some-subdirectory/

# setting tinmeout to 5 mnutes (setting value in mlliseconds)
timeout = 5L * 60 * 1000

# previously it would need to be configured in follow ng way:
# tinmeout = 300000L

Warning

For propertieswhich acceptslistsitisnot allowed to set value using computed val ueswith comma
separated values likeval uel, val ue2 wrappedin[],ie.property = [ env(' sone-
variable') + ',other-value' ].Itneedstobesetinfollowingway property =
env('sone-variable') + ', other-value'.
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Period / Duration values

Some configuration options allow control of execution of tasks with particular period or with-
in certain duration. DSL file format accepts strings denoting particular amount of time, which
follows Java's native structures (see: Period [https://docs.oracle.com/javase/8/docy/api/javaltime/
Period.html#parse-java.lang.CharSequence-] and Duration [https://docs.oracle.com/javase/8/docs/api/ja
valtime/Duration.html#parse-java.lang.CharSequence-] for detailed explanation).

» Dur at i on formats accepted are based on the 1SO-8601 duration format PnDTnHnIVh. nS with days
considered to be exactly 24 hours, for example:

* PT20. 345S - 20.345 seconds

e PT15M- 15 minutes (where aminute is 60 seconds)

e PT10H - 10 hours (where an hour is 3600 seconds)

e P2D- 2 days (where aday is 24 hours or 86400 seconds)
o P2DT3H4M- 2 days, 3 hours and 4 minutes

» Peri od format is based on the 1SO-8601 period formats PnY nMnD and PnW, for example, the fol-
lowing are valid inputs:

e P2Y-2years

¢ P3M- 3 months

o P4W- 4 weeks

« P5D-5days

e P1Y2MBD- 1 year, 2 months, 3 days

e P1Y2MBWID - 1 year, 2 months, 3 weeks, 4 days
Example configuration file in DSL
# Enabl e cl uster node

--cluster-node = true
# Enabl e debuggi ng for server and xnpp.i npl

--debug = -'server, xnpp.inmpl"’
# Set list of virtual hosts (old way)
--virt-hosts = -'exanple.comtest-1. exanpl e.comtest-2. exanpl e. coni

# Configure list of administrator jids

admns = [ -'adm n@eus', -'http@macbook-pro-andrzej.local’' -]
# Set config type
config-type = -'--gen-confi g-def’

# Configure dataSource bean with database configuration
dat aSour ce {
# Configure default data source (using default inplenentation so class is onit
default () {
uri = -'jdbc: postgresql://127.0.0.1/tigase?user =t est &asswor d=t est &aut oCr e

-}
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# Configure data source with nane exaple.com (wll be used by domai n exanple.c
-'example.com () {
uri = -'jdbc:nysq://127.0.0. 1/ exanpl e?user =t est &passwor d=t est &aut oCr eat eUs
-}
}
# Configure C2S conponent
c2s {
# Enabl e Stream Managenment bean
-turn:xnmpp:sm 3 () {}
# Regi ster tigase.server.xnppclient.SeeQ herHost Dual | P as seeQ her Host bean
seeQt her Host (class: tigase.server.xmpclient.SeeQt her Host Dual 1 P) {}
# Add additional port 5224 which is SSL port and disable port 5223
connections () {
-'5224" () {
socket = ssli
-}
-' 5223 (active: false) {}
-}
}
# Configure HTTP APl conponent
http {
# Set list of APl keys
api -keys = [ -'test1234', -'test2356" -]
rest {
# Set value of environment property as a path to |ook for REST scripts
rest-scripts-dir = env(' TI GASE_REST_SCRI PTS DI R )
-}
}

# Regi ster pubsub-2 (class is passed as pubsub-2 nanme do not have default class as
pubsub-2 (class: tigase.pubsub. cluster.PubSubConponent Cl ust ered) {

# Set configuration bean properties

pubsubConfi g {

persi stentPep = true

-}

# Use tigase. pubsub. cluster. Cl ust eredNodeSt rat egy as advanced clustering strat

strategy (class: tigase. pubsub.cluster.C usteredNodeStrategy) {}

}
# Configure Session Manager
sess-man {
# Here we enabl e pep, urn:xmpp: mam 1 processors and di sabl e nessage- archi ve-xe
pep () {}
-turn:xnmpp:mam 1 () {}
nmessage- ar chi ve- xep- 0136 (active: false) {}
# Define class used as clustering strategy (it is different than default so c
strategy (class: tigase.server.cluster.strategy.OnlineUsersCachi ngStrategy) {}
}
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Default configuration

Tigase XMPP Server is packaged withabasicconfi g. t dsl filethat tellsthe server to start up in setup

mode.

"config-type' = -'setup'

http () {
setup () {

-'adm n-user' = -'admn'

-'adm n-password' = -'tigase'
-}

}

Thistells Tigase to operatein a setup mode, and tells the http component to allow login with the username
and password admin/tigase. With this you can enter the setup process that is covered in this section.

There are other options for config-type: def aul t , sessi on- manager, connecti on- manager s,
and conponent . For more information, visit Config Type property description.

Startup File for tigase.sh - tigase.conf

Property file names for t i gase. sh startup script is a second parameter for the startup script. It can be
skipped if environmental variables are set in different location or in different way.

Config file for startup script simply sets number of environment variables with the location of required
components. Possible variables to set in thisfile are;

* JAVA HOVE - location of Javainstallation home directory. M ust be set.

» Tl GASE_HOVE - location of Tigaseinstallation homedirectory. By default script try tofind thislocation
by searching directories from the location where the script has been run.

* Tl GASE_CONSOLE_LGOG - file to which al console messages will be redirected if server isrunin
background. By default it will be: TI GASE_HOVE/ | ogs/ ti gase- consol e. | og. If thisfile/di-
rectory is not writable by Tigase process all console messages will be redirected to /dev/null

e Tl GASE_PI D location of the file with server PID number. By default it will be TI GASE_HOVE/
| ogs/tigase. pid.

* JAVA OPTI ONS - optionsfor VM like size of RAM allocated for the VM, properties and so on.

e Tl GASE_OPTI ONS - (optional) additional options for Tigase server program. Y ou can tweak initial
parametersfor your environment here. If you want to specify custom location of your configuration file
youshoulduse--config-file <path/to/config.tdsl > configuration

Samplefileto run Tigase with PostgreSQL database may look like:

ENC="-Df i | e. encodi ng=UTF- 8 --Dsun. j nu. encodi ng=UTF- 8"
DRv="-Dj dbc. dri vers=or g. postgresqgl . Dri ver"

JAVA_OPTI ONS="${ ENC} ${DRV} --server --Xnms100M -- Xmx100M -"
CLASSPATH=""

Tl GASE_CONFI G="t i gase- pgsql . xm "

TI GASE_OPTI ONS=" -"
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Please note encoding settings. VM by default uses encoding set in operating system environment. XM PP
protocol, however uses UTF- 8 for all data processing. So the ENC settings enforces UTF- 8 encoding
for all operations.

Another significant setting is 'CLASSPATH'. It is intentionally set to an empty string. The tigase.sh
startup script builds the CLASSPATH on it's own from files found in jars and libs/ directories. It is
advised to set the CLASSPATH to the empty string because the Tigase server scans all available classes
to find al components and plugins implementation. If the CLASSPATH contains lots of libraries which
are not used anyway it can cause along startup time and high system loads.

Linux Settings for High Load Systems

There are afew basic settings you have to adjust for high load systemsto make sure the server has enough
resources to handle a big number of network connections.

The main parameter is a maximum number of opened files allowed for the process to keep at the same
time. Each network connection uses afile handler, thereforeif the limit istoo low you can quickly run out
of handlers and the server can not accept any more connections.

Thislimitisset on 2 levels- onthekernel level (f s. fi | e- max) and on the system level (nofi | e).

Another kerndl property which can be important in certain configurations (like transports installations or
when you use proxy for Bosh connections) is: net . i pv4. i p_l ocal _port _range. Thisparameter
can be set the sameway asthef s. fi | e- max property.

fs.file-max

Thefs. fil e- max kernel property is set via sysctl command. Y ou can see current settings by executing
the command:

# sysctl fs.file-max
fs.file-max = 358920

If you plan to run high load service with large number of server connections, then this parameter should
be at least as twice big as the number of network connections you expect to support. Y ou can change this
setting by executing the command:

# sysctl --w fs.file-mx=360000
fs.file-max = 360000

net.ipv4.ip_local _port_range
Y ou can see current settings by executing the command:

# sysctl net.ipv4.ip_local _port_range
net.ipv4.ip_local _port_range = 32768 61000

Y ou can change this setting by executing the command:

# sysctl --w net.ipvd.ip_local port_range="1024 65000"
net.ipv4.ip_local _port_range = 1024 65000

TCP_keepalive

According to Using TCP keepalive to Detect Network Errors [ http://www.gnugk.org/keepalive.html] and
TCP Keepaive HOWTO [https://tldp.org/HOWTO/T CP-K egpalive-HOWT O/usingkeepal ive.html] some
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keepalive settings should be changed to improve reliability - it will enable keep alive functionality (check-
ing if the connection is established and valid) and, by decreasing times and interval - will make detection
of broken connections faster.

# sysctl --w net.ipv4.tcp_keepalive_tinme="60"
net.ipv4.tcp_keepalive_time = 60

# sysctl --w net.ipv4.tcp_keepalive_probes="3"
net.ipv4.tcp_keepalive_probes = 3

# sysctl --w net.ipv4.tcp_keepalive_intvl="90"
net.ipv4.tcp_keepalive_intvl = 90

# sysctl --w net.ipvd.tcp_retries2=4

net.ipv4d.tcp_retries2 = 4

/etc/sysctl.conf

The above commands let the system remember new settings until the next system restart. If you want to
make the change permanent you have to edit thefile: / et ¢/ sysct | . conf and add the property at the
end of thefile:

fs.fil e-max=360000

net.ipv4.ip_local _port_range=1024 65000
net.ipv4.tcp_keepalive_time=60
net.ipv4.tcp_keepal i ve_probes=3
net.ipv4.tcp_keepalive_intvl =90
net.ipv4d.tcp_retries2=4

It will be automatically loaded next time you start the server.
Command:

# sysctl --p

Causesthe/ et ¢/ syst cl . conf to bereloaded which is useful when you have added more parameters
to the file and don’'t want to restart the server.

nofile

This is the property used by the system limits. For example running the command ul i nit - a shows
you all limits set for the current user:

#ulimt --a

core file size (blocks, --c) O

data seg size (kbytes, --d) unlimted
file size (bl ocks, --f) unlimted
pendi ng signal s (-i) 38912

max | ocked menory (kbytes, --1) 32

max menory size (kbytes, --m unlimted
open files (-n) 40960

pi pe size (512 bytes, --p) 8

PCSI X message queues (bytes, --q) 819200
stack size (kbytes, --s) 8192

cpu tine (seconds, --t) unlimted
max user processes (-u) 38912
virtual nenory (kbytes, --v) unlimted
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file |l ocks (-x) unlimted

To make it even more interesting and more complex, there are 2 types of system limits: soft limit which
can be temporarily exceeded by the user and hard limit which can not be exceeded. To see your hard
limit execute command:

#ulimt --a--H

core file size (bl ocks, --c) unlimted
data seg size (kbytes, --d) unlimted
file size (bl ocks, --f) unlimted
pendi ng signals (-i) 38912

max | ocked nenory (kbytes, --1) 32

max menory size (kbytes, --m unlimted
open files (-n) 40960

pi pe size (512 bytes, --p) 8

PCSI X nmessage queues (bytes, --q) 819200
stack size (kbytes, --s) unlimted
cpu tine (seconds, --t) unlimted
nMax user processes (-u) 38912
virtual nenory (kbytes, --v) unlimted
file locks (-x) unlimted

The hard limits are usually bigger then the soft limits or sometimes the same.

For us the most important parameter is: open files. Y ou can change the property infile: / et ¢/ securi -
ty/limts.conf.Youhaveto append 2 following linesto the end of thefile:

j abber sof t nofile 350000
j abber hard nofile 350000

Where the j abber isthe user name of the account running you IM service. You can also set the limits
for all users on the machine in afollowing way:

* sof t nofil e 350000
* hard nofil e 350000

For those changes to make an effect you have to logout from the modified account and login again. New
limits should be applied.

su and init script

If oneintendsto useinit scriptsfor startup purposes (or simply wantsto be able to start the server utilizing
su command) it’s necessary to adjust PAM configuration by modifying /etc/pam.d/su file and uncomment
following line:

sessi on required pamlimts.so

Afterwards the init scripts will respect configured limits.

JVM settings and recommendations

Tigase configuration filet i gase. conf (described in more detail in the section called “ Startup File for
tigase.sh - tigase.conf”) mentioned a couple of environmental variables which are related to the operation
of the VM. In this guide we would like to expound on those configuration options and provide hints for
the optimal settings.
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Settingsincluded intheet ¢/ ti gase. conf areasfollows:

#OC="- XX: +UseBi asedLocki ng --XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i
#EX="- XX: +Opti m zeSt ri ngConcat -- XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC _DEBUG=" --XX: +Print TenuringDi stribution --XX:+PrintGCDetails --XX: +Print GCDat e

#PRODUCTI ON_HEAP_SETTI NGS=" - - Xn85G -- Xnx5G -" # heap nmenory settings nust be adju
JAVA_OPTI ONS="${ GC} ${ GC_DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE | P} --server ${PR

And while this file utilizes bash variables, VM configuration options can be used in the same manner
on all operating systems.

The guide will consists of two main parts - memory settings and Garbage Collector tweaks descriptions
and hints.

We recommend using - ser ver JVM parameter in all cases.
Heap Sizing

For the non-production deployments (development or stating environments) we recommend using default
memory settings of the VM (which depends on the underlaying operating system), which result i auto-
matic memory allocation and, by the rule of thumb - are the safest in such environments.

For the production environments we recommend a fixed size HEAP - both initial and maximum size,
which can be set with (respectively)- Xns and - Xmx JVM flags - ideally to the same value (which should
be roughly 95% of the available memory, if Tigase will be the only service on the machine) to avoid
allocation and deallocation.

For convenience it’s possible to uncomment line with PRODUCTI ON_HEAP_SETTI NGS and adjust pa-
rameters accordingly.

Memory consideration - total usage

The HEAP size is not the only thing that affects VM memory usage. When trying to size accordingly
for your usage and machine specification you have to consider other factors that count towards total:
loaded classes, threads stack, JI T code cache, garbage collector and others. In principle consider following
equation:

Maxi mum nmenory usage = [-Xnx] + [-XX: MaxMet aspaceSi ze] + number _of threads * [-Xss
(heap) (cl asses) (threads' stack)

Note

before Java8 memory dedicated to loaded classes was configured with - XX: Per n5i ze
and - XX: MaxPerntSi ze instead of, respectively, - XX: MetaspaceSize and -
XX: MaxMet aspaceSi ze

In case of Tigase XMPP Server, apart from heap we limit remaining factors:
* direct memory to 128 MB
* loaded classesto 128 MB

 singlethread’ sstack sizeto 228 KB (number of threads depends on number of CPU cores and may vary
from 500 to couple of thousands)
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In principle, in addition to HEAP's maximum size defined by - Xmx you should add roughly 512 MB

If you are interested in detailed tracking of memory take alook at [Memory footprint of the Jv M](https://
spring.io/blog/2019/03/11/memory-footprint-of-the-jvm/), [Native Memory Tracking in JVM](https://
www.bael dung.com/native-memory-tracking-in-jvm) or [Why does my Java process consume more mem-
ory than Xmx?](https://plumbr.io/blog/memory-leaks/why-does-my-java-process-consume-more-memo-
ry-than-xmx)

GC settings

Let’'s start with stating that there is no "one to rule them all" - each deployment and use-case is different,
however we will try to give a couple of pointers and recommendations proceed with short introduction
to GC itself.

XMPP is quite specific in terms of memory allocation - short-lived objects (various types of stanzas)
usually exceed number of long-lived objects (user connections and related data). Thisisimportant bit of
information in the context of how usually VM HEAP is organized and how Garbage Collector works. On
the most basic level Heap is separated into couple of regions:

Generations
» Young Generation, which is further divided in to:
< Eden - the region when the objects are usually allocated when they are created,;

e Survivor Spaces - (to and from - one of which is aways empty) - responsible for storing al live
object remaining after collecting Young Generation (processis repeated several times until objects
are finally considered old enough);

» Old Generation - (Tenured Space) - responsible for live objects remaining after running GC on Sur -
vivor Spaces - those would be long-lived objects (usually user connections and associated data);

Minor, Major and Full GC - optimizing
General thinking suggests that:
» Minor GC cleans Y oung generation;
* Major GC cleans Tenured space;
* Full GC cleansall heap.

However, while we can certainly state that Minor GC cleans Y oung generation it's a bit more difficult
to differentiate Major and Full GC, especialy considering that Major GC can be quite often triggered
by Minor GC and some garbage collectors can perform cleaning concurrently. Instead of focusing of
distinguishing phases one should pay closer attention to actual operations of Garbage Collector itself -
uncommenting the line GC_DEBUG=" - XX: +Pri nt Tenuri ngDi stri bution -XX: +Print-
@CDet ai |l s - XX: +Pri nt GCDat eSt anps - XX: +Pri nt GCTi neSt anps - Xl oggc: | ogs/
jvmlog -verbose:gc " inetc/tigase. conf (or adding same propertiesto the java comman-
dline) and subsequently analyzing the results should prove more helpful. In addition monitoring GC op-
eration using for example VisualVM (with Visual GC plugin) will aso be helpful.

Settings for XMPP

Ideally we should limit both number of GC pauses as well as their duration. After running rather tests
following conclusions were made:
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» Garbage Collection is the faster the more dead objects occupies given space, therefore on high-traffic
installation it’s better to have rather large Y oungGen resulting in lower promotion of the objects to the
OldGen;

» with VM8 default sizing of Young/ Old generation changed, even tho NewRatio is still defaulting to
“2" - setting it explicitly to "2" brought back previous sizing;

» Concurrent Mark and Sweep (CMS) enabled (appliesto Tenured space only) with explicit configuration
of NewRatio set to default value of 2 (i.e. - XX: +UseConcMar kSweepCC - XX: +UsePar NewGC
- XX: NewRat i 0=2) in genera behaves best;

» For small installations (few core CPU, less memory) with low traffic default Parallel collector may be
a better solution;

» Using Heap size adjusted to the actual usage is better as the larger the heap the larger are spaces over
which collection needs to be performed thus resulting in longer pauses; in case of huge heaps G1 col-
lector may be better solution to avoid longer pauses,

Considering all of the above using following options should be a good starting point toward further opti-
mizing of Garbage Collection:

GC="- XX: +UseBi asedLocki ng - XX: +UseConcMar kSweepGC - XX: +UsePa-
r NewGC - XX: +CMVBI ncr enent al Mode - XX: - Reducel ni ti al Car dMvar ks -
XX: CVBI nitiati ngGCccupancyFracti on=70 - XX: +UseCMSI ni ti ati ngOccupancyOn-
ly"

GC settings worth considering

In addition to the general recommendation to use CMS collector, following options (or changes to the
options) may be worth considering:

o - XX: NewRat i 0=2 - definestheratio between the young and tenured generation is 1:2. In other words,
the combined size of the eden and survivor spaceswill be one-third of thetotal heap size. The parameters
NewSize and MaxNewSize bound the young generation size from below and above. Setting these to
the same value fixes the young generation, just as setting -Xms and -Xmx to the same value fixes the
total heap size.

* -XX: CWMBl nitiati ngOccupancyFracti on=per cent - setsthe percentage of the old genera-
tion occupancy (O to 100) at which to start a CM S collection cycle.

e - XX: +UseCMSI ni ti ati ngGccupancyOnl y - instructs the VM not to base its decision when to
start aCM S cycle on run time statistics but instead it usesthe value of CM Sl nitiatingOccupancyFraction
for every CMScycle.

e - XX: Paral | el GCThr eads=x - sets the number of threads used for parallel garbage collection in
the young and old generations. The default value depends on the number of CPUs availableto the VM.
If the Tigase IMV isthe only one running on the installation default value is recommended.

e - XX: ConcCGCThr eads=x - sets the number of threads used for concurrent GC. The default value
depends on the number of CPUs available to the VM. If the Tigase IMV is the only one running on
the install ation default value is recommended.

e - XX: +UseBi asedLocki ng and - XX: +DoEscapeAnal ysi s - designed to eliminate locking
overhead, however their effect on performance is unpredictable therefore testing is required; reduced
locking should improve concurrency and, on current multi-core hardware, improve throughpuit.
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e - XX: +Opti m zeStri ngConcat - enables the optimization of String concatenation operations.
Thisoption is enabled by default.

o - XX: +UseNUMA - enables performance optimization of an application on a machine with nonuniform
memory architecture (NUMA - most modern computersare based on NUMA architecture) by increasing
the application’s use of lower latency memory. By default, this option is disabled and no optimization
for NUMA is made. The option is only available when the parallel garbage collector is used (-XX:
+UseParallelGC).

* - XX: - UseConpr essedOops — disables the use of compressed pointers. By default, this option is
enabled, and compressed pointers are used when Java heap sizes are less than 32 GB. When this option
is enabled, object references are represented as 32-bit offsetsinstead of 64-bit pointers, which typically
increases performance when running the application with Java heap sizes less than 32 GB. This option
works only for 64-bit WV Ms.

What to use with Machine x, y, z?

Server class machine (non-VM), > 16GB, >= 8 core CPU

For such setup enabling CM S garbage collector is recommended. Depending on the traffic usage and
particular use-case adjusting NewRatio may be needed. Adjusting Xmsand Xms sizesfor actual available
memory is needed (or better yet, for the actual traffic!). Following should be used:

GC="- XX: +UseBi asedLocki ng - - XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i o
EX="-XX: +Opti m zeStri ngConcat --XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC DEBUG=" --XX:+PrintTenuringDistribution --XX:+PrintGCDetails --XX: +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" - - Xms15G - - Xnx15G -" # heap nenory settings nust be ad]
JAVA_OPTI ONS="${ GC} ${GC DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE_| P} --server ${PR

For installation with lot of available memory and intention to utilize it all, using G1GC collector may be
abetter idea:

GC="- XX: +UseGLCC - - XX: ConcCCThr eads=4 - - XX: GlHeapRegi onSi ze=2 --XX: I nitiati ngHeapC
="-XX: +Opti m zeStri ngConcat -- XX +DoEscapeAnal ysis -- XX +UseNUMA"

#GC _DEBUG=" --XX: +Print TenuringDi stribution --XX: +PrintGCDetails --XX: +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" - - Xms60G - - Xnx60G -" # heap nenory settings nmust be ad]
JAVA_OPTI ONS="${ GC} ${ GC_DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE | P} --server ${PR

VM machine, 8GB of RAM, 4 core CPU equivalent
For such setup enabling CM S garbage collector is aso recommended. Depending on the traffic usage and
particular use-case adjusting NewRatio may be needed (and configuring NewRatio isamust!). Adjusting
Xmsand Xmssizesfor actual available memory isneeded (or better yet, for the actual traffic!). Following
should be used:

GC="- XX: +UseBi asedLocki ng --XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i o
EX="-XX: +Opti m zeStri ngConcat --XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC _DEBUG=" --XX: +Print TenuringDi stribution --XX: +PrintGCDetails --XX +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" --Xms7G -- Xnx7G -" # heap menory settings nmust be adjus
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JAVA_OPTI ONS="${ GC} ${GC_DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE |P} --server ${PR
VM machine with 4GB or less of RAM, and less than 4 core CPU equivalent

Small installations with limited resources could operate better with default (for VM versions up to 8,
which is the most current at the moment of the writing). Again - depending on the traffic usage and par-
ticular use-case adjusting NewRatio may be needed. Adjusting Xms and Xms sizes for actual available
memory is recommended (or better yet, for the actua traffic!). Following should be used (i.e. GC line
should be commented so the defaults will be used):

#GC="- XX: +UseBi asedLocki ng --XX: +UseConcMar kSweepGC - - XX: +UsePar NewGC - - XX: NewRat i
EX="-XX: +Opti m zeStri ngConcat --XX: +DoEscapeAnal ysi s -- XX: +UseNUVA"

#GC DEBUG=" --XX:+PrintTenuringDistribution --XX:+PrintGCDetails --XX: +Print GCDat e

PRODUCTI ON_HEAP_SETTI NGS=" --Xms3G -- Xmx3G -" # heap nenory settings nust be adjus
JAVA_OPTI ONS="${ GC} ${GC DEBUG ${EX} ${ENC} ${DRV} ${IMX_REMOTE_| P} --server ${PR

Additional resources

e Sizing the Generations [https://docs.oracle.com/javase/8/docs/technotes/guides/vm/getun-
ing/sizing.html]

» About Java, paralld garbage collection and processor sets [http://www.c0t0d0sO.org/archives/6617-
About-Java,-parall el -garbage-coll ection-and-processor-sets.html]

» GC Threads [http://hiroshiyamauchi.blogspot.cl/2009/12/gc-threads.html]
» GCViewer readme [https://github.com/chewiebug/GCV iewer#readme]

» Java HotSpot™ Virtual Machine Performance Enhancements [http://docs.oracle.com/javase/7/docs/
technotes/gui des/vm/performance-enhancements-7.html]

« Java Garbage Collection handbook [ https://plumbr.eu/java-garbage-coll ection-handbook]
* Useful VM Flags

e Part 1- VM Types and Compiler Modes [https://blog.codecentric.de/en/2012/07/useful -jvm-flags-
part-1-jvm-types-and-compil er-modes/]

» Part 2 - Flag Categories and J T Compiler Diagnostics) [https:.//blog.codecentric.de/en/2012/07/use-
ful-jvm-flags-part-2-flag-categories-and-jit-compil er-diagnostics/]

e Part 3 - Printing all XX Flags and their Values [https://blog.codecentric.de/en/2012/07/useful -jvm-
flags-part-3-printing-all-xx-flags-and-their-val ues/]

¢ Part 4 - Heap Tuning [https://blog.codecentric.de/en/2012/07/usef ul-jvm-flags-part-4-heap-tuning/]

e Part 5 - Young Generation Garbage Collection [https://blog.codecentric.de/en/2012/08/useful -jvm-
flags-part-5-young-generation-garbage-coll ection/]

e Part 6 - Throughput Collector [https://blog.codecentric.de/en/2013/01/useful-jvm-flags-part-6-
throughput-collector/]

o Part 7 - CMS Collector [https://blog.codecentric.de/en/2013/10/useful -jvm-flags-part-7-cms-coll ec-
tor/]
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» Part 8 - GC Logging [https://blog.codecentric.de/en/2014/01/useful-jvm-flags-part-8-gc-logging/]

Session Manager

Tigase Session Manager is where most of Tigase basic options can be configured, and where many oper-
ations are controlled from. Changes to session manager can effect operations throughout an entire XMPP
installation, so care must be made when changing settings here.

Mobile Optimizations

By default, Tigase employs XEP-0352 Client State Indication which allows for a more streamlined mo-
bile experiencing by allowing the XMPP server to suppress or reduce the number of updates sent to a
client thereby reducing the number of stanzas sent to a mobile client that is inactive. This employment
is contained within the processor Cl i ent St at el ndi cat i on and isindependent from the MobileV 1,
MobileV2, MobileV 3 settings.

However, this can be fine tuned by using mobile plugins from Tigase which can be used at the same time
by adding the following lineto theconf i g. t dsl file:

}
'sess-man' {
-turn: xnpp:csi: 0" {
logic = -"tigase. xnpp.inpl.MbileVl
-}
}

Logic Options are:
MobileV1
Keeps al presence stanzas in queue until client is active.
logic = -'"tigase. xnpp.inpl.Mobil eVl
MobileV2

This setting delays delivery of presences while client isin inactive state, but only keeps the last presence
for each full jid. Thisisthe default setting for CSl logic.

logic = -'"tigase. xnpp.inpl.MobileVv2
MobileV3

K eepsthe same presencelogic asMobileV 2, but also queues Message Carbons. Currently not supported
by CSl processor, will cause issues.

logic = -'tigase.xnmpp.inpl.MbileV3
Disabling CSI

If you wish to not use the Cient Statelndication processor, set the following in your
config.tdsl file

"sess-man' () {
-'urn:xnpp:csi: 0" (active: false) {}
}
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A note about Mobile Plugins

Previously, you could enable Mobile optimization logic using by enabling Mobi | e V1 (){} beanto
Session Manager: sess-nman () {} bean.

If you have used these in the past, it is recommended you change your system to use the CS| processor
with the appropriate mobile processing logic.

If you require v3logic, or do not wish to use CSl, be sure to disable it using the above option.

threads-pool

The t hr eadsNo property alows you to fine-tune the SM plugin’s (processors) thread pool. With the
default settings every plugin gets his own thread pool. This guarantees the best performance and optimal
resource usage. The downside of this setting is that packets can arrive out of order if they are processed
within different thread pools.

We can even fine tune this packet processing. Let's say you want most of the plugins to be executed
within asingle thread pool to preserve packet ordering for them, but for some selected plugins that should
execute within separate thread pools to improve performance. Let’s say, authentication packets and user
registration can be actually executed in a separate thread pools as we do not worry about an order for them.
Users cannot send or receive anything else before they authenticates anyway. The solution is to specify a
number of threads for the selected plugin. For example, setting a common thread pool for all plugins but
registration and authentication can be done with following configuration:

'sess-man' () {

-tamp' () {
t hreadsNo = 30
-}

-' presence-state' () {
t hreadsNo = 27

-}
}

This replaces the old - - sm t hr eads- pool property, as well as specifying thread pools in - - sm
pl ugi ns.

Thread Pool factor

Session manager can control the number of available thread pools for each processor. By adding the fol-
lowing linetotheconfi g. t dsl file, the global thread pool can be increased by a specified factor:

"sess-man' () {
-'smthreads-factor’' = 3
}

In this case, the global thread poolsisincreased by afactor or 3.

Strategy

The St r at egy property alows usersto specify Clustering Strategy class which should be used for han-
dling clustering environment; by default SMNonCachi ngAl | Nodes is used.

Any class implementing ti gase. cl uster. strategy. G usteringStrategylfc interface
may be used for this setting.

Example:
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'sess-man' () {
strategy (class: tigase.cluster.strategy. SMCachi ngAl | Nodes)
}

Thisreplacestheold - - sm cl ust er - st r at egy- cl ass setting from v7.1.

Virtual Hosts in Tigase Server

Tigase server supports multiple virtual hostsin a single server installation. Virtual hosts can be added or
removed, enabled or disabled during runtime without restarting the service or disrupting normal operation.

This document describes how virtual hosts work in Tigase server and how to get the most out of this

featurein your installation.

The 'default-virtual-host' property allows to define name of the single vhost domain which will be consid-
ered a default vhost domain for this installation. It allows you just to configure the domain name. Any

additional configuration needs to be configured using ad-hoc commands.

Virtual hosts should be managed using ad-hoc commands or admin ui, visit Add and Manage Domainsfor
description of vhosts management process or visit Specification for ad-hoc Commands Used to Manage

Virtual Domains for more information about ad-hoc commands.

If you have componentsthat may not be able to handle multiple vhosts or cluster mode, we have devel oped
avirtual component solution aswell, detailsin the Virtual Components for the Tigase Cluster section.

Y ou may also want to reference the Vhosts API for additional information: - API Description for Virtua

Domains Management in Tigase Server.

Tip

If you have aTigase XM PP Server running in the cluster mode hidden behind someload balancer,
orif interna 1P or hostname of cluster nodes differ from the DNS name under whichitisavailable
from the internet, we would suggest setting a property i nst al | ati on- dns- addr ess of
vhost - man component to the DNS name which allows you to connect to all cluster nodes (ie.
to the DNS name of the load balancer). Thiswill allow Tigase XM PP Server to do proper DNS
lookups to verify that DNS domain name of the virtual host which you will try to add or update

points to your XM PP installation.

Default VHost configuration

It's possible to specify initial default configuration for all Virtual Host in TDSL configuration file (i.e.
et c/ config. tdsl) for selected parameters. To do so you should specify each configuration option

within def aul t s bean belonging to vhost - man bean:

"vhost-man' () {

-'defaults' () {
-'domain-filter-policy' = nul
-'s2s-secret’ = nul
trusted = nul
- ' vhost - di sabl e-dns-check' = fal se
-'vhost - max-users' = OL
-'vhost - message-forward-jid = nul
-'vhost-presence-forward-jid = nul
-'vhost-regi ster-enabled = true
-'vhost-tls-required = false
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-}
}
After initial definition of default configuration or after first startup of Tigase XMPP Server it is possible

to configure Virtual Host defaults using ad-hoc commands by modifying values for def aul t using ad-
hoc as described in Specification for ad-hoc Commands Used to Manage Virtual Domains.

Alternatively, you may edit default Virtual Host configuration (configuration for domaindef aul t ) using
Admin Ul which by default isavailableat ht t p: / /1 ocal host : 8080/ admi n/ .

Specification for ad-hoc Commands Used to Manage Virtual Do-

mains

There are 3 ad-hoc commands for virtual domains management in the Tigase server:

1. VHOSTS_ RELQAD used to reload virtual domains list from the repository (database).

2. VHOSTS UPDATE used to add anew virtual domain or update information for existing one.
3. VHOSTS REMOVE used to remove an existing virtual host from the running server.

Syntax of the commands follows the specification described in XEP-0050 [http://xmpp.org/exten-
sions/xep-0050.html]. Extra information required to complete the command is carried as data forms de-
scribed in XEP-0004 [http://xmpp.org/extensi ons/xep-0004.html].

All commands are accepted by the server only when send by theinstallation administrator. If the command
is sent from any other account <not - aut hori zed /> error isreturned. To grant administrator rights
to an account you have to set admmi ns property intheconfi g. t dsl configuration file.

Commands are sent to the 'vhost-man' server component and the 'to" attribute of the stanza must contain
a full JID of the VHostManager on the server. The full JID consists of the component name: 'vhost-
man' and the local domain, that is domain which is aready on the list of virtual domains and is active.
Assuming 'existing.domain.com’' one of domains aready activated for the server installation the JID is:
'vhost-man@exi sting.domain.com [mailto:vhost-man@exi sting.domain.com) .

Reloading the Domains List from the Database

In order to reload virtual domains from the permanent repository other than configuration file, you have
to send VHOSTS _REL QAD ad-hoc command to the VHostManager on the server.

The reload command request is of the form:

<iq type="set"
t o="vhost - mnan@xi st i ng. donai n. cont’
i d="aac8a" >
<command xm ns="http://jabber. org/protocol /comands"
node="VHOSTS RELOAD' -/>
</ig>

The server sends a response upon successful completion of the command with current number of virtual
domains server by the installation:

<i g fron="vhost-man@xi sti ng. domai n. cont
type="result"
t o="cnd- sender - adni n@xi st i ng. domai n. cont
i d="aac8a" >
<command xm ns="http://jabber. org/ protocol /comands”
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st at us="conpl et ed"
node="VHOSTS_RELQAD' >
<x xm ns="j abber: x: data" type="result">
<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 123</val ue>
</field>
</ x>
</ command>
<lig>

If the command is sent from an account other than admin, the server returns an error:

<iq fronE"vhost - man@xi sti ng. domai n. cont
type="error"
t o="cnd- sender - adni n@xi sti ng. domai n. cont'
i d="aac8a" >
<command xm ns="http://jabber. org/ protocol /comands"
node="VHOSTS _RELOAD' -/>
<error type="auth" code="401">
<not - aut hori zed xm ns="urn:ietf:parans: xm : ns: xnpp- st anzas"
<text xm ns="urn:ietf:parans: xm :ns: xmpp-stanzas"
xm : I ang="en" >
You are not authorized for this action.
</text>
</error>
</ig>

The response doesn't have any specia meaning other then end-user information. The client may ignore

the response asit is sent after the command has been executed.

Adding a New Domain or Updating Existing One

In order to add a new domain or update existing one you have to send an ad-hoc command
VHOSTS_UPDATE with at least one domain name in the command data form. You can also specify
whether the domain is enabled or disabled but thisis optional. Future releases may allow for setting addi-
tional parameters for the domain: maximum number of user accounts for this domain, anonymous login
enabled/disabled for the domain, registration via XM PP enabled/disabled for this domain and some more

parameters not specified yet.
The domain add/update command request is of the form:

<iq type="set"
t o="vhost - man@xi sti ng. domai n. cont
i d="aacbha">
<command xm ns="http://jabber. org/ protocol /comands”
node="VHOSTS_UPDATE" >
<x xm ns="j abber: x: data" type="submt">
<field type="text-single"
var =" VHost " >
<val ue>new-vi rt. domai n. conx/ val ue>
</field>
<field type="1list-single"
var =" Enabl ed" >
<val ue>t rue</val ue>
</field>

-/ >
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</ x>
</ conmand>
<lig>

Please note: Character case in the command field variable names does matter.

Upon successful compl etion of the command the server sendsaresponse back to the client with information
of the existing number of virtual hosts on the server:

<iq fron¥"vhost-man@xi sti ng. domai n. cont
type="result"
t o="cnd- sender - adm n@xi sti ng. domai n. cont’
i d="aacba" >
<command xm ns="http://jabber. org/ protocol /comands"
st at us="conpl et ed"
node="VHOSTS_ UPDATE" >
<x xm ns="j abber: x: data" type="result">
<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 124</val ue>
</field>
</ x>
</ conmand>
</ig>

Removing a Virtual Domain From the Server

In order to remove a virtual domain you have to send VHOSTS REMOVE command to the server with
the domain name.

The domain remove command is sent by the client:

<iq type="set"
t o="vhost - nan@xi st i ng. donai n. cont’
i d="aacba" >
<command xm ns="http://jabber. org/protocol / comands"
node="VHOSTS_REMOVE" >
<x xm ns="j abber: x: data" type="subnit">
<field type="text-single"
var =" VHost " >
<val ue>vi rt-nn. donmai n. conx/ val ue>
</field>
</ x>
</ comrand>
</ig>

Upon successful compl etion of the command the server sendsaresponse back to the client with information
of the existing number of virtual hosts on the server:

<iq fronm="vhost - man@xi sti ng. domai n. cont

type="resul t"

t o="cnd- sender - adnm n@xi st i ng. domai n. cont'

i d="aacba" >

<command xm ns="http://jabber. org/ protocol /comands”

st at us="conpl et ed"
node=" VHOSTS REMOVE" >

<x xm ns="j abber: x: data" type="result">
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<field type="fixed" var="Note">
<val ue>Current nunber of VHosts: 124</val ue>
</field>
</ x>
</ conmand>
<lig>

Virtual Components for the Cluster Mode

Let’'s assume you have a cluster installation and you want to include a component in your installation
which doesn’t support the cluster mode yet. If you put it on all nodes as a separate instances they will work
out of sync and overall functionality might be useless. If you put on one node only it will work correctly
but it will be visible to users connected to this one node only.

Ideally you would like to have a mechanism to install it on one node and put some redirections on other
nodes to forward all packets for this component to a node where this component is working. Redirection
on it’'s own is not enough because the component must be visible in service discovery list and must be
visible somehow to users connected to all nodes.

This is where the virtual components are handy. They are visible to users as alocal normal component,
they seem to be areal local component but in fact they just forward all requests/packetsto a cluster node
where the real component is working.

Virtual component isavery lightweight ServerComponent implementation in Tigase server. It can pretend
to be any kind of component and can redirect all packetsto agiven address. They can mimic native Tigase
components as well as third-party components connected over external component protocol (XEP-0114).

Configuration is very simple and straightforward, in fact it is very similar to configuration of any Tigase
component. You set areal component name as a name of the component and a virtual component class
name to load. Let's say we want to deploy MUC component this way. The MUC component isvisible as
nmuc. donmi n. oug intheinstallation. Thus the name of the component is; nuc

muc (class: tigase.cluster. Virtual Conponent) {}

Thisis pretty much all you need to load a virtual component. A few other options are needed to point to
correct destination addresses for packets forwarding and to set correct service discovery parameters:

}
muc (class: tigase.cluster.Virtual Conponent) ({
-'di sco-category' = -'conference'
-'disco-features' = -'"http://jabber.org/protocol/nuc'
-'disco-name' = -'Milti User Chat'
-'di sco-node' = -''
-'disco-type' = -'text'
-'redirect-to' = -'muc@l uster-node-w th-real -nnuc. domai n. our'
}
That's it.

Settings for Custom Logging in Tigase

Logging can be an important tool to monitor your server’s health and performance. Logging may be con-
trolled and customized on a per-component basis.

A | oggi ng bean has been implemented to allow more flexible configuration of logging in the Tigase
XMPP Server.
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Configuring logging
In the config file
Default logging configuration for your installation is kept in the config file and it may be adjusted there.

I ogging () {
root Level = CONFIG
-' packet -debug-full' = true
| oggers = {
-'tigase. server'
level = ALL

1
—~

-}
-'tigase.conf' = {
l evel = FINEST
-}
-}
handl ers = {
-' java.util.logging. FileHandl er' = {

level = ALL
append = true
count = 5
formatter = -'tigase.util.LogFornatter'
l[imt = 10000000
pattern = -'logs/tigase.log
-}
-'java.util .l oggi ng. Consol eHandl er' = {
[ evel = WARNI NG
formatter = -'tigase.util.LogFornatter'
-}

-}
}

Y ou only need to specify the settings you wish to customize, otherwise they will be |eft as default.

» packet - debug- f ul I - controlswhether |og entries should be obfuscated (all CData of all elements
will be replaced by CDat a si ze: <length in bytes of the replaced string>)
or not; default: f al se.

» root Level - Definesthe root level of logging for all components not otherwise defined. Default is
CONFIG

* | ogger s - Defines the level of logging for packages running in tigase server. Thisis similar to the --
debug setting, however you must uset i gase. { package} format. Default is NONE.

» handl er s - Definesthe level of logging for File output and Console output.
1. Fi | eHandl er -isthefileoutput for log files, with the following options:
a | evel - specifiesthe level of logs to be written, default isALL.
b. append - whether to append to the log or replace it during restart. Default istrue.

c. count - number of individual log files to keep at set limit. Default is 5. (default settings will
continue appending logs until 5filesat 10MB are reached, then the oldest file will be overwritten.)
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d. formatt er - specifiesthe packageto format logging output. Default istigase.util.L ogFormatter.
e. limt -Bytelimit for each log file. Default is 10000000 or 10MB.

f. patt er n - Directory and filename of thelog file with respect to the Tigase installation directory.
Default is logs/tigase.log.

2. Consol eHandl er - Determines the formatting for Tigase output to console.
a. | evel - specifiesthe level of logs to be written, default is WARNING.

b. f or mat t er - specifiesthe packageto format logging output. Default istigase.util.L ogFormatter.

Disabling colored output

If for some reason you don't want colored output in the logs you can disable it by setting
di sabl e_| ogger _col or totrue. For convenience, you can uncomment inet c/ t i gase. conf
following line:

#DI SABLE_LOGGER _COLOR=" --Ddi sabl e_| ogger _col or=true -"

Ad-hoc changes to the logging configuration

It isalso possible to use ad-hoc command named Set package logging withid | oggi ng- set available
at message- r out er @onai n (where domain is your server name) to reconfigure logging level of
packets at runtime without regquirement of restarting the Tigase XM PP Server.

Note

Those changes will be applied to this single cluster node.

Note

Those changes will not be saved in the Tigase XM PP Server configuration file and will be lost
after restart of Tigase XM PP Server.

Using Admin Ul

If your Tigase XMPP Server is running with HTTP server and with Admin Ul enabled, then the easiest
way to change logging configuration is by using Admin Ul. After logging into web interface, open Con-
figuration section and select Set package | oggi ng command. Thiswill bring to you aform
which you need to fill in with following fields:

» Package nane - should contain Java package or class name for which you wish to change logging
level

» Level - sdect alogging level you wish to apply to entered package name (OFF means that logging
will be disabled)

After pressing Submi t your form will be passed to the server for validation and selected changes will
be applied.

Using ad-hoc command

If you have access to the XM PP admin account of Tigase XM PP Server and XM PP client which supports
ad-hoc command execution, you may connect with your XMPP client to the Tigase XM PP Server and

111



Tigase XMPP Server Distri-
bution Administration Guide

look for adh-hoc commands available at message- r out er @omai n (where domain is your server
name). Within found ad-hoc commands you should find command named Set package | oggi ng or
| oggi ng- set (that depends what your XMPP client is showing, id or name of the command) and you
should execute it. Tigase XMPP Server will return aform which you need to fill in with following fields:

» Package nane - should contain Java package or class name for which you wish to change logging
level

» Level - sdect alogging level you wish to apply to entered package name (OFF means that logging
will be disabled)

After submitting the form, Tigase XMPP Server will validate your request and update logging configu-
ration.

Using REST API

If you have Tigase XM PP Server with REST API enabled, you can useit for configuring logging of Tigase
XMPP Server aswell.

Note

Aswith all HTTP REST API requests you will require avalid API key and in this case avalid
admin credentials to authenticate a HTTP request using Basic HT TP Authentication.

All you need to to is to send a HTTP POST request to /rest/adhoc/ nes-
sage- rout er @onai n. com(where domain is your server name) with Cont ect - Type set to ap-
plication/xm andafollowing XML asapayloadto setlogging level of t i gase. ser ver package
to ALL.

<comand>
<node>| oggi ng- set </ node>
<fiel ds>
<itene
<var >package- nane</ var >
<val ue>ti gase. server </ val ue>
<litenmp
<itene
<var >| evel </ var >
<val ue>ALL</ val ue>
<litenmp
</fields>
</ conmand>

Tip
Y ou can set logging level salso using JSON payload. For moredetailspleaserefer to Tigase HTTP
APl Guide [https://docs.tigase.net/index.html#coll apse-ti gase-http-api-master-snapshot-head:],

to section Execut i ng exanpl e ad-hoc commands in REST APl - usage ex-
anpl es.

Alternate loggers in Tigase - Logback

It's possible to use L ogback for logging purposes, which offers certain interesting features (async logging,
better control over log rotation, on the fly changing logging configuration)
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Requirements. * df4j-api.jar (provided in - di st - max package) * jul-to-df4j.jar (provided in -
di st - max package) * desired logger libraries (for logback it's | ogback- cl assi c. jar and| og-
back- core. jar (provided in -dist-max).

Configuration boils down to adding slf4j bridge handler to thelist of build-in Java Logger handlers con-
figuration, which in Tigase trand ates to adding following lineto et ¢/ confi g. t dsl :

l'ogging () {
rootHandlers = [ -'java.util.logging.Consol eHandler', -'java.util.logging.File
}

After that et ¢/ | ogback. xml configuration file will be used.

As stated in [jul-to-df4j bridge documentation] (http://www.slf4j.org/legacy.html#ul-to-df4j) it's essen-
tia to include Level ChangePr opagat or to eliminate trandation overhead for disabled log state-
ments:

<configuration debug="true">
<cont ext Li st ener cl ass="ch. qos. | ogback. cl assi c. jul . Level ChangePropagator"/>

</ configuration>

NOTE, that it may be prudent to remove configuration of al old JUL logger by appending following to
et c/ | ogback. xm configuration:

<confi guration debug="true">
<cont ext Li stener cl ass="ch. qos. | ogback. cl assi c.jul.Level ChangePropagat or"/ >
<reset JUL>t rue</reset JUL>
</ configuration>

Tigase Advanced Options

This section is designed to include a number of advanced configuration options available within Tigase,
but may not have arelevant section yet to house them.

Using CAPTCHA for in-band registration

To reduce false or spam registrations to Tigase XM PP Server, there is now the ability to add CAPTCHA
forms as a part of the in-band registration. The CAPTCHA will generate a random math equation and
ask the user registering a new account to answer it. This may be enabled as a sub-option of enabling
registration in config.tdsl:

'sess-man' {
-'jabber:iqg:register' {
captchaRequired = -'true'

-}

Note

Because some clients do not refresh aregistration form after an unsuccessful attempt, this option
allows 3 retries with the same CAPTCHA.

3 unsuccessful attempts will result in the captcha being invalidated and a client will receive an error mes-
sage.
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Enabling Empty Nicknames

Tigase can now support users with empty nicknames. This can be enabled by adding the following code
in config.tddl.

'sess-man' {
-'jabber:iqg:roster' {
enpty_nane_enabled = -'true'
-}
}

Enable Silent Ignore on Packets Delivered to Unavailable Resources

You can now have Tigase ignore packets delivered to unavailable resources to avoid having a packet
bounce around and create unnecessary traffic. Y ou may set thisglobally, within standard message handling
only, or within the AMP component using the following settings:

Globally:
'sess-man' {
-'silently-ignore-nmessage’ = -'true'
}
Message Processing Only:

'sess-man' {
nmessage {

-'silently-ignore-nessage’ = -'true'
-}
}
AMP Component:
'sess-man' {
amp () {
-'silently-ignore-nessage’ = -'true'

}
Mechanism to count errors within Tigase

A new processor within statistics has been added to count the number of errors that Tigase returns. This
processor, named er r or - count er, will count all errors returned by Tigase, however by default the
number is always zero if it is not enabled. It can be found as an MBean object in IMX under Er r or S-

tati stics and contains values for packets with ERROR and grouped by type. To enable counting of
these errors, you must ensure the processor isincluded in your sess- man configuration:

'sess-man' {
-‘error-counter' () {}
}
Including stream errors

Stream ERROR packets are not included in the above counter by default asthey are processed separately.
To enable this to be added to the counter, the following line must bein your conf i g. t dsl file.
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c2s {
-'streamerror-counter' () {
active = true
-}
}

Stream resumption default & max-timeout

St eanVanagenent | OPr ocessor now hasasetting that can be used to change the maximum timeout
timeit will wait for reconnection if a client does not send atime to wait. Two settings are now available:

c2s {
-turn:xnpp:sm 3" {
-'resunption-tineout' = 90
-}
}
The above settinginconf i g. t dsl filewill change the default timeout period to 90 seconds.
c2s {
-turn:xnpp:sm 3" {
-''max-resunption-timeout’' = 900
-}
}

This setting will set the maximum time allowed for stream resumption to 900 seconds. This can be handy
if you expect a number of mobile phonesto connect to your server and want to avoid duplicate messages
being sent back and forth.

Automatic subscription approval

You may setup a server to automatically approve presence subscriptions or roster authorizations for all
users. Say you were hosting bots and wanted to automate the process. This can be done with the following
Settings:

'sess-man' () {
-'jabber:ig:roster' {

-'"aut o-aut horize' = -'true'
-}
-' presence-subscription' () {
-'"aut o-aut horize' = -'true'
-}

}

Both of these settings are false by default, and you may use them together or separately.

Note

presence-subscri pti on iscurrent default plugin. If you are using old pr esence then
you should configure the option with correct plugin name.

The following behavior is followed when they are both activated:

 Upon sending a subscription request - Both contacts will each others' subscription and be added to each
others roster. Presence information will immediately be exchanged between both parties.
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 Upon sending presence with type either unsubscribe or unsubscribed follows the rules defined in RFC
regarding processing of these stanzas (i.e. adjusting subscription type of user/contact), but without for-
warding those stanzas to the receiving entity to avoid any notifications to the client. However, aroster
push is generated to reflect changes to presence in user roster in a seamless manner.

» Simply adding an item to the roster (i.e. with <ig/> stanza with correct semantics) will aso cause an
automatic subscription between the user and the contact in a matter explained above.

Abuse Contacts

Tigase has support for XEP-0128: Service Discovery Extensions [https://xmpp.org/exten-
sions/xep-0128.html] for providing additional information to the server and component discovery infor-
mation. One of the important usages for this feature is XEP-0157: Contact Addresses for XMPP Services
[https://xmpp.org/extensions/xep-0157.html] which describes usage of this feature for providing contact
information to server administrators or abuse response team.

To set abuse contact details you should set di sco- ext ensi ons in property inet ¢/ confi g. t dsl
file with subproperty abuse- addr esses set to your abuse address URI (for email you need to prefix
itwithmai | t 0: and for XMPP address you need to prefix it with xmpp):

' di sco-extensions' = {
-'abuse-addresses' = [ -'nailto: abuse@ocal host', -'xnpp:abuse@ ocal host' -]
}

Push Notifications

Tigase XMPP Server comes with support for XEP-0357: Push Notifications [https.//xmpp.org/exten-
sions/xep-0357.html] alowing user to receive notifications for messages received while his XM PP client
is not connected enabled by default.

Disabling notifications
Y ou can disable this feature with following settings:

'sess-man' {
-'urn: xnpp: push: 0" (active: false) {}
}

Removing body and sender from notifications

If you wish Tigase XM PP Server not to forward body of the message or sender details in the push notifi-
cation you can disable that with following settings:

'sess-man' {

-turn: xnpp: push: 0" () {
-'with-body' = false
-'with-sender' = false

-}

}

Overriding body of notifications

If you wish Tigase XM PP Server to override forward body of the encrypted message in the push notifica
tion (for example to avoid indicating that there is an "error") you can do that with following settings:

'sess-man' {
-"urn: xnmpp: push: 0" () {
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-'encrypt edMessageBody' = -"You have a new secure nmessage. Open to see the

-}
}

Enabling push notifications for messages received when all resources are AWAY/XA/DND

Push notifications may also be sent by Tigase XMPP Server when new message is received and all re-
sources of recipient arein AWAY/XA/DND state. To enable thistype of notifications you need to enable
additional push delivery extension named away in default push processor:

‘sess-man' () {
- urn: xnpp: push: 0' () {
} -taway' () {}

}

As this behaviour may not be expected by users and users need a compatible XMPP client to properly
handlethisnotifications (X M PP client needsto retrieve message history from server to get actual message),
in addition to enabling this plugin on the server, XM PP clients need to explicitly activate thisfeature. They
can do that by including away attribute with value of t r ue in push enabl e element send to the server,
asin following example:

Enabling Push notifications for away/xa/dnd account.

<ig type='set' id='x43" >

<enabl e xm ns="urn: xnpp: push: 0 away='true' jid=" push-5.client.exanple

<x xm ns='jabber:x:data' type=' submt'>

</ x>
</ enabl e>
</ig>

If later on, user decides to disable notification for account in away/xa/dnd state, it may disable push noti-
fications or once again send stanza to enable push notification but without away attribute being set:

<ig type='set' id='x43" >

<enabl e xm ns="urn: xnpp: push: 0 away='true' jid=" push-5.client.exanple

<x xm ns='jabber:x:data'" type=' submt'>
</ x>
</ enabl e>
</ig>

Security

The articles here cover advanced security features built into to Tigase Server, and some options for adding
your own levels of security.

XEP-0191: Blocking Command

The simplest security feature, however, inside an XMPP server is the ability to block users and JIDS.
XEP-0191 [http://xmpp.org/extensions/xep-0191] specifiesthe parameters of simple blocking without us-
ing privacy lists. Below is a breakdown and some sample commands you may find helpful. To enable this
feature, be sure thefollowing isinyour confi g. t dsl file:
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}
'sess-man' {

-'urn: xmpp: bl ocking' () {}
}

If you have other pluginsrunning, thenjustadd' ur n: xnpp: bl ocki ng' () {} tothelisttoactivate
this feature.

To confirm if your installation of Tigase supports this feature, a quick disco#info of your server should
reveal the following feature:

<feature var="urn: xnpp: bl ocki ng' />

Blocked users are stored on the server on a per-JID basis, so one user may only see his or her blocked
JDs. Listsof blocked JIDswill return asan 1Q stanzawith alist of <item> fields. To retrieve the blocklist,
the following command is issued:

<iq type='get' id="Dblockedjids' >
<bl ockl i st xm ns="urn: xnpp: bl ocki ng'/ >
</ig>

The server responds:

<iq type='result' id="blockedjids' >
<bl ockl i st xm ns="urn: xnpp: bl ocki ng' >
<itemjid='userl@omain.net'/>
<itemjid="adm n@xanpl e.com />
</ bl ockl i st>
</ig>

To block aJID, asimilar stanza to the one above is sent to the server with the items of the blocked JIDs
you wish to add:

<iq from=" adm n@lomai n. net' type='set' id='block'>
<bl ock xm ns="urn: xnpp: bl ocki ng' >
<itemjid='user2@omain.net'/>
</ bl ock>
</ig>

The server will then push an unavailable presence to blocked contacts. Communication between a contact
that is blocked, and an entity that blocked it will result in a <not-acceptable> error:

<nmessage type='error' fron¥ user2@omain.net' to="adm n@omnai n.net' >
<body>Hel | o, are you online?</body>
<error type='cancel'>
<not - accept abl e xm ns="urn:ietf: parans: xm : ns: xnmpp- st anzas' / >
<bl ocked xm ns="urn: xnmpp: bl ocki ng: errors'/>
</error>
</ message>

Unblocking a contact is just as easy as blocking, send an unblock stanzato the server:

<iqg from=" adm n@lomai n. net' type='set' id="unblock'>
<unbl ock xm ns="urn: xnmpp: bl ocki ng' >
<itemjid="user2@omain.net'/>
</ unbl ock>
<lig>
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The server will begin pushing presence information to unblocked contacts and resources so long as per-
missions have not changed between.

You may also opt to unblock all contacts and essentialy clear out your blocked list using the following
command:

<iq type='set' id="unblockall'>

<unbl ock xm ns="urn: xnmpp: bl ocki ng' / >
</ig>

Account Registration Limits

In order to protect Tigase serversfrom DOS attacks, alimit on number of account registrations per second
has been implemented. This may be configured by adding the following lineintheconfi g. t dsl file

"registration-throttling () {
limt = 10

This setting allows for 10 registrations from a single IP per second. If the limit is exceeded, a
NOT_ALLOWED error will be returned.

It is possible to create two separate counters as well:

"registration-throttling () {

limt = 10
}
c2s {
-'registration-throttling' (class: tigase.server.xnppclient.RegistrationThrott
limt =3
-}
}

Here we have one for c2s with alimit of 3, and aglobal for all other connection managers set at 10.
You can aso set individual components limits as well:
ws2s {
-'registration-throttling' (class: tigase.server.xnppclient.RegistrationThrott
limt =7
-}
}

Brute-force attack prevention
Brute-force Prevention is designed to protect Tigase Server against user password guessing. It counts

invalid login triesand when it isabovelimit, it lockslogin ability for specific time (soft ban). When invalid
login counter reaches second level, account will be disabled permanently.

Configuration

Brute-force Prevention is configured by VHost. Thereisfollowing lis of configuration parameters:

brute-force-1ock-en- bool ean Brute Force Prevention Enabled
abl ed
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brut e-force-| ock- af - | ong Number of allowed invalid login

ter-fails

brut e-force-peri - | ong Time[sec] in what failed login

od-time tries are counted

brute-force-dis- | ong Threshold beyond which account

abl e-after-fails will be permanently disabled

brute-force-lock-tinme |long Time [sec] of soft ban (first
threshold)

br ut e-f or ce- node string Working mode (see the section
called “Working modes”)

Detailed statistics

By default, in order not to pollute statistics, Brute-Force locker will only provide details about number of
locker IPs and JIDs (and total number of locked attempts). In order to have detailed information about |Ps
and JIDs that has been locked in statistics you should use following configuration:

'sess-man' () {
-'brute-force-locker' () {
detail edStatistics = fal se

-}
}
Working modes
There are three working modes:

* | p-itcountsinvalidlogintriesfrom P, and lockslogin ability (soft ban) for |Pwhat reach the threshold

e | pJid - it countstries from I P to specific user account. Soft ban locks ability of login to specific JD
from specific IP.

o Ji d-similartol pJi d but checksonly JID. Soft ban locks ability of login to specific JID from all IPs.
Note
Only inmodes Ji d and | pJi d account may be permanently disabled.

Permanent ban

InmodesJi d and | pJi d, wheninvalid login counter reach threshold br ut e- f or ce- di sabl e- af -
ter-fails,account statuswill beset odi sabl ed. To enableit again you should use Re-Enable User
[https://xmpp.org/extensions/xep-0133.html#reenable-users] Ad-hoc Command.

Server Certificates
* Creating and Loading the Server Certificate in pem Files
Creating and Loading the Server Certificate in pem Files

Server Certificates

Server certificates are needed when you use secure socket connections - SSL/TLS.
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For secure socket connection a proper certificate is needed. Y ou can either generate your own self-signed
certificate or obtain certificate from trusted third party organization.

Here are steps how to obtain certificate from a trusted organization.
Generating your Own Certificates

Self-signed certificates can be generated easily on a Linux system. Although it may not be considered a
'trusted’ certificate authority, it can be useful to test server installations. We do not recommend regular
use of self-signed certificates.

Note

that Tigase v5.0 and later can automatically create self signed PEM files if needed. However we
will cover doing this process by hand.

Thistutorial assumes you are running a Linux-based operating system with access to command shell, and
the 'Opensdl’ package is installed on the system.

The processtakesthe following steps: 1. Create alocal private key. Thisfile endswith .key extension. Itis
recommended to create a new private key for the process. 2. Generate a certificate request. Thisfile ends
with the .csr extension and is the file sent to the Certificate Authority to be signed. 3. CA signs private
key. This can be done by your own computer, but can also be done by private CAs for afee. 4. Results
areobtained from the CA. Thisisa. crt filewhich contains aseparate public certificate. 5. Combine the
.csr and . crt fileinto aunified . pemfile. Tigase requires keys to be non-password protected PEM
files.

Generatelocal private key.
openssl genrsa --out [domain.com key] 1024

This command generates a private key using a 1024 bit RSA algorithm. - out designates the name of
thefile, in this case it will be dormai n. com key. The exact name is not important, and the file will be
created in whatever directory you are currently in.

Generate a certificate request:
openssl req --nodes --key domai n.com key --out domai n.com csr

This command generates a certificate request using the file specified after - key, and the result file will
bedomai n. com csr. Youwill be asked a series of questions to generate the request.

Country Nane (2 letter code) [AU: AU

State or Province Nane (full name) [ Sone-State]: Sonestate

Locality Name (eg, city) []:Your city name

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Conpany nane
Organi zational Unit Nane (eg, section) []:Department or any unit

Common Nanme (eg, YOUR nane) []:*.yourdonain.com

Emai | Address []:your_enunil _address@omedomnmai n. com

Pl ease enter the following -'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional company name []:

SigntheCertificateRequest: Now the.csr filewill besigned by aCertificate Authority. Inthistutorial,
we will be self-signging our certificate. This practice however is generally not recommended, and you
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will receive notifications that your certificate is not trusted. There are commercial offers from companies
to sign your certificate from trusted sources. Please see the Certificate From Other Providers section for
more information.

openssl x509 --req --days 365 --in domain.comcsr --signkey domain.comkey --out d

This command signs the certificate for 365 days and generatesthe donmai n. com crt file. You can, of
course use any number of daysyou like.

Generate PEM file.  You should now have the following files in the working directory: ..\
domain.com.key domain.com.csr domain.com.crt

cat yourdomain.comcert.peminternedi ate.cert.pemroot.cert.pem > yourdonmai n.com p

If the certificate is issued by third-party authority you will have to attach the certificate chain, that being
certificate of the authority who has generated your certificate. Y ou normally need to obtain certificatesfor
your chain from the authority who has generated your certificate.

The result file should looks similar to:

----- BEG N CERTI FI CATE- - - - -
M | G TCCBeWyAW BAgl DAOWZMAOGCSGGS! b3DQEBBQUAM GVMVIs wCQYDVQQGEW] J

pSLqw PnSLSNUNI r 8y Qnhy 4=

----- END CERTI FI CATE- - - - -

----- BEG N RSA PRI VATE KEY-- - - -

W1J3J1 | & pZGRpbnthl SEKSSBkb24ndCBzaG3! H vdSBvdXI gcHIpdmFOZSBr

ZXkhl SEnCKNy ZWF0ZSB5b3Vy | (B3bi A7KSA7KSA7KQo=

----- END RSA PRI VATE KEY-----

----- BEG N CERTI FI CATE- - - - -

M | Hy TCCBbGgAW BAgl BATANBgkghki GOw0BAQUFADBI M wCQYDVQQGEWJ J TDEW

xV/ stl eh
----- END CERTI FI CATE- - - - -

For Tigase server aswell as many other servers (Apache 2.x), the order isfollowing; your domain certifi-
cate, your private key, authority issuing your certificate, root certificate.

Note! Tigase requires full certificate chain in PEM file (described above)! Different applications
may require pem file with certificates and private key in different order. So the same file may not
be necessarily used by other serviceslike Web server or e-mail server. Currently, Tigase can auto-
matically sort certificatesin PEM file while loading it.

Installing/Loading Certificate To the Tigase Server

Installing and loading certificatesis very easy. The server can load all certificates directly from pem files.
Y ou just need to create a separate pem file for each of your virtual domains and put the filein adirectory
accessible by the server. Tigase server can automatically load all pem files found in given directory. By
default, and to make things easy, we recommend the Ti gase/ cert s directory.
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It's also possible to use: * Admin ad-hoc command via XMPP client - you should navigate to Service
Discovery of your server and in the list of commands for VHost Manager component select Add
SSL Certificate and then follow instructions * Admin WebUI - open htt p: // <host >/ ad-
m n, navigate to & her category and in it select Add SSL Certi fi cat e and then follow instruc-
tions* REST APl - make a POST request to htt p: / /| ocal host : 8080/ r est / adhoc/ vhost -
man@lonai n. comwith payload containing your certificate; to get the required form fields make GET
request to the same endpoint

Certificate From Other Providers

Thereis number of certificate providers offering certificates either for free or for money. Y ou can use any
of them, however you have to be aware that sometimes certificates might not be recognized by al XMPP
servers, especidly if it's one from anew provider. Here is an example list of providers:

 LetsEncrypt - please see the section called “Installing L etsEncrypt Certificatesin Y our Linux System”
for details

o CAcert [https://www.cacert.org/] - free certificateswith Web GUI. (WARNING: it’s not widely accept-
ed)

* Verisign [https://www.verisign.com/] - very expensive certificates comparing to above provides but
the provider is recognized by everybody. If you have a certificate from Verisign you can be sure it is
identified asavalid certificate.

* Comodo Certificate Authority [http://www.comodo.com/business-security/digital-certificates/ssl-
certificates.php] offers different kind of commercial certificates

To obtain certificate from athird party authority you have to go to its website and request the certificate
using certificate request generated above. | cannot provide any instructionsfor this as each of the providers
listed have different requirements and interfaces.

We highly recommend using LetsEncrypt keys to self-sign and secure your domain. Instructions are in
the next section.

Using one certificate for multiple domains

Note

Tigase tries to be smart and automatically detects wildcard domain and alternative domains so
it's not needed to duplicate same certificate in multiple files to match domains - same file will be
loaded and make available for al domains (CNames) available in the certificate.

Installing LetsEncrypt Certificates in Your Linux System

LetsEncrypt is atrusted CA that provides free security certificates. Unlike previously self-signed certifi-
cates, we can use LetsEncrypt Certificates to certify your domains from a trusted source.

Pleaserefer to official certbot User Guide [ https://certbot.eff.org/docs/using.htmi] for detailshow toinstall
and operate the tool, choosing desired method of domain authentication (DNS or webserver). After suc-
cessful execution the certificate with all related fileswill bestoredunder / et c/ | et sencrypt/1ive/
$domai n

$ sudo Is -/etc/letsencrypt/live/ $domain
cert.pem chain.pem fullchain.pem privkey.pem READVE

In that directory, you will find four files:
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e privkey. pem- private key for the certificate
e cert. pem- containsthe server certificate by itself
« chai n. pem- contains the additional intermediate certificate or certificates

« ful | chai n. pem- al certificates, including server certificate (aka leaf certificate or end-entity cer-
tificate). The server certificate isthefirst onein thisfile, followed by any intermediates.

For Tigase XMPP Server, we are only concerned with pri vkey. pemand ful | chai n. pem (or
chai n. pem- please consider actual issuers and certification chain!).

At this point we will need to obtain the root and intermediate certificates, this can be done by downloading
these certificates from the LetsEncrypt Chain of Trust website [https://letsencrypt.org/certificates/].

Note

Please pay utmost attention to the actual certificate issuers and make sure that the certification
chain is maintained!

On the time of the writing, LetsEncrypt was providing domain certificates issued by R3 CertificateAu-
thorigy (CA). In order to provide complete chain to the root CA you should get Let’s Encrypt R3 (RSA
2048, O = Let’'s Encrypt, CN = R3) certificate. Depending on desired certification chain
you have two options: 1) (default and recommended) using own LetsEncrypt CA: @) R3 certificate signed
by ISRG Root X1: https://letsencrypt.org/certs/lets-encrypt-r3.pem b) | SRG Root X1 root certificate:
https://letsencrypt.org/certs/isrgrootx1.pem 2) (legacy, option more compatible with old systems): cross-
signed certificate by IdenTrust: a) R3 certificate cross-signed by IdenTrust: https://letsencrypt.org/certs/
lets-encrypt-r3-cross-signed.pem b) Trust | D X3 Root from IdenTrust: https://letsencrypt.org/certs/
trustid-x3-root.pem.txt

Considering first (recommended) option, you may obtain them using wget:

wget https://letsencrypt.org/certs/isrgrootxl. pem
wget https://letsencrypt.org/certs/lets-encrypt-r3.pem

These are the root certificate, and the intermediate certificate signed by root certificate.

Note

IdenTrust cross-signed certificate will not function properly in the future!

Take the contents of your privkey. pem certificate, and combine them with the contents of
i srgrootx1. pemandl et s-encrypt -r 3. peminto asingle pem certificate.

Depending on your configuration you either need to name the file after your domain such as
nmydomai n. com pemand place it under cer t s/ subdirectory of Tigase XMPP Server installation or
update it using admin ad-hoc (see the section called “ Storing and managing certificates”)

If you moved all certs to asingle directory, you may combine them using the following command under
*nix operating systems..

cat -./cert.pem-./privkey.pem-./lets-encrypt-r3.pem-./isrgrootxl.pem> nydomain

Note

If you are using i srgrootx1l root make sure you use cert.pem file instead of
ful | chai n. pem which uses different intermediate certificate ( Let’s Encrypt Authority
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X3 (ldenTrust cross-signed) [https://letsencrypt.org/certs/l ets-encrypt-x3-cross-signed.pem.txt] )
and you will have to use DST Root CA X3 [https./letsencrypt.org/certs/trustid-x3-root.pem.txt]
certificate!

Y our certificate should look something like this:

----- BEGA N PRI VATE KEY-----
M | Evgl BADANBgk ghki GOwWOBAQEFAASCBKgwygSkAgEAAol BAQDAUAqqKuU7Z40do

0g89F9AbW 1mNmy RoScygMxo

----- END PRI VATE KEY-----

----- BEG N CERTI FI CATE- - - - -

cmNol Edy b3VWVRUWEWYDVQQDEWX J ULJHI FJv b3 QgWDEWHhc NMTUWNj AOMIEWNDVA
Tz ELMAK GALUEBhMCVVMKKTANBgNVBAOTI El udGvybmV0l FNI Y3VyaXR51 FJI c2Vh
----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

FhpodHRWG 8vY3BzLnxl dHNI by e XBOL By Zz CBqwYl KwYBBQUHAg! wgZ4MgZt U

brcgUGFydd | cyBhbmQgb25seSBpbi BhY2NvenRhbmNl | HApdGggdGhl | ENI cnRp
----- END CERTI FI CATE- - - - -

Warning

LetsEncrypt certificates expire 90 days from issue and need to be renewed in order for them to
remain valid!

Y ou can check your certificate with utility class:

java --cp <path_to_tigase-server_installation>/jars/tigase-utils.jar tigase.cert.C

Let’s encrypt and DNS verification
The only way to obtain wildcard (* . domai n. conj certificate is via DNS verification. Certbot support
a number of DNS operators - you can check if your DNS provider is listed by executing $ cert bot
pl ugi ns

AWS Route53
If you want to use it with Amazon Cloud you should install plugin for AWS:

pip install certbot-dns-route53

Note

If you are using certbot under macOS and you installed it viabrew then you should use: $( br ew
--prefix certbot )/Iibexec/bin/pip install certbot-dns-route53

Y ou should store your credentialsin~/ . aws/ cr edent i al s (you may want to create dedicated policy
for updating DNS as described in plugin’s documentation [https://certbot-dns-route53.readthedocs.io/en/
stable/]:

[defaul t]
aws_access_key_id = <key_id>
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aws_secret _access_key = <key>

And afterward you should executecer t bot with - - dns- r out €53 parameter

Certbot update hook and Tigase API

For greater automation it’'s possible to automate updating certificate obtained with cer t bot in Tigase
XMPP Server. Y ou should use following deploy hook - either additto/ et ¢/ | et sencrypt/renew

al - hooks/ depl oy/ or useitdirectly incert boot commandline with - - depl oy- hook parame-
ter (in the latter case, it will be added to particular domain configuration so it’'s not necessary to specify
UPDATE_DOMAINS).

Note

Please adjust account credentialsused for deployment (USER, PASS, DOVAI N) aswell aspathsto
Let’ sEncrypt certificates (1SRG Root X1 namedi sr gr oot x 1. pemand Let’ sEncrypt Authority
X3 named| et sencrypt aut hori tyx3. pem

#1/ bi n/ bash
set --e
## Configuration START

USER="adm n_user nanme"

PASS="adm n_passwor d"

DOVAI N="rmny_domain. tld"

HOST=${ DOVAI N}

#UPDATE_DOVAI NS=( ${ DOVAI N} )

# PORT=":8080"

# APl KEY=""?api - key=mySecr et Key"

LE CERTS PATH="/path/to/letsencrypt/CA/certificates/"

## Configuration END
fail _count=0

for domain in ${RENEVWED DOMAINS[ @}; do

if [[ $domain == -"*."* -1]; then
CERT_DOVAI N=${ domai n#*\ *. }
el se

CERT_DOVAI N=${ donai n}
fi

if [[ -! --z -"${UPDATE_DOVAINS}" -]] -; then
mat ch=0
for dn in -"${UPDATE DOVAINS[@}"; do
if [[ $dn = -"$CERT_DOVAIN' -]1]; then
mat ch=1
br eak
fi
done

if [[ $match = 0 -]]; then
echo -"Ski ppi ng updati ng ${domai n} because it's not in the list of sup
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conti nue
fi
fi

CERT="cat -"$RENEVED LI NEAGE/ cert.pent -"$RENEVED LI NEAGE/ pri vkey. pent ${LE_CE

REQUEST="
<comrand>
<node>ssl| -certi fi cat e- add</ node>
<fields>
<itenp
<var>Certificate in PEM formt </ var >
<val ue>${ CERT} </ val ue>
</itenp
<itenp
<var >conmand- mar ker </ var >
<val ue>command- mar ker </ val ue>
</itenp
<itenp
<var >VHost </ var >
<val ue>${ CERT_DONAI N} </ val ue>
</itenp
<itenp
<var>Save to di sk</var>
<val ue>t rue</ val ue>
</itenp
</fields>
</ conmand>"

response="curl --s --L --H -"Content-Type: text/xm" --X POST http://${USER} %0$

if [[ -! ${response} = *"| oaded successfully"* -]] -; then
echo --e -"Server returned error while updating ${ donmai n} certificate:
fail_count=$((${fail_count}+1))
el se
echo -"Correctly updated ${donmin} certificate"
f
done

exit ${fail_count}
Note

If you are not using wildcard certificate when you have to provide certificate for main domain
as well as certificates for subdomains that mach all components that you want to expose (muc,
pubsub, push, etc...)

Storing and managing certificates

Filesystem

By default Tigase loads and stores certificatesin cert s/ subdirectory. Each domain certificate should
be stored in afile which filename consists of domain name and . pemextension, i.e. <domai n>. pem
For example for domain tigase.net it would becer t s/ ti gase. net. pem
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Note

Tigase tries to be smart and automatically detects wildcard domain and alternative domains so
it's not needed to duplicate same certificate in multiple files to match domains.

Database repository

Alternatively it's possible to use database as a storage for the certificates. Upon enabling it certificates
won't be read nor stored to the filesystem. Y ou can enable it by addingrepository () {} beanto
"certificate-container' () {} inyour TDSL configuration file:

"certificate-container' () {

repository () {}
}

If you are using database repository then you manage/update certificates using either ad-hoc command
Add SSL certifi cate fromVHost Manager or viaHTTP REST API.

Custom Authentication Connectors

This article presents configuration options available to the administrator and describe how to set Tigase
server up to use user accounts data from a different database.

The first thing to know is that Tigase server always opens 2 separate connections to the database. One
connection is used for user login data and the other is for all other user data like the user roster, vCard,
private data storage, privacy listsand so on...

In this article we still assume that Tigase server keeps user datain it's own database and only login data
isretrieved from the external database.

At the moment Tigase offers following authentication connectors:

* nysql,pgsql , der by - standard authentication connector used to |oad user login datafrom the main
user database used by the Tigase server. In fact the same physical implementation isused for all JDBC
databases.

» drupal -isthe authentication connector used to integrate the Tigase server with Drupal CM S [http://
drupal.org/].

* tigase- cust om- isthe authentication connector which can be used with any database. Unlike the
'tigase-auth' connector it allows you to define SQL queries in the configuration file. The advantage of
this implementation is that you don’t have to touch your database. You can use either simple plain
SQL queries or stored procedures. The configuration is more difficult as you have to enter carefully all
SQL queriesin the config file and changing the query usually involves restarting the server. For more
details about this implementation and all configuration parameters please refer to Tigase Custom Auth
documentation.

e ti gase-aut h (DEPRECATED) - isthe authentication connector which can be used with any data-
base. It executes stored procedures to perform all actions. Therefore it is a very convenient way to in-
tegrate the server with an external database if you don’t want to expose the database structure. Y ou just
have to provide a set of stored procedures in the database. While implementing all stored procedures
expected by the server might be a bit of work it allows you to hide the database structure and change
the SP implementation at any time. Y ou can add more actions on user login/logout without restarting
or touching the server. And the configuration on the server side is very simple. For detailed description
of thisimplementation please refer to Tigase Auth documentation.
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As aways the ssimplest way to configure the server is through the confi g. t dsl file. In the article
describing thisfile you can find long list with all available options and all details how to handleit. For the
authentication connector setup however we only need 2 options:

dat aSource {
-'default-auth' () {

uri = -'database connection url'
-}
}
aut hRepository {
default () {
cls = -'connector'
-'data-source' = -'default-auth’
-}
}

For example if you store authentication datain adr upal databaseon| ocal host your settings would
be:

dat aSource {
-'default-auth' () {

uri = -'"jdbc:nysql://Iocal host/drupal ?user =user &asswor d=passwd’
-}
}
aut hRepository {
default () {
-'data-source' = -'default-auth'
-}
}
Y ou have to use a class name if you want to attach your own authentication connector.
Default is:
aut hRepository {
default {
cls = -'tigase.db.jdbc. Ti gaseAut h'
-}

}

In the same exact way you can setup connector for any different database type.
For example, drupal configuration is below

aut hRepository {
defaul t {
cls = -"tigase. db.jdbc. Drupal WPAut h'
-}
}

Or tigase-custom authentication connector.

aut hRepository {
defaul t {
cls = -'tigase.db.jdbc. Ti gaseCust omAut h'

-}
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}

The different cl s or classes are:
e Drupa -ti gase. db. j dbc. Drupal WPAut h
* MySQL, Derby, PostgreSQL, MS SQL Server -ti gase. db. j dbc. JDBCReposi tory

You can normally skip configuring connectors for the default Tigase database format: mysql , pgsql
and der by, sql ser ver asthey are applied automatically if the parameter is missing.

One moreimportant thing to know isthat you will haveto modify aut hReposi t or y if you useacustom
authentication connector. This is because if you retrieve user login data from the external database this
external database is usually managed by an external system. User accounts are added without notifying
Tigase server. Then, when the user logsin and tries to retrieve the user roster, the server can not find such
auser in the roster database.

I mportant

To keep user accounts in sync between the authentication database and the main user
database you have to add following option to the end of the database connection URL:
aut oCr eat eUser =t r ue.

For example:

dat aSource {
default () {
uri = -'"jdbc:nysqgl://Iocal host/ti gasedb?user =nobody&passwor d=pass&aut oCr ea
-}
}

If you areinterested in even further customizing your authentication connector by writing your own queries
or stored procedures, please have alook at the following guides:

» Tigase Auth guide

 Tigase Custom Auth guide

Tigase Auth Connector (DEPRECATED)
Warning

Tigase Auth connector is DEPRECATED as of version 8.0.0 and will be removed in future
releases

The Tigase Auth connector with shortcut name: tigase-auth is implemented in the class:
tigase.db.jdbc.TigaseAuth  [https://github.com/tigase/tigase-server/bl ob/master/src/main/javaltigase/db/
jdbc/TigaseAuth.javal. It allows you to connect to any external database to perform user authentication.
You can find more details how to setup a custom connector in the Custom Authentication Connectors
guide.

To make this connector working you have to prepare your database to offer set of stored procedures for
Tigase server to perform all the authentication actions. The best description is the example schema with
all the stored procedures defined - please refer to the Tigase repositories for the schema definition files
(each component has it’s dedicated schema). For example;
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* tigase-server [https://github.com/tigase/tigase-server/tree/master/src/main/database]
* tigase-pubsub [https://github.com/tigase/tigase-pubsub/tree/master/src/main/database]
* tigase-muc [https://github.com/tigase/tigase-muc/tree/master/src/main/database]

* tigase-message-archiving  [https://github.com/tigase/tigase-message-archiving/tree/master/src/main/
database]

* tigase-socks5 [https://github.com/tigase/tigase-socksb/tree/master/src/main/database]
The absol ute minimum of stored procedures you have to implement is:

e Ti gUser Logi nPl ai nPw- to perform user authentication. The procedure is always called when the
user tries to login to the XMPP server. This is the only procedure which must be implemented and
actually must work.

» Ti gUser Logout - to perform user logout. The procedure is aways called when the user logouts
or disconnects from the server. This procedure must be implemented but it can be empty and can do
nothing. It just needs to exist because Tigase expect it to exist and attempts to call it.

With these 2 above stored procedures you can only perform user login/logouts on the externa database.
You can't register a user account, change user password or remove the user. In many cases thisisfine as
all the user management is handled by the external system.

If you however want to allow for account management via XM PP you have to implement also following
procedures:

» Ti gAddUser Pl ai nPw- to add a new user account
* Ti gRenpveUser - to remove existing user account

» Ti gUpdat ePasswor dPl ai nPw- to change a user password for existing account

Tigase Custom Auth Connector

The Tigase Custom Auth connector with shortcut name: tigase-custom is implemented in the
class: tigase.db.jdbc.TigaseCustomAuth [https://github.com/tigase/tigase-server/tree/master/src/main/ja-
valtigase/db/jdbc/TigaseCustomAuth.java]. It allows you to connect to any external database to perform
user authentication and use a custom queries for all actions.

You can find more details how to setup a custom connector in the Custom Authentication Connectors
guide.

The basic configuration is very simple:

aut hRepository {

default () {
cls = -'tigase.db.jdbc. Ti gaseCust omAut h'
-'data-source' = -'default-auth'
-}
}
That'sit.

The connector loads correctly and starts working using predefined, default list of queries. In most cases
you also might want to define your own queriesin the configuration file. The shortest possible description
is the following example of the content fromtheconfi g. t dsl file
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This query is used to check connection to the database, whether it is still alive or not

aut hRepository {
default () {
-'conn-valid-query' = -'select 1
-}
}

Thisis database initialization query, normally we do not use it, especially in clustered environment

aut hRepository {

default () {
-'init-db-query' = -'update tig users set online_status = 0
-}
}
Note

onl i ne_st at us column does not exist and would need to be added for that query to work.

Below query performs user authentication on the database level. The Tigase server does not need to know
authentication algorithm or password encoding type, it simply passes user id (BareJID) and password in
form which was received from the client, to the stored procedure. If the authentication was successful the
procedure returns user bare JID or null otherwise. Tigase checks whether the JID returned from the query
matches JID passed as a parameter. If they match, the authentication is successful.

aut hRepository ({

default () {
-'user-login-query' = -"{ call TigUserLoginPlainPwm?, -?) -}’
-}
}
Note

Ti gUser Logi nPl ai nPw is no longer part of a Tigase XMPP Server database schema and
would need to be created.

Below query returns number of user accounts in the database, this is mainly used for the server metrics
and monitoring components.

aut hRepository {
default () {
-'users-count-query' = -'{ call TigAllUsersCount() -}’
-}
}

The Below query is used to add a new user account to the database.

aut hRepository {
default () {
-'add-user-query' = -'{call TigAddUserPlainPwm?, -?) -}'
-}
}

Below query is used to remove existing account with all user’s data from the database.
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aut hRepository {
default () {
-'del -user-query' = -'{ call TigRenmoveUser(?) -}’
-}
}

This query is used for the user authentication if user - 1 ogi n- query isnot defined, that is if thereis
no database level user authentication algorithm available. In such a case the Tigase server loads user’s
password from the database and compares it with data received from the client.

aut hRepository {
default () {
-'get-password-query' = -'select user_pw fromtig users where user_id = -7
-}
}

Below query is used for user password update in case user decides to change his password.

aut hRepository {
default () {
-'updat e- password-query' = -'update tig users set user_pw = -? where user_
-}
}

This query is called on user logout event. Usually we use a stored procedure which records user logout
time and marks user as offline in the database.

aut hRepository {

default () {
-'update-l ogout-query' = -'update tig users, set online_status = online_st
-}
}
Note

onl i ne_st at us column does not exist and would need to be added for that query to work.
This configuration specifies what non-sadl authentication mechanisms to expose to the client

aut hRepository {
default () {
-'non-sasl -mechs' = [ -'password , -'digest' -]
-}
}

This setting to specify what sasl authentication mechanisms expose to the client

aut hRepository {
default () {
-'sasl -nechs' = -'PLAI N, DI GEST- MD5'
-}
}

Queriesare defined in the configuration file and they can be either plain SQL queries or stored procedures.
If thequery startswith characters;{ cal | thentheserver assumesthisisastored procedurecall, otherwise
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it is executed as a plain SQL query. Each configuration value is stripped from white characters on both
ends before processing.

Please don't use semicolon ; at the end of the query as many JDBC drivers get confused and the query
may not work.

Some queries can take arguments. Arguments are marked by question marks ? in the query. Refer to the
configuration parameters description for more details about what parameters are expected in each query.

This example shows how to use a stored procedure to add a user as a query with 2 required parameters
(username, and password).

aut hRepository {
default () {

- ' add- user - query'

-}
}

= -"{call

The same query with plain SQL parametersinstead:

' add- user - query'

= -'insert

Ti gAddUser Pl ai nPw( ?,

-?)

_}'

into users (user_id, password) val ues (?,

The order of the query arguments is important and must be exactly as described in specification for each

parameter.
Query Name Description Arguments Example Query
conn-val i d- query |Query executed peri- Takes no arguments. select 1
odically to ensure ac-
tive connection with the
database.
i nit-db-query Database initialization | Takes no arguments. updat e

query which is run after
the server is started.

tig_users set
online_status =
0

add- user - query

Query adding a new user
to the database.

Takes 2 arguments:
(user _id (JID),
passwor d)

insert in-

to tig_users
(user _id,

user _pw) val ues
(7, ?)

del - user-query

Removes a user from the
database.

Takes 1 argument:
(user_id (JID)

delete from
tig_users where
user_id =7?

get - pass-
wor d- query

Retrieves user password
from the database for
given user_id (JID).

Takes 1 argument:
(user_id (JID)

sel ect user_pw
fromtig_users

where user _id
=?

updat e- pass-
wor d- query

Updates (changes) pass-
word for agiven user_id
(JID).

Takes 2 arguments:
(password,
user_id (JID))

update tig_users
set user_pw = ?

where user _id
=7

user -1 ogi n-query

Performs user login.
Normally used when
thereis a specia SP

Takes 2 arguments:
(user _id (JID),
passwor d)

sel ect user_id
fromtig_users
where (user_id
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Query Name

Description

Arguments

Example Query

used for this purpose.
Thisisan dternative
way to amethod re-
quiring retrieving user
password. Therefore

at least one of those
queries must be de-
fined: user - | o-

gi n-query orget -
passwor d- query.

If both queries are de-
fined thenuser - | o-
gi n- query isused.
Normally this method
should be only used
with plain text password
authentication or sasl-
plain. Tigase expects a
result set with user_id
to be returned from the
query if login is success-
ful and empty results set
if the login is unsuccess-
ful.

= ?) AND
(user_pw = ?)

user -1 o-
gout - query

Thisquery iscalled
when user logs out

or disconnects. It can
record that event in the
database.

Takes 1 argument:
(user_id (JID))

updat e
tig_users, set
online_status =
online_status -

1 where user_id
=?

non-sasl - mechs

Comma separated list of NON-SASL authentication mechanisms. Possible
mechanisms are: passwor d and di gest . The digest mechanism can work
only with get - passwor d- quer y active and only when password are

stored in plain text format in the database.

sasl - nechs

Comma separated list of SASL authentication mechanisms. Possible mecha-
nisms are all mechanisms supported by Javaimplementation. The most com-
mon are: PLAI N, DI GEST- MD5, CRAM MD5. "Non-PLAIN" mechanisms
will work only with the get - passwor d- quer y active and only when
passwords are stored in plain text format in the database.

Drupal Authentication

Currently, we can only check authentication against a Drupal database at the moment. Full Drupal au-
thentication is not implemented as of yet.

As Drupal keeps encrypted passwords in database the only possible authorization protocols are those
based on PLAIN passwords.

To protect your passwords Tigase server must be used with SSL or TL S encryption.

Implementation  of

a Drupa

database

based

authorization is

located in

ti gase. db.j dbc. Drupal Aut h class. Although this class is capable of adding new users to the
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repository | recommend to switch in-band registration off dueto the caching problemsin Drupal. Changes
in database are not synchronized with Drupal yet. Functionality for adding new usersisimplemented only
to ease user accounts migration from different repository types from earlier Tigase server installations.

The purpose of that implementation was to allow all accounts administration tasks from Drupal like:
account creation, all accounts settings, like e-mail, full name, password changes and so on.

Tigase server uses following fields from Drupal database: name (user account name), pass (user account
password), status (status of the account). Server picks up al changes instantly. If user statusis not 1 then
server won't allow user to login trough XM PP even if user provides valid password.

There is no Roster management in Drupal yet. So Roster management have to be done from the XM PP
client.

LDAP Authentication Connector

Tigase XMPP Server offers support for authenticating users against an LDAP server in Bind Authenti-
cation mode.

Configuration for the LDAP support is really smple you just have to add a few lines to your
config.tdsl file

aut hRepository {

default () {

cls = -'"tigase.db. | dap. LdapAut hProvi der'

uri = -'ldap://1dap.tigase.com 389"

-'user-dn-pattern' = -'cn=USER I D, ou=peopl e, dc=ti gase, dc=or g’
-}

}

Please note the USER | D element, thisis aspecial element of the configuration which is used to authen-
ticate particular user. Tigase L DAP connector replacesit with appropriate data during authentication. Y ou
can control what Tigase should put into this part. In your configuration you must replace this string with
one of the following:

1. %4.$s - use user name only for authentication (JabberID’ s local part)
2. %23s - use domain name only for authentication (JabberlD’s domain part)

3. %8%s - usethe whole Jabber ID (JID) for authentication

I mportant

Please make sure that you included aut oCr eat eUser =t r ue in your main data source (User-
Repository and not above AuthRepository) as outlined in Important - otherwise you may run into
problems with data access.

Configuration of SASL EXTERNAL

In order to enable SASL External set "Client Certificate CA" (cl i ent -t rust - ext ensi on- ca-
cert - pat h) to the path containing Certification Authority (CA) certificate in the VHost (domain) con-
figuration, for example/ pat h/ t o/ cacert. pem

Filecacert . pemcontains Certificate Authority certificate which is used to sign clients certificate.

Client certificate must include user’s Jabber 1D as XnppAddr insubj ect Al t Nane:
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As specified in RFC 3920 and updated in RFC 6120, during the stream negotiation
process an XMPP client can present a certificate (a “client certificate”). If a JabberlD
isincluded in aclient certificate, it is encapsulated as an id-on-xmppAddr Object Iden-
tifier (“xmppAddr”), i.e., a subjectAltName entry of type otherName with an ASN.1
Object Identifier of “id-on-xmppAddr” as specified in Section 13.7.1.4 of RFC 6120,
XEP-0178 [http://xmpp.org/extensions/xep-0178.htmi#c2s].

It is possible to make client certificate required using same VHost configuration and enabling option
Client Certificate Required(client-trust-extension-cert-required).

If this option will be enabled, then client must provide certificate. This certificate will be verified against
cl i ent Cert CA. If client does not provide certificate or certificate will beinvalid, TL S handshake will
beinterrupted and client will be disconnected.

Using this options does not force client to use SASL EXTERNAL. Client still may authenticate with other
SASL mechanisms.

SASL Mechanisms

XMPP protocol supports many authentication methods, but most of them are used as SASL [https://
tools.ietf.org/html/rfc4422] mechanisms. Tigase XM PP Server provides many SASL -based authentication
mechanisms such as:

« PLAIN (enabled)

ANONYMOUS

« EXTERNAL

SCRAM-SHA-1 (enabled)

SCRAM-SHA-256 (enabled)
« SCRAM-SHA-512

Most of them are enabled by default on default Tigase XMPP Server installation.

Enabling and disabling SASL mechanisms (credentials encoder/de-
coder)

If youwant to enable or disable one of password-based authenti cation mechanism such as SCRAM SHA- 1,
SCRAM SHA- 256 or SCRAM SHA- 512 you can do that by enabling or disabling encoders and decoders
used on your installation. By enabling encoders/decoders you are deciding in what form the password is
stored in the database. Those changes may (and in most cases will) impact which SASL mechanisms may
be allowed to use on your installation.

Note

In most cases you should enable or disable both (credentials encoder and decoder) of the same
type at the same time. The only exception of this ruleis when you are changing those on already
working installation. In this case you should only enable encoder of the type which you want to
enable and request usersto changetheir passwords. Then, after userswill change their passwords,
you should reconfigure server to enable decoder of the particular type. (in other case user may
loose a way to log in to your installation as systemwill reject their credentials asit may not have
matching credentials for particular SASL mechanism).
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Enabling SCRAM-SHA-512 encoder.

aut hRepository () {
default () {
credential Encoders () {

-' SCRAM SHA-512' () {}

-}
-}
}

Disabling SCRAM-SHA-1 decoder .

aut hRepository () {

default () {
credenti al Decoders () {
-' SCRAM SHA-1' (acti ve:
-}
-}
}
Warning

false) {}

Itisstrongly recommended not to disable encodersif you have enabled decoder of the same type
as it may lead to the authentication issues, if client tries to use a mechanism which that is not

available.

Application passwords

In recent versions of Tigase XMPP Server it is possible to create and use multiple username and password

pairs to authorize connection to the single XM PP account.

With that in place it is now possible to have multiple password for a multiple clients accessing the same
account what can be used to increase security of the account as even if one password compromised you

can still log in and block lost or compromised device.

Adding application password

To add new username-password pair you need to execute Add user credenti al s ad-hoc command
(command node aut h- cr edent i al s-add at sess- nman) while logged in the XMPP account for

which you want to add a new application password.

During execution for acommand you will be provided with aform to fill in with following fields:

» The Jabber ID for the account (j i d) - bare JID of your account

» Credentia ID (cr edent i al | d) - username for the new application password

» Password (passwor d) - anew password

After submitting this form a new credential will be added.

Login in with application password

To log in with new password the XMPP client can use any SASL mechanism but it needs to provide (in

SASL message):
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» aut hzi d - account JID
» aut hci d - username for application password
e passwd - application password

With proper values, you application will be able to log in using application password.

Removing application password
If your device is compromised or lost and you want to remove application password, you need to use a
different device and log in on your XM PP account. Then you need to execute Del et e user creden-
ti al s ad-hoc command (command node aut h- cr edent i al s- del et e a sess- man).
During execution for acommand you will be provided with aform to fill in with following fields:
* The Jabber ID for the account (j i d) - bare JID of your account

e Credentia ID (cr edent i al | d) - username for the application password which you want to remove

After submitting this form a credential will be removed.

Packet Filtering

Tigase offers different ways to filter XMPP packets flying through the server. The most common use
for packet filtering is to restrict users from sending or receiving packets based on the sender or received
address.

There are al so different possible scenarios: time based filtering, content filtering, volume filtering and so
on.

All pagesin this section describe different filtering strategies.

Domain Based Packet Filtering

Domain based packet filtering is a simple filter allowing to restrict user communication based on the
source/destination domain name. Thisis especially useful if we want to limit user communication within
asingle - own domain only or alist of domains.

A company might not wish to allow employers to chat during work hours with anybody in the world. A
company may aso have afew different domains used by different branches or departments. An adminis-
trator may restrict communication to alist of domains.

Introduction

Therestriction is on a per-user basis. So the administrator can set a different filtering rules for each user.
Thereisalso aper-domain configuration and global -install ation setting (applied from most general to most
specific, i.e. from installation to user).

Regular users can not change the settings. So this is not like a privacy list where the user control the
filter. Domain filter can not be changed or controlled by the user. The system administrator can change
the settings based on the company policy.

There are predefined rules for packet filtering:
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1. ALL - user can send and receive packets from anybody.
2. LOCAL - user can send and receive packetswithinthe server installation only and all it’ svirtual domains.
3. OMN - user can send and receive packets within his own domains only

4. BLOCK - user can't communicate with anyone. This could be used as a means to temporarily disable
account or domain.

5. LI ST - user can send and receive packets within listed domains only (i.e. whitelist).
6. BLACKLI ST - user can communicate with everybody (like ALL), except contacts on listed domains.
7. CUSTOM- user can communicate only within custom created rules set.

Whitelist (LI ST) and blacklist (BLACKLI ST) settings are mutually exclusive, i.e. at any given point of
time only one of them can be used.

Those rules applicable to particular users are stored in the user repository and are loaded for each user
session. If there are no rules stored for aparticular user server triesto apply rulesfor aVHost of particular
user, and if thereisno VHost filtering policy server usesglobal server configuration. If thereisnofiltering
policy altogether server applies defaults based on following criteria

1. If thisis Anonymous user then LOCAL ruleis applied

2. For dl other users ALL ruleis applied.
Configuration

Filtering is performed by the domain filter plugin which must be loaded at startup time. It is loaded by
default if the pluginslist is not set in the configuration file. However if you have alist of loaded plugins
in the configuration file make suredomai n-fi |l t er isonthelist.

There is no other configuration required for the plugin to work.
Administration, Rules Management

Although controlling domain filtering rulesis possible for each user separately, it isnot practical for large
installations. In most cases users are stored in the database and a third-party system keeps all the user
information.

To change the rule for a single user you can use loadable administration scripts feature and load
UserDomainFilter.groovy [https://github.com/tigase/tigase-server/tree/master/src/main/groovy/tigase/ad-
min/UserDomainFilter.groovy] script. It enables modifying rules for agiven user JID.

Implementation

If you have a third party system which keeps and manages all user information than you probably have
your own UserRepository implementation which allows the Tigase server to access user data. Filtering
rules are loaded from user repository using following command:

repo. get Data(user _id, null, DomainFilter. ALLONED DOVAI NS KEY, null);
repo. getData(user_id, null, DomainFilter. ALLONED DOVAI NS LI ST_KEY, null);

Whereuser _i disuser Jabber |D without resourcepart, Domai nFi | t er . ALLOAED DONMAI NS_KEY
isaproperty key: al | owed- domai ns. The user repository MUST return one of following only:
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1. ALL - if the user is allowed to communicate with anybody
2. LOCAL - if the user is alowed to communicate with users on the same server installation.
3. OMN- if the user is allowed to communicate with users within his own domain only.

4. LI ST - list of domains within which the user is allowed to communicate with other users. No wild-
cards are supported. User’s own domain should be included too.

5. BLACKLI ST - list of domainswithin which the user isNOT allowed to communicate with other users.
No wild-cards are supported. User’s own domain should NOT be included.

6. CUSTOM- list of rules defining custom communication permissions (server processes stanza according
to first matched rule, similar to XEP-0016) in the following format:

rul eSet = rul el;rul e2;rul eX;
rule = order_nunber| policy| U D type[| U D]

order _nunber = any integer;

policy = (allow deny);

UDtype = [jid|ldonain|all];

U D = user JID or domain, for exanple pubsub@est.com if UDtype is ALL then thi

For example:

1] al | ow sel f;
2lallowjid|adm n@est2.com
3lallowjid| pubsub@est.com
4| deny| al | ;

1. nul | -ajavanull if there are no settings for the user.

In case of LI ST and BLACKLI ST filtering options, it's essential to provide list of domains
for the whitelisting/blacklisting. Domai nFi | t er . ALLOWED DOVAI NS LI ST_KEY is a property
key: "allowed-domains-list". The user repository MUST return semicolon separated list of domains:
domai nl. com domai n2. com donmi n3. or g

The filtering is performed by the ti gase. xnpp.inpl. Donai nFilter [https.//github.com/

tigase/tigase-server/tree/master/src/main/javaltigase/xmpp/impl/DomainFilter.java] plugin. Pleaserefer to
source code for more implementation details.

Access Control Lists in Tigase

Tigase offers support for Access Control List (ACL) to allow for fine grained access to administration
commands on the server.

By default, all administration commands are only accessible (visible through service discovery and can be
executed) by the service administrators. Service administrators are existing accountswith JIDs (Bar eJI Ds)
listedintheconfi g. t dsl fileunderadm ns = [] (pleaseseethe section called “admins’ for details).

Additionally, other XM PP users and entities can be assigned permissions to execute a command or com-
mands using Tigase'sACL capabilities.

Thefollowingisalist of possible ACL modifiers for administrator command accessibility:
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e ALL - Everybody can execute the command, even users from different federated servers.

e ADM N - Local server administrators can execute the command, this is a default setting if no ACL is
set for acommand.

o LOCAL - All users with accounts on the local server can execute the command. Users from other, fed-
erated servers will not be able to execute the command.

* NONE - No one will be allowed to execute this command

e DOVAI N_OWNER - Only user which is owner of the domain which items are being manipulated is
alowed to execute the comment. If script is not checking permissions for the manipulated item, this
value will behave in the sasme way as LOCAL.

e DOVAI N_ADM N - Only user which is one of the domain administrators will be able to execute the
command manipulating items related to the domain. If script is not checking permissions for the ma-
nipulated item, this value will behave in the same way as LOCAL.

« exanpl e. com- Only userswith accounts on the selected domain will be ableto execute the command.
It may be useful to setup a domain specifically for admin accounts, and automatically all users within
that domain would be able to run the command.

e user @xanpl e. com- Comma separated list of JIDs of users who can execute the command.

In any case, regardless of ACL settings, any command can be executed and accessed by the designated
service wide administrators, that is accounts listed asadminsintheconf i g. t dsl file.

Multiple ACL modifiers can be combined and applied for any command. This may not always makes
sense. For example ALL supersedes all other settings, so it does not make sense to combine it with any
other modifier. However, most others can be combined with JID to broaden access to specific accounts.

On Tigase server the Access Control List is checked for the first matching modifier. Therefore if you
combine ALL with any other modifier, anybody from a local or remote service will aways be able to
execute the command, no matter what other modifiers are added.

Please note, the ACL listswork on the command framework level. Accessis verified before the command
isactually executed. There might be additional access restrictions within acommand itself. In many cases,
evenif al local usersare permitted to execute acommand (LOCAL modifier), some commandsallow only
to be executed by a domain owner or a domain administrator (and of course by the service-wide admin-
istrators as well). All the commands related to a user management such as adding a new user, removing
a user, password changes, etc... belong to this category. When conducting domain (vhost) management,
creation/registration of a new domain can be done by any local user (if LOCAL ACL modifier is set)
but then all subsequent domain management tasks such as removing the vhost, updating its configuration,
setting SSL certificate can be done by the domain owner or administrator only.

The ACL list is set for a specific Tigase component and a specific command. Therefore the configuration
property must specify all the details. So the general format for configuring ACL for acommand isthis:

comp-id () {
conmands {
-'command-id" =] -'"ACL_nodifier', -"ACL_nodifier', -'ACL_nodifier' -]
-}
}

The breakdown is as such:

e conp-i d isthe Tigase server component ID such as: sess-man, vhost-man, c2s, €tc..
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e commands isastatic text which indicates that the property isfor component’s command settings.

e command- i d isacommand ID for which we set the ACL such as query-dns, http://jabber.org/proto-
col/admin#add-user, user-roster-management, etc...

Here are afew examples:
Allowing local usersto create and manage their own domains

"vhost-man' () {

conmands {
-'conp-repo-itemadd = -'LOCAL'
-'conp-repo-itemrenove’ = -'LOCAL'
-'conp-repo-itemupdate’ = -'LOCAL'
-'ssl-certificate-add" = -'LOCAL'

-}
}

In fact al the commands except item-add can be executed by the domain owner or administrator.
Allowing local usersto execute user management commands;

'sess-man' () {
-' commands' {

-'http://jabber.org/ protocol /adm n#add-user' = -'LOCAL'
-'"http://jabber. org/protocol /adm n#change- user - password' = -'LOCAL'
-'"http://jabber.org/protocol /adni n#del et e-user' = -'LOCAL'
-'"http://jabber.org/ protocol /adm n#get-online-users-list' = -'LOCAL'
-'"http://jabber. org/protocol /adm n#get-regi stered-user-list' = -'LOCAL'
-'"http://jabber. org/protocol /adm n#user-stats' = -'LOCAL'
-'"http://jabber.org/ protocol /adm n#get-online-users-list' = -'LOCAL'

-}
}

As in the previous example, the commands will by executed only by local users who are the specific
domain administrators.

Allowing users from a specific domain to execute query-dns command and some other users for given
JIDs from other domains:

"vhost-man' () {
-' commands' {
-'query-dns' = [ -'tigase.conl, -'adm n@igase.org' , -'frank@xanple.com
-}
}

To be ableto set acorrect ACL property you need to know component names and command 1Ds. Compo-
nent | Ds can be found in the service discovery information on running server or in the server logs during
startup. A command ID can be found in the command script source code. Each script contains a list of
metadata at the very beginning of it's code. One of them is AS: ConmrandI d which is what you have to
use for the ACL setting.

TLS/SSL encryption features configuration

Tigase allows adjusting the most important parameters used when establishing TLS connections - set of
protocols and ciphers that will be used during negotiation of the connection. The single most important is
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har dened- node - it'sthe most general configuration and offers three-step adjustment of the settings -
please see the section called “ hardened-mode” for details. har dened- node can be configured both via
TDSL configurationfile(either onr oot level or for ssl Cont ext Cont ai ner for particular connection
managers) or on VHost level.

If you want to disable certain protocols or ciphers you can use two options: t | s- di sabl ed- pr ot o-
col s and t| s-di sabl ed- ci pher s respectively. They alow, as name suggests, disabling certain
items from default sets. They both takes an array of strings, which ten be removed from the lists.

Let's say you'd like to remove support for SSL, SSLv2 and SSLv3 protocols. You should simply use
following configuraiton: ' t | s- di sabl ed-protocols' = ['SSL', 'SSLv2', 'SSLv3'].
Complete list of protocols depends on particular Java version that you use - please refer to the documen-
tation for details. For example for the default Javall list you can check SSL Context Algorithms [https://
docs.oracle.com/en/javaljavase/11/docs/specs/security/standard-names.htmi#ssl context-al gorithmsg]

tl s-di sabl ed-ci phers follows same format and uses names defined in JSSE Cipher
Suite Names [https://docs.oracle.com/en/javaljavase/11/docs/specs/security/standard-names.html#j sse-
cipher-suite-names]. It s also possible to use regular expressions to quickly eliminate groups of ciphers.

If you want to enable only specific protocols or ciphersirrespective of har dened- node or above dis-
abling optionsyou can use t | s- enabl ed- prot ocol s andt | s- enabl ed- ci pher s - those two
options take arrays as well and they will configure Tigase to use only those protocols or ciphers that are
provided (without support for regular expressions). Therefore if you configure Tigase with ' t | s- en-
abl ed-protocol s’ = [ "'TLSv1.2' ] thenonly TLSv1. 2 will be supported by Tigase.

The last option that you may be interested in adjusting is epheneral - key-size - it
follows Java's configuration capabilities outlined in Customizing Size of Ephemeral Diffie-
Hellman Keys [https://docs.oracle.com/en/javaljavase/11/security/java-secure-socket-extension-jsse-ref-
erence-guide.html#GUID-D9B216E8-3EFC-4882-B76E-17A87D8F2F9D]. Tigase defaults Diffie-Hell-
man keys of 4096 hits.

I mportant

We try to provide the best default set of options therefore it’s recommendable to use defaults
provided by Tigase. If you want to make your extremely secure (considering possible con-
nectivity issues with installations that may be less secure) then you should only adjust har d-
ened- node setting (and switchittostri ct).

Testing hosts TLS capabilities

If you run into issues with TLS connectivity it's helpful to compare if both installations support same
set of protocols and ciphers. One of the most versatile and helpful tools is Mozilla s CipherScan [https://
github.com/mozilla/cipherscan]. For examplefor our installationt i gase. i mresult would look likethis:

$ -./cipherscan ---curves --starttls xnpp --servernane tigase.imtigase. nme: 5222

Target: tigase. nme: 5222

prio ciphersuite pr ot ocol s pfs curv
1 ECDHE- RSA- AES256- GCM SHA384  TLSv1. 2 ECDH, B- 571, 570bits sect
2 ECDHE- RSA- AES256- SHA384 TLSv1. 2 ECDH, B- 571, 570bits sect
3 ECDHE- RSA- AES256- SHA TLSv1, TLSv1. 1, TLSvl.2 ECDH, B-571,570bits sect
4 DHE- RSA- AES256- GCM SHA384 TLSv1. 2 DH, 4096bi t s None
5 DHE- RSA- AES256- SHA256 TLSv1. 2 DH, 4096bi t s None
6 DHE- RSA- AES256- SHA TLSv1, TLSv1. 1, TLSv1l.2 DH, 4096bits None
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7 ECDHE- RSA- AES128- GCCM SHA256  TLSv1. 2 ECDH, B-571, 570bits sect
8 ECDHE- RSA- AES128- SHA256 TLSv1. 2 ECDH, B-571, 570bits sect
9 ECDHE- RSA- AES128- SHA TLSv1, TLSv1.1, TLSv1l.2 ECDH, B-571,570bits sect
10 DHE- RSA- AES128- GCM SHA256 TLSv1. 2 DH, 4096bi t s None
11 DHE- RSA- AES128- SHA256 TLSv1. 2 DH, 4096bi t s None
12 DHE- RSA- AES128- SHA TLSv1, TLSv1.1, TLSv1l.2 DH, 4096bits None

Certificate: trusted, 2048 bits, sha256WthRSAEncryption signature
TLS ticket lifetine hint: None

NPN protocol s: None

OCSP stapling: not supported

Ci pher ordering: client

Curves ordering: client -- fallback: no

Server supports secure renegotiation

Server supported conpression nmethods: NONE

TLS Tol erance: yes

TLS 1.3 compatibility

Due to compatibility issues, TLS 1.3 is currently (version 8.1.x) disabled by default. It can be enabled by
setting property t | s- di sabl e-t1 s13 of ssl Cont ext Cont ai ner beantof al se:

ssl Cont ext Cont ai ner () {
-'tls-disable-tlsl3" = false
}

Database Management

Tigaseis coded to perform with multiple database types and numbers. Owing to it’ s versatile nature, there
are some tools and procedures that may be of use to certain administrators.

Recommended database versions

As of v8.0.0 here are the minimum and recommended versions of databases for use with Tigase:

Database Recommended Version [Minimum Version Additional Information

DerbyDB 10.12.1.1 10.12.11 Included with Tigase
XMPP Server

MySQL 5.7 564 Required to properly

support timestamp stor-
age with millisecond
precision

SQL Server 2014 2012 2012 needed so we can
count use fetch-offset
pagination feature.

PostgreSQL 13.0 94 New UA schemare-
quires at least 9.4; if us-
ing version older than
13 manual installation of
uui d- ossp extension
isrequired (1)
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Database Recommended Version [Minimum Version Additional Information
MongoDB 3.2 3.0
MariaDB ? 10.0.12 Basic features works

with 10.0.12-MariaDB
Homebrew, but is not
fully tested.

Note

(1) For PostgreSQL version older than 13.0 manual installation of uui d- ossp by the superuser
to the created database is required:

CREATE EXTENSI ON | F NOT EXI STS -"uui d- ossp";

Although Tigase may support other versions of databases, these are the ones we are most familiar with in
offering support and advice. Use of databases outside these guidelines may result in unforeseen errors.

Database Watchdog

It is possible to have Tigase test availability and existence of database periodically only when db connec-
tions are idle. By default this ping is sent once every 60 minutes to each connected repository. However
this can be overridden as a part of the dataSource property:

dat aSour ce {

default () {
uri = -
-}
-'test' () {
uri = -0
- ' wat chdog-frequency' = -'PT30M
-}

}
This setting changes frequency to 30 minutes.

dat aSour ce {
default () {
uri = -
-}
- ' wat chdog-frequency' = -'PT15M
}

This one changes to 15 minutes.

Note

see the section called “Period / Duration values’ for format details

Using modified database schema

If you are using Tigase XMPP Server with modified schema (changed procedures or tables) and you
do not want Tigase XMPP Server to maintain it and automatically upgrade, you can disable schema-
managenent for any data source. If schema- managenent isdisable for particular data source then
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Tigase XMPP Server will not update or modify database schemain any way. Moreover it will not check
if schemaversion is correct or not.

Disabling schena- managenent for def aul t data source.

dat aSour ce {

default () {
uri = -'...
-' schema- managenent' = fal se

-}

Warning

If schema- managenent isdisabled, thenitisadministrator responsibility to maintain database
schema and update it if needed (ie. if Tigase XMPP Server schema was changed).

Schema files maintenance

This document describes schema files layout and assumptions about it. In addition it describes how and
when it should be updated.

Assumptions

Following assumptions are in place:

» All schemafilesareloadable multipletimes- thisisby far most important assumptionsandit’sallow to

Checks

get away without explicit and detailed checking of loaded version (it’s already handled on the schema
level as of version 8.0.0)

Required schemaversion is calculated from the component version (which is set in the project config-
uration file - usually pom xm , but it's possible to override it in code via annotations - please see De-
veloper Guild in Server documentation for details)

we will maintain "3 versions schema files', i.e. in the distribution package we will provide schema
versions for the current _ver si on and two major versions behind (and all maintenance version
schemafiles) - thiswill allow quick upgrade even from rather older versions

SNAPSHOT versions will print alog entry indicating that there may have been changes in schema and
it'srecommended to run the upgrade (we are aiming at frequent rel eases thus mandatory schemaversion
check will be done only with final version)

We will check:

« if it'spossibleto upgrade the schema (based on the current schemaversion in the database and available

SQL filesand their respective versions - if );

« if it'srequired to upgrade the schema during server startup (until 7.1.x [inclusive] it was done only for

tigase-server, will be done by all components)

« if it'srequired to upgrade the schema during run of upgr ade- schems) (if schemais aready in the

latest required version, executing all SQL filesis not required hence speeding up upgrade)
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» During startup of SNAPSHOT version, even if the schema version match, a prompt to re-run up-
gr ade- schema will beprintedinthel ogs/ ti gase- consol e. | og

Schema files layout

Filename layout
Basic schema filename layout consists of 3 basic parts:

» name of relationa database management system (RDBMS) for which it's intended (e.g. der by,
mysql , post gresql , sql server);

* name of the Tigase component for which it’s intended;
* version of the schemafile.

For each component and versionit’ s possible (but not mandatory) to split all database related functionality
into multiple files but it’s essential that they would be linked/included in the base file for particular data-
base/component/version file. This allows separating Stored Procedures (- sp), base schema (- scherma)
and setting properties (- pr ops). In principle the filename pattern looks as follows

<RDBM5_nane>- <t i gase_conponent >- schema- <ver si on>[ - <sub_schena>] . sql
For example schemafile for version 7.0.0 of Tigase Server for Derby looks as follow:
der by-server-schenma-7. 0. 0- schena. sql

Files structure

As mentioned before, we should support all versions matching ol d- st abl e, st abl e and mast er,
which trandates to two main versions behind current-version, that is version: current-version - 2). This
resultsin having 3 versions of the schemain therepository at any giventime (two of them being " upgrades"
to the oldest, base schema):

e current-versi on mnus2: base schema

e current-version minus1: all changesfrom current - ver si on minus2to current-ver -
si on minus1

e current-version:al changesfromcurrent - versi on mnusltocurrent-version

Note

current-ver si on MUST always match version of the component (defined in pom.xml).

Note

It's possible to have multiple files within version (related to smaller, maintenance upgrade) as
the Schemal_oader would collect al files which version fallswithin range and .

For example with the release of version 8.0.0 thiswill translate to following versions:
e 7. 0. 0: base schema

e 7.1.0:4dlchangesfrom7.0.0to7.1.0
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e 8.0.0:4dlchangesfrom7.1.0t08.0.0
Note

All schemafiles must be stored under sr ¢/ nai n/ dat abase/

Handling of changes in the schema
There are two main workflows defined
During release of the version

Aswekeep at the most only 3 versions of the schema, after rel ease of the version we need to adjust (flatten)
thefilesto maintain structure defined in Files structure (it may happen, that there wouldn’t be any changes
in the schema for particular version which will result in relatively empty cur r ent - ver si on schema
file — only setting current version for component with set Ver si on(' conponent', ' <current -
versi on></current-version>'); ).

For example we are about to release version 8. 0. 0. Thisresultsin the following versions of the schema
(in the example for the server) in the repository:

» <dat abase>-server-schema-7. 0. 0. sql : base schema
e <dat abase>-server-schena-7. 1. 0. sql : including changesfor 7. 1. 0

» <dat abase>-server-schema- 8. 0. 0. sql : including changesfor 8. 0. 0
Note

It's possible that there will be maintenance versions in the list as
well, eg.. <database>-server-schena-7.1.1.sql and <database>-serv-
er-schema-7. 1. 2. sql

After the release we specify the version of the next release in pom.xml (for example 8. 1. 0 and the same
versionwill bethecur r ent - ver si on making the oldest availableversion 7. 1. 0. Because of that we
MUST incorporate all thechangesin7. 1. 0 onto 7. 0. O creating hew basefilewithversion7. 1. 0,i.e.

» <dat abase>-server-schema-7. 1. 0. sql : base schema
e <dat abase>-server-schena- 8. 0. 0. sql : including changesfor 8. 0. 0
» <dat abase>-server-schema- 8. 1. 0. sql : including changesfor 8. 1. 0

Maintenance releases

Following cases will be discussed with solid-version examples. Comments will be provided in-line Fol-
lowing assumptions are made:

* Version succession: 5.1.0,5.2.0,7.0.0,7.1.0,8.0.0
» Versions mapping: mast er (8. 0. 0), st abl e (7. 1. 0), ol d- st abl e (7. 0. 0):
» schemafilesin ol d- st abl e branch
» 5.1.0 (base)

e 5.2.0 (upgrade)
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e 7.0.0 (upgrade)

» schemafilesin st abl e branch
e 5.2.0 (base)
e 7.0.0 (upgrade)
e 7.1.0 (upgrade)

» schemafilesin mast er branch
¢ 7.0.0 (base)
e 7.1.0 (upgrade)

 8.0.0 (upgrade)

Making a change in ol d- st abl e (and st abl e)
If we made a schemachangein ol d- st abl e version (and it’s branch) we must:
 create anew file with upgraded version number;
* propagate the changeto the st abl e and mast er branch.
Repository changes:
» schemafilesin ol d- st abl e branch
* 5.1.0 (base)
e 5.2.0 (upgrade)
e 7.0.0 (upgrade)
» 7.0.1 (upgrade) _ making achange here resultsin the schema version being bumped to 7.0.1
» schemafilesin st abl e branch
+ 5.2.0 (base)
e 7.0.0 (upgrade)
* 7.0.1 (upgrade) _ we must port the change here
e 7.1.0 (upgrade)
» schemafilesin mast er branch
+ 7.0.0 (base)
» 7.0.1 (upgrade) _ we must port the change here
e 7.1.0 (upgrade)

¢ 8.0.0 (upgrade)
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Making a change in mast er

If we made aschemachangein mast er version wedon't propagate the changetothest abl e and ol d-
st abl e branch.

» schemafilesinol d- st abl e branch
+ 5.1.0 (base)
e 5.2.0 (upgrade)
e 7.0.0 (upgrade)

» schemafilesin st abl e branch
» 5.2.0 (base)
e 7.0.0 (upgrade)
e 7.1.0 (upgrade)

» schemafilesin mast er branch
* 7.0.0 (base)
e 7.1.0 (upgrade)

» 8.0.0 (upgrade) _ we make the change here, as this is the development version schema version
remains the same.

Implementation details

In-file control
There are two main control instructions (intended for SchermalLoader ):

 denoting Querieswith - - QUERY START: and-- QUERY END: - each must be placed in own,
separate file with the query being enclosed by the two of them, for example:

-- QUERY START:
call TigPut DBProperty(' schema-version', -'5.1");
-- QUERY END:

» sourcing other filewith-- LOAD FILE: <path to .sql fil e> - pathmustbeonthesame
line, following control instruction, for example:

-- LOAD FI LE: dat abase/ mysql - server-schenma-7.0. 0-schena. sql

Storing version in the database

Each repository will have atableti g_schema_ver si ons with the information about al installed
components and it’s versions in that particular repository. There will be an associated stored procedure
to obtain and set version:

o table:

ti g_schema_versions (
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component var char (100) NOT NULL,
versi on varchar (100) NOT NULL,
| ast _update timestanp NOT NULL,
pri mary key (conponent)

);

 stored proceduresget / set Ver si on(‘ conponent’ , "' version');

It will be stored and maintained in the file named <RDBMS nane>- commbn- schena-
<ver si on>. sql

Database Preparation

Schem

Tigase uses generally the same database schema and the same set of stored procedures and functions on
every database. However, the schema creation scripts and code for stored procedures is different for each
database. Therefore the manual process to prepare database is different for each database system.

Starting with v8.0.0, most of the database tasks have been automated and can be called using simpletext, or
using interactive question and answer style. We DO NOT RECOM M END going through manual opera-
tion, however we have kept manual activation of different databasesto the Appendix. If you are interested
in how we manage and update our database schemas, you may visit the the section called “ Schema files
maintenance” section of our Redmine installation for more detailed information.

e The DBSchemal oader Utility

* Hashed User Passwords in Database
» Support for MongoDB

Appendix entries

* Manual installtion for MySQL

e Manual installtion for Derby

Manual installtion for SQL Server

e Manual installtion for PostGRESQL
a Utility

With the release of v8.0.0 calling the Tigase dbSchemal oader utility now can be done using tasks in-
stead of calling the specific method. Support for Derby, MySQL, PostgreSQL, MSSQL, and MongoDB
isavailable.

In order to use this utility with any of the databases, you will need to first have the database environment
up and running, and have established user credentials. Y ou may use root or an account with administrator
write privileges.

Operation & Variables

Operation

Operating the schema utility is quite easy! To useit run this command from the installation directory:

.Iscripts/tigase.sh [task] [parans_file.conf] [options]
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Operations are now converted to tasks, of which there are now three: i nstal | - schenm, up-
gr ade- schem, and dest r oy- schena.

» upgr ade- schema: Upgrade the schema of the database specified in your conf i g. t dsl configu-
ration file. (options are ignored for this option)

* install -schena: Install aschemato database.
» dest r oy- schenm: Destroy database and schemas. DANGEROUS
Options
Use the following options to customize. Optionsin bold are required, { potential options are in brackets}:
* - -hel p Printsthe help for the task.
e -]l or--interacti ve - enablesinteractive mode which will prompt for parameters not defined.
e -Tor--dbType - database type { derby, mongodb, mysql, postgresql, sqlserver}.
» -Cor--conponent s - Allows the specification of components for use when installing a schema.
Usage
upgrade-schema

This task will locate any schema versions above your current one, and will install them to the database
configured intheconf i g. t dsl file.

Note

Tousethisutility, you must have Tigase XM PP server fully setup with aconfigured configuration
file.

./scripts/tigase.sh upgrade-schema etc/tigase. conf

Windows users will need to run the command using the following command:

java --cp -"jars/*" tigase.db.util.SchemaManager -"upgrade-schema" ---config-file=
install-schema

Thistask will install a schema using the parameters provided.

If you are setting up a server manually, we HIGHLY recommend using this method

./scripts/tigase.sh install-schena [ Options]

This command will install tigase using a Derby database on one named t i gasedb hosted on | ocal -
host . The username and password editing the database ist i gase_pass and r oot . Note that - J ex-
plicitly adds the administrator, thisis highly recommended with the - N passing the password.

If you are using awindows system, you need to call the program directly:
java --cp -"jars/*" tigase.db.util.SchenaManager -"install-schema" [options]
Options

Options for schemainstallation are as follows, required options arein bold
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- - hel p, Outputs the help.

-1,--interactive - enables interactive mode, which will result in prompting for any missing
parameters.

-C, --conponents= - list of enabled components identifiers (+/-), possible values. [anp,
bosh, c2s, event bus, ext-di sco, http, mdns, nessage- ar chi ve, noni tor, nuc,
pubsub, push, s2s, socks5, test, unified-archive, upload, ws2s] (default:
amp,bosh,c2s,eventbus, http,message-archive,monitor,muc,pubsub,s2s,ws2s). Thisisrequired for cer-
tain components like socksb.

-T, --dbType= - database server type, possible values are: [der by, nongodb, nysql , post -
gresql,sql server] (required)

- D, - - dbNane= - name of the database that will be created (by default itist i gasedb). (required)
- H, - - dbHost name= - address of the database instance (by default itis| ocal host ). (required)

- U, - - dbUser = - name of the user that will be created specifically to access Tigase XMPP Server
database (default ist i gase_user). (required)

- P, - - dbPass= - password of the user that will be created specifically to access Tigase XM PP Server
database (default ist i gase_pass). (required)

-R, --root User = - database root account username used to create user and database (default is
r oot ). (required)

- A --root Pass= - database root account password used to create user and database (default is
r oot ). (required)

- S, --useSSL - enable SSL support for database connection (if the database supports it) (default is
false).

-F,--fil e=-commaseparated list of SQL filesthat will be processed.

- Q - - quer y= - custom queries to be executed, see the section called “ Query function” for details.
-L,--1ogLevel =-logger level used during loading process (default is CONFI G).

-J,--adm nJI D= - comma separated list of administrator JID(S).

- N, - -adm nJI Dpass= - password that will be used for the entered JID(s) - one password for all
configured JIDs.

- - get URI = - generate database URI (default isf al se).

--ignoreM ssi ngFi | es=-forceignoring missing files errors (default isf al se).

Query function

Should you decide to customize your own functions, or have specific information you want to put into the
database, you can use the -query function to perform a single query step.

./scripts/tigase.sh install-schema --T nysql --D tigasedb --R root --A

Of course this would break the schema for tigasedb by adding an unexpected table, you will receive the
following message:
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ti gase. db. util.DBSchemalLoader printlnfo WARNI NG Dat abase sche

But thisis ademonstration how you may run a query through the database without the need to use another
tool. Note that you will need to select the specific database for each query.

destroy-schema

Thiswill destroy the database specified in the configuration file.

Warning
THISACTION ISNOT REVERSIBLE
./scripts/tigase.sh destroy-schema etc/config.tdsl
Only use thisif you wish to destroy a database and not have the information recoverable.
Windows users will need to call the method directly:
java --cp -"jars/*" tigase.db.util.SchenaManager -"destroy-schema" etc/config.tdsl
A note about MySQL
If you are using these commands, you may result in the following error:
tigase.util.DBSchemalLoader val i dat eDBConnecti on WARNI NG Tabl e -'perfor
If this occurs, you will need to upgrade your version of MySQL using the following command:
nysgl upgrade --u root --p ---force

After entering the password and upgrading MySQL the schemaerror should no longer show when working
with Tigase databases.

Prepare the MySQL Database for the Tigase Server
This guide describes how to prepare MySQL database for connecting Tigase server.

The MySQL database can be prepared in many ways. Most Linux distributions contain tools which allow
you to go through all steps from the shell command line. To make sure it works on all platformsin the
same way, we will first show how to do it under MySQL command line client.

Configuring from MySQL command line tool

Run the MySQL command line client in either Linux or MS Windows environment and enter following
instructions from the Tigase installation directory:

nmysqgl --u root --p
Once logged in, create the database for the Tigase server:
nysqgl > create database tigasedb;

Addthet i gase_user user and grant him accessto thet i gasedb database. Depending on how you
plan to connect to the database (locally or over the network) use one of following commands or all if you
are not sure:

» Grant accessto tigase _user connecting from any network address.
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mysqgl > GRANT ALL ON tigasedb.* TO tigase_user@%
| DENTI FI ED BY -'tigase_passwd';

» Grant accessto tigase_user connecting from localhost.

mysqgl > GRANT ALL ON tigasedb.* TO tigase user @I ocal host'
| DENTI FI ED BY -'tigase_passwd';

» Grant accessto tigase _user connecting from local machine only.

mysqgl > GRANT ALL ON tigasedb.* TO tigase_user
| DENTI FI ED BY -'tigase_passwd';

And now you can update user permission changes in the database:

nysql > FLUSH PRI VI LEGES;

I mportant

It's essentiad to enable log bin trust function creators [https://dev.mysgl.com/doc/ref-
man/8.0/en/replication-options-binary-log.html#sysvar log bin_trust function creators] option
in MySQL server, for example by running:

nysqgl > SET GLOBAL | og_bin_trust_function_creators = 1;
Installing Schemas

Starting with v8.0.0 the Schemas are no longer linked, and will need to manually be installed in the fol-
lowing order.

Switch to the database you have created:

nysgl > use tigasedb;
Note

We are assuming you run the mysqgl client in Linux from the Tigase installation directory, so all
filelinkswill be relative.

Next install the schemafiles:
nysgl > source dat abase/ nysql - conmon-0. 0. 1. sql ;
Y ou will need to repeat this process for the following files:

nysql - conmon- 0. 0. 1. sql
nysql - conmon- 0. 0. 2. sql
nysql -server-7.0. 0. sql
nysql -server-7.1. 0. sql
nysql -server-8. 0. 0. sql
nysql - muc- 3. 0. 0. sql

nysql - pubsub- 3. 1. 0. sql
nysql - pubsub- 3. 2. 0. sql
nysql - pubsub- 4. 0. 0. sql
nysql - htt p-api - 2. 0. 0. sql
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Other components may require installation such as:

nysql - socks5-2. 0. 0. sql

nysql - push-1. 0. 0. sql

nysql - message- ar chi vi ng- 2. 0. 0. sql

nysql - uni fi ed-archive-2.0.0. sql
Windows instructions:

On Windows you have probably to enter the full path, assuming Tigase is installed in C:\Program Files
\Tigase:

nysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - conmon-0. 0. 1. sql ;
nysqgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql - conmon- 0. 0. 2. sql ;
nysgl > source c:/Program Fil es/ Ti gase/ dat abase/ nysql -server-7.0.0. sql;
and so on...

Configuring From the Linux Shell Command Line
Follow steps below to prepare the MySQL database:
Create the database space for the Tigase server:
nysgl admn --p create tigasedb

Addtheti gase user user and grant access to the tigasedb database. Depending on how you plan to
connect to the database (localy or over the network) use one of following commands or al if you are
not sure:

Selective access configuration
Grant access to tigase_user connecting from any network address.

echo -"GRANT ALL ON tigasedb.* TO tigase user@% \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| nysql --u root --pdbpass nysdl

Grant access to tigase_user connecting from localhost.

echo -"GRANT ALL ON tigasedb.* TO tigase _user @Il ocal host' \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| nysql --u root --pdbpass nysdl

Grant access to tigase_user connecting from local machine only.

echo -"GRANT ALL ON tigasedb.* TO tigase_user \
| DENTI FI ED BY -'tigase_passwd'; \
FLUSH PRI VI LEGES; " -| nysql --u root --pdbpass nysdl

Schema Installation
L oad the proper mysgl schemas into the database.

nysqgl --u dbuser --p tigasedb < nysql - cormon-0. 0. 1. sql
nysqgl --u dbuser --p tigasedb < nysql - cormon-0. 0. 2. sql
etc..

Y ou will need to repeat this process for the following files:
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nysgl - conmon- 0. 0. 1. sql
nysgl - conmon- 0. 0. 2. sql
nysgl -server-7.0.0. sql
nysqgl -server-7.1.0. sql
nysgl - server-8. 0. 0. sql
nysqgl - muc- 3. 0. 0. sql

nysqgl - pubsub-3. 1. 0. sql
nysqgl - pubsub- 3. 2. 0. sql
nysqgl - pubsub-4. 0. 0. sql
nysqgl - htt p-api - 2. 0. 0. sql

Other components may require installation such as:

nmysqgl - socks5-2. 0. 0. sql

nysql - push-1. 0. 0. sql

nmysqgl - message- ar chi vi ng- 2. 0. 0. sql
nmysql - uni fi ed-archive-2.0.0. sql

Configuring MySQL for UTF-8 Support
In my.conf put following lines:

[nysql]
def aul t - char act er - SET=ut f 8

[client]
def aul t - char act er - SET=ut f 8

[ nysql d]

init_connect="SET collation_connection = utf8 general ci; SET NAMES utf8;
character-set-server=utf8

def aul t - character- SET=ut f 8

col l ati on-server=utf8 general ci

ski p- character-set-client-handshake

Then connect to the database from the command line shell check settings:

SHOW VARI ABLES LI KE -' character_set dat abase’;
SHOW VARI ABLES LIKE -'character_set _client';

If any of these shows something el se then 'utf8' then you need to fix it using the command:
ALTER DATABASE ti gasedb DEFAULT CHARACTER SET utf 8;

You can now also test your database installation if it accepts UTF-8 data. The easiest way to ensure this
isto just to create an account with UTF-8 characters:

call Ti gAddUser Pl ai nPwW( ' #6#w@one. domai n. com , -' #0#wW ) ;
And then check that the account has been created:
SELECT * FROM tig _users WHERE user _id = -'#6#w@ome. domai n. com ;

If the last command gives you no results it means there is still something wrong with your settings. You
might also want to check your shell settings to make sure your command line shell supports UTF-8 char-
acters and passes them correctly to MySQL :
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export LANG=en_US. UTF- 8
export LOCALE=UTF-8
export LESSCHARSET='utf-8'

It seems that MySQL 5.0x aso needs extra parameters in the connection string:
'& useUni code=trueg& characterEncoding=UTF-8 while MySQL 5.1.x seems to not need it but it doesn’'t
hurt to have it for both versions. You haveto edit et ¢/ confi g. t dsl file and append this to the data-
base connection string.

For MySQL 5.1.x, however, you need to also update code for all database stored procedures and functions
used by the Tigase. They are updated for Tigase version 4.4.x and up, however if you use an older version
of the Tigase server, you can reload stored procedures using the file from SVN.

Other MySQL Settings Worth Considering

There are a number of other useful options, especially for performance improvements. Please note, you
will have to review them as some of them may impact data reliability and are useful for performance or
load tests installations only.

# I nnoDB seens to be a better choice
# so lets make it a default DB engine
def aul t - st orage- engi ne = i nnodb

Some the general MySQL settings which mainly affect performance:

key buffer = 64M
max_al | oned_packet = 32M
sort_buffer_size = 64M

net _buffer_length = 64K
read_buffer_size = 16M
read_rnd_buffer_size = 16M
t hread_stack = 192K

t hread_cache_si ze 8
qguery_cache_limt 10M
guery_cache_size = 64M

InnoDB specific settings:

# Keep data in a separate file for each table

i nnodb_file_per_table =1

# Al'locate nenory for data buffers

i nnodb_buf fer_pool _size = 1000M

i nnodb_addi ti onal _nem pool _size = 100M

# A location of the MySQL dat abase

i nnodb_data_honme_dir = -/hone/ dat abases/ mysql/

i nnodb_| og_group_home_dir = -/home/ dat abases/ nmysql/
# The main thing here is the -'autoextend property
# without it your data file may reach maxi num si ze and
# no nore records can be added to the table.

i nnodb_data_file_path = i bdatal: 10M aut oext end

i nnodb_| og_file_size = 10M

i nnodb_| og_buffer_size = 32M

# Some ot her performance affecting settings

i nnodb_flush_log at _trx_commt = 2

i nnodb_| ock_wait _tineout = 50
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i nnodb_t hread_concurrency = 16

These settings may not be fully optimized for your system, and have been only tested on our systems. If
you have found better settings for your systems, feel free to let us know [http://tigase.net/contact].

Support for emoji and other icons

Tigase Database Schema can support emojis and other icons, however by using UTF-8inmysql d settings
will not allow this. To employ settings to support emojis and other icons, we recommend you use the
following in your MySQL configuration file:

[ nysql d]

character-set-server = utf8nb4

col I ation-server = utf8nb4_bin
character-set-client-handshake = FALSE

Doing this, Tigase XMPP Server Database will till use ut f 8 character set, with ut f 8_gener al _ci
as collation, and only fields which require support for emojis will be converted to ut f 8nb4.

Note

If for some reason, with above settings applied to your MySQL instance, you still receive
j ava. sqgl . SQLException: Incorrect string value: ~ you should add to
your database URI passed in Tigase XMPP Server follow ng config-
uration "~ &useUni code=t rue&char act er Encodi ng=UTF- 8. If even this fails too,

then you may try adding & onnecti onCol | ati on=ut f 8nb4_bi n as alast resort. This
changes situation from previous versions that shipped older MySQL JDBC connector.

Note

Tigase XM PP Server databases should be created withut f 8 _gener al _ci collation asit will
work properly and is fastest from ut f 8mb4_gener al _ci collations supported by MySQL

Prepare the Derby Database for the Tigase Server
This guide describes how to prepare Derby database for connecting the Tigase server.
Basic Setup
Preparation of Derby database is quite simple, but the following assumptions are made
 Der byDB - Derby database name
» dat abase/ directory contains all necessary schemafiles
e jars/ andli bs/ directories contains Tigase and Derby binaries
General Approach
From the main Tigase directory execute following commands (Linux and Windows accordingly)
Note
Y ou must use these sql files on order FIRST!

Linux
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java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB; create=true” --cp |ibs/der
Windows
java --Dij.protocol =jdbc: derby: --Dij.database="DerbyDB; create=true” --cp |ibs\der

Thiswill create Derby database named DerbyDB in the main Tigase directory and load common version
for common v0.1.

Y ou will need to repeat this process again in for following order:

der by- cormon-0. 0. 1. sql
der by- common- 0. 0. 2. sql
der by-server-7.0.0. sql
der by-server-7. 1. 0. sql
der by-server-8.0. 0. sql
der by-muc- 3. 0. 0. sql

der by- pubsub-3. 1. 0. sq
der by- pubsub- 3. 2. 0. sql
der by- pubsub-4. 0. 0. sql
der by- http-api-2.0.0.sq

Other components may require installation such as:

der by- socks5-2. 0. 0. sql
der by- push-1. 0. 0. sql
der by-uni fi ed-archi ve-2. 0. 0. sql

Connecting Tigase to database

Once the database is setup, configure the confi g. t dsl filein Tigase and add the following configu-
ration:

dat aSource {
default () {
uri = -'jdbc:derby:{location of derby database};"’
-}
}

Prepare the MS SQL Server Database for the Tigase Server

This guide describes how to prepare the MS SQL Server database for connecting the Tigase server to it.

It's expected that a working installation of Microsoft SQL Server is present. The following guide will
describe the necessary configurations required for using MS SQL Server with Tigase XMPP Server.

Preparing MS SQL Server Instance

After installation of MS SQL Server an instance needs to be configure to handle incoming JDBC connec-
tions. For that purposeit’ s required to open SQL Server Configuration Manager. In the left-hand side pan-
el navigate to SQL Server Configuration Manager, then SQL Server Network Configuration # Protocols
for ${INSTANCE_NAME}. After selecting instance in the right-hand side panel select TCP/IP and open
Properties, in the Protocol tab in General section select Y esfor Enabled property. In the IP Addresses tab
select Yesfor Active and Enabled properties of all P Addresses that you want MS SQL Server to handle.
Subsequently set the TCP Port property (if missing) to the default value - 1433. A restart of the instance
may be required afterwards.
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Configuration using MS SQL Server Management Studio

In order to prepare the database you can use either awizard or execute queriesdirectly inthe Query Editor.
Firstly you need to establish a connection to the MS SQL Server instance. From Object Explorer select
Connect and in the Connect to Server dialog enter administrator credentials.

Using Wizards
» Create Login

In the left-hand side panel select Security _ Logins and from context menu choose New Login, in the
Wizard window enter desired Login name, select SQL Server authentication and enter desired password
subsequently confirming action with OK

» Create Database

From the Object Explorer select Databases node and from context menu select New Database; in the
Wizard window enter desired Database name and enter previously created Login nameinto Owner field;
subsequently confirming action with OK.

Using Queries

From the Object Explorer root node’s context menu select New Query. In the Query windows execute
following statements adjusting details to your liking:

USE [ mast er]
GO

CREATE DATABASE [ti gasedb];
co)

CREATE LOA N [tigase] WTH PASSWORD=N ti gasel2', DEFAULT_DATABASE=[ti gasedb]
(€O

ALTER AUTHORI ZATI ON ON DATABASE: : ti gasedb TO ti gase;
co)

Import Schema
From the File menu Select Open _ File (or use Ctrl+O) and then open following files:

sql server-conmon-0. 0. 1. sql
sql server-conmon- 0. 0. 2. sql
sql server-server-7.0.0. sql
sql server-server-7.1.0.sql
sql server-server-8.0.0. sql
sql server-nmuc-3. 0. 0. sql

sql server - pubsub-3. 1. 0. sql
sql server - pubsub- 3. 2. 0. sql
sql server - pubsub-4. 0. 0. sql
sql server-http-api-2.0.0.sql

Note

These files must be done sequentially! They are not linked, and so may need to be done one at
atime.
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Other components may require installation such as:

sql server-socks5-2.0. 0. sql

sql server-push-1.0. 0. sql

sql server - nmessage- ar chi vi ng- 2. 0. 0. sql
sql server-unified-archive-2.0.0. sql

Subsequently select created database from thelist of Available Databases (Ctrl+U) available on the tool bar
and execute each of the opened filesin the order listed above.

Configuring from command line tool

Creation of the database and import of schema can be done from command line as well. In order to do
that, execute following commands from the directory where Tigase XMPP Server is installed otherwise
paths to the schema need to be adjusted accordingly:

sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% -- Q - " CREATE DATABASE [ %a
sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --Q -"CREATE LOG N [ Yuser ¥
sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --d %lat abase% --Q -"ALTER

sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --d %lat abase% --i dat abas
sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --d %lat abase% --i dat abas
sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --d %lat abase% --i dat abas
sglcmd --S Y%ervername% --U % oot _user% --P % oot _pass% --d %lat abase% --i dat abas

Above can be automatized with provided script %ctigase-server%o\scripts\db-create-sql server.cmd (note: it
needs to be executed from main Tigase XMPP Server directory due to maintain correct paths):

$ scripts\db-create-sql server.cnmd %lat abase_server nane% %lat abase_nane% % i gase_us
If no parameters are provided then the following defaults are used:

%dat abase_server nane%-l ocal host
%lat abase_name%-t i gasedb

% i gase_user nane%-t i gase

% i gase_passwor d%t i gasel?

% oot _user name%-r oot

% oot _passwor d%-r oot

Tigase configuration - config.tdsl
Configuration of the MS SQL Server follows general database convention.

dat aSour ce {
default () {
uri = -"jdbc:[jtds:]sql server://db_hostnane: port[; property=val ]

-}
}

where any number of additional parameters can (and should) consist of:
» dat abaseNamne - name of the database

e user - username configured to access database

e passwor d - password for the above username

» schenm - name of the database schema
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e | ast Updat eCount - ‘'false’ value causes all update counts to be returned, including those returned
by server triggers

Example:

dat aSour ce {
default () {
uri = -'jdbc:sqgl server://hostnane: 1433; dat abaseNane=t i gasedb; user=ti gase; p

-}
}

JDBC: JTDS vs MS JDBC driver

Tigase XMPP Server supports two JDBC drivers intended to be used with Microsoft SQL Server - one
created and provided by Microsoft itself and the alternativeimplementation - j TDS. Tigaseis shipped with
thelatter in the distribution packages. Starting with theversion 7.1.0 werecommend using jDTSdriver that
is shipped with Tigase as JDBC driver created by Microsoft can cause problems with some components
in cluster installations. MS driver can be downloaded form the website: JDBC Drivers 4.0, 4.1 for SQL
Server [http://www.microsoft.com/en-us/downl oad/detail s.aspx?displaylang=en& id=11774] then unpack
the archive. Copy sgljdbc_4.0/enu/sgljdbc4.jar file to ${ tigase-server} /jars directory.

Depending on the driver used ur i needs to be configured accordingly.
» Microsoft driver:

dat aSour ce {
default () {
uri = -'"jdbc:sqlserver://..."'

-}
}

» jDTSdriver

dat aSour ce {
default () {
uri = -"jdbc:jdts://..."
-}
}

Prepare the PostgreSQL Database for the Tigase Server

This guide describes how to prepare PostgreSQL database for connecting to Tigase server.

The PostgreSQL database can be prepared in many ways. Below are presented two possible ways. The
following assumptions apply to both methods:

* adm n_db_user - database user with admin rights
» tigase_user - database user for Tigase
» ti gasedb - database for Tigase
Configuring from PostgreSQL Command Line Tool
Run the PostgreSQL command line client and enter following instructions:

Addtheti gase_user:
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psql =# create role tigase user with |ogin password -'tigasel23';
Next, Create the database for the Tigase server witht i gase_user asowner of database:
psql =# create dat abase tigasedb owner tigase_user;

Schema Installation

L oad database schemato initialize the Tigase server from thefile that correspondsto the version of Tigase
you want to use. First you need to switchtot i gasedb.

psql =# \connect tigasedb

Begin by applying the basic Schema

psql =# \i dat abase/ post gresql - cormon-0. 0. 1. sql
Continue by adding the schemafiles listed below:

post gresql - conmon- 0. 0. 1. sql
post gresql - conmon- 0. 0. 2. sql
post gresql -server-7.0. 0. sql
post gresql -server-7.1. 0. sql
post gresql -server-8. 0. 0. sql
post gresql - muc- 3. 0. 0. sql
post gresql - pubsub- 3. 1. 0. sql
post gresql - pubsub- 3. 2. 0. sql

post gresql - pubsub- 4. 0. 0. sql
post gresql - htt p-api-2.0.0. sql

Other components may require installation such as:
post gresql - socks5-2. 0. 0. sql
post gr esql - push-1. 0. 0. sql
post gr esql - message- ar chi vi ng- 2. 0. 0. sql
post gresql - uni fi ed-archi ve-2.0.0. sql
Configuring From the Linux Shell Command Line
Follow steps below to prepare the PostgreSQL database:
First, add thet i gase_user:
createuser --U admn_db user --W--D --R --S --P tigase_user
Y ou will be asked for credentials for admin_db_user and password for new database user.
Create the database for the Tigase server with tigase _user as owner of database:
createdb --U adm n_db user --W--0O tigase_user tigasedb
Database Schema Installation

Load database schema to initialize the Tigase server

psql --q --Utigase_user --Wtigasedb --f database/ postgresql -comon-0. 0. 1. sql
psql --q --Utigase_user --Wtigasedb --f database/ postgresql -comon-0. 0. 2. sql
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etc..
Continue by adding the schema files listed below:

post gresqgl - conmon- 0. 0. 1. sql
post gresqgl - conmon- 0. 0. 2. sql
post gresql -server-7.0. 0. sql
post gresql -server-7. 1. 0. sql
post gresql -server-8. 0. 0. sql
post gresgl - muc- 3. 0. 0. sql

post gresqgl - pubsub-3. 1. 0. sq
post gr esqgl - pubsub- 3. 2. 0. sql
post gr esql - pubsub-4. 0. 0. sql
post gresql - htt p-api-2.0.0. sq

Other components may require installation such as:

post gresql - socks5-2. 0. 0. sql

post gresql - push-1. 0. 0. sql

post gr esql - nessage- ar chi vi ng- 2. 0. 0. sql
post gresql -uni fi ed-archive-2.0.0. sql

Note

The above commands should be executed from the main Tigase directory. The initiaization
schema file should be also available locally in database/ directory of your Tigase installation.

Preparing Tigase for MongoDB

Tigase now supports MongoDB for auth, settings, and storage repositories. If you wish to use MongoDB
for Tigase, please use this guide to help you.

Dependencies

Torun Tigase MongoDB support library requiresdriversfor MongoDB for Javawhich can be downloaded
from here [https://github.com/mongodb/mongo-java-driver/releases]. This driver needs to be placed in
j ar s/ directory located in Tigase XM PP Server installation directory. If you are using a dist-max distri-
bution, it is aready included.

Configuration

Note that fresh installations of MongoDB do not come with users or databases installed. Once you have
setup MongoDB you will need to create a user to be used with Tigase. To do this, bring up the mongo
console by running mongo.exe in a cmd window for windows, or run mongo in linux. Once connected,
enter then following:

use admin
db. createUser ( { user: -"tigase",
pwd: -"password",
custonData: { enployeeld: 12345 -},
roles: [ -"root" -]
-}
-)

Besureto givethisuser ar oot rolein order to properly write to the database. Once you receiveauser
successful |y creat ed message, you are ready to install tigase on MongoDB.
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Configuration of user repository for Tigase XMPP Server

To configure Tigase XMPP Server to use MongoDB you heed to set dat aSour ce in etc/config.tdsl
file to proper MongoDB URI pointing to which MongoDB database should be used (it will be created
by MongoDB if it does not exist). user Reposi t ory property should not be set to let Tigase XMPP
Server auto-detect proper implementation of User Reposi t or y. Tigase XM PP Server will create proper
collectionsin MongoDB if they do not exist so ho schema files are necessary.

Example configuration of XMPP Server pointing to MongoDB database t i gase_t est inaloca in-
stance:

dat aSource {
default () {
uri = -'nongodb://user: pass@ocal host/tigase_test'
-}
}
user Repository {
default () {}
}

aut hRepository {
default () {}
}
If Tigase Server is not able to detect a proper storage layer implementation, it can be forced to use one

provided by Tigase using the following linesinet ¢/ confi g. t dsl file

user Repository {

default () {
cls = -'tigase. nbngodb. MongoReposi tory'
-}
}
aut hRepository {
default () {
cls = -'tigase. nbngodb. MongoReposi tory'
-}
}

Every component should be able to use proper implementation to support MongoDB using this URI. Also
MongoDB URI can be passed as any URI in configuration of any component.

Configuration for MUC

By default, MUC component will use MongoDB to store data if Tigase is configured to use it as adefault
store. However, if you would like to use a different MongoDB database to store MUC message archive,
you can do this by adding the following linesto et ¢/ confi g. t dsl file

muc {
-"history-db-uri' = -'nobngodb://user:pass@ ocal host/ti gase_test"’

}

If MUC components fails to detect and use a proper storage layer for MongoDB, you can force it to use
one provided by Tigase by using the following lineintheconfi g. t dsl file

muc {
-"history-db' = -'tigase. nongodb. nuc. MongoHi st oryProvi der'
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}
Configuration for PubSub

By default, PubSub component will use MongoDB to store dataif Tigaseis configured to useit asadefault
store. However, if you would like to use a different MongoDB database to store PubSub component data,
you can do this by adding the following linesto et ¢/ confi g. t dsl file:

pubsub {
-' pubsub-repo-url' = -'nmongodb://user: pass@ocal host/tigase_test'
}

If the PubSub components fails to detect and use a proper storage layer for MongoDB, you can forceit to
use one provided by Tigase by using the following lineintheconf i g. t dsl file

pubsub {
-' pubsub-repo-class' = -'tigase. mongodb. pubsub. PubSubDAOVbngo'
}

Configuration for Message Archiving

By default, the Message Archiving component will use MongoDB to store dataif Tigase is configured to
useit asadefault store. However, if you would like to use adifferent MongoDB database to store message
archives, you can do this by adding the following linesto et ¢/ confi g. t dsl file:

' nessage- archive' {
-tarchive-repo-uri' = -'nongodb://user: pass@ ocal host/ti gase_test’

}

If Message Archiving component fails to detect and use a proper storage layer for MongoDB, you can
forceit to use one provided by Tigase by using the following lineintheconfi g. t dsl file

' message- archive' {
-'archive-repo-class' = -'tigase. nongodb. archi ve. MongoMessageAr chi veReposi tory

}
Schema Description

This description contains only basic description of schemaand only basic part of it. More collections may
be created if additional components of Tigase XMPP Server are loaded and configured to use MongoDB.

Tigase XMPP Server Schema

Basic schema for UserRespository and AuthRepository consists of two collections: . tig_users - contains
list of users. tig_nodes - contains data related to usersin tree-like way

ti g_user s collection contains the following fields:

Table2.9. tig_users

Name Description

_id id of user whichis
SHA256 hash of users
jid (raw byte array).

user_id contains full user jid.
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Name Description

domain domain to which user
belongs for easier
lookup of users by do-
main.

password password of user (will
be removed after up-
gradeto 8.0.0).

t i g_nodes collection contains the following fields

Table 2.10. tig_nodes

Name Description

_id id of row auto-generated
by MongoDB.

uid id of user whichis
SHA 256 hash of users
jid (raw byte array).

node full path of nodein tree-
like structure separated
by / (may not exist).

key key for which value for
nodeis set.

vaue value which is set for
node key.

Tigase XM PP Server also uses additional collections for storage of Offline Messages

Table 2.11. msg_history collection

Name Description

from full user jid of message
sender.

from_hash SHA 256 hash of mes-
sage sender jid asraw
byte array.

to full usersjid of message
recipient.

to_hash SHA 256 hash of mes-
sage recipient full jid as
raw byte array.

ts timestamp of message as
date.

message serialized XML stanza
containing message.

expire-at timestamp of expiration
of message (if message
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Name Description

contains AMP expire-at
set).

<mongodb-schema-changes-8>
<title>Additions for v8.0 Schema</title>

Due to changes in authentication and credentials storage in AuthRepository, we moved passwor d field
fromti g_users collectionto anewly created collection calledt i g_user _credenti al s.

This new collection has following fields:

Name Description

_id id of document auto-
matically generated by
MongoDB

uid SHA?256 hash of a user
for which credentails are
stored

username username provided dur-
ing authentication (or
def aul t)

account_status name of an account
state (copy of value
stored in user document
from'tig_users’)

Additionally for each mechanism we store separate field in this object, so for:

* PLAI Nwe have PLAI Nfield with value for this mechanism

* SCRAM SHA- 1 we have SCRAM SHA- 1 field with value for this mechanism
e efc...

Upgradeis not done in one step, and rather will be done once a particular user will log in. During authenti-
cation if thereisnodatainti g_user _credenti al s, Tigase XMPP Server will check if passwor d
fieldinti g_user exists. If it does, and it isfilled credentials will be migrated to the new collection.
</mongodb-schema-changes-8>

Hashed User Passwords in Database

Warning

Thisfeature is still available, but passwords are stored encrypted by default since v8.0.0. We do
not recommend using these settings.

By default, user passwords are stored in plain-text in the Tigase' s database. However, thereis an easy way
to have them encoded in either one of already supported ways or to even add a new encoding algorithm
on your own.

Storing passwordsin hashed format in the database makesit possible to avoid using a plain-text password
authentication mechanism. You cannot have hashed passwords in the database and non-plain-text pass-
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word authentication. On the other hand, the connection between the server and the client is almost always
secured by SSL/TLS so the plain-text password authentication method is perhaps less of a problem than
storing plain-text passwords in the database.

Nevertheless, it is simple enough to adjust thisin Tigase' s database.

Shortcut

Connect to your database from a command line and execute following statement for MySQL database:
cal | Ti gPut DBProperty(' password-encodi ng', -'encodi ng-node');

Where encoding mode is one of the following:

» IVD5- PASSWORD the database stores MD5 hash code from the user’ s password.

» MD5- USERI D- PASSWORD the database stores M D5 hash code from concatenated user’ s bare JID and
password.

» MD5- USERNAME- PASSWORD the database stores M D5 hash code from concatenated user’ s name (lo-
calpart) and password.

For example:

cal | Ti gPut DBProperty(' password-encodi ng', -'MD5-PASSWORD ) ;

Full Route

The way passwords are stored in the DB is controlled by Tigase database schema property. Proper-
ties in the database schema can be set by a stored procedure called: Ti gPut DBPr operty(key,
val ue) . Properties from the DB schema can be retrieved using another stored function called:
Ti gGet DBPr operty(key).

The simplest way to call them is viacommand-line interface to the database.

For the purpose of this guide let's say we have a MySQL database and a test account:
t est @xanpl e. comwith passwordt est 77.

By default, most of DB actions for Tigase, are performed using stored procedures including user authen-
tication. So, the first thing to do is to make sure the stored procedures are working correctly.

Create a Test User Account

To add a new user account we use a stored procedure: Ti gAddUser Pl ai nPwW( bar eJi d, pass-
wor d) . Asyou can see there is this strange appendix to the procedure name: Pl ai nPw. This procedure
accepts plain passwords regardless how it is stored in the database. So it is safe and easy to use either for
plain-text passwords or hashed in the DB. There are also versions of procedures without this appendix
but they are sensitive on the data format and always have to pass password in the exact format it is stored
in the database.

So, let’sadd a new user account:
call Ti gAddUser Pl ai nPwW( 't est @xanpl e.com, -'"test77');

If the result was 'Query OK', then it means the user account has been successfully created.
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Test User Authentication
We can now test user authentication:
call TigUserLogi nPl ai nPwW'test @xanple.com, -'test77');

If authentication was successful the result looks like this:

Fom e e e m e +
| user_id -
Fom e e e m e +
| -'test@xanple.com -|
Fom e e e m e +

1 rowin set (0.01 sec)

Query OK, 0 rows affected (0.01 sec)

If authentication was unsuccessful, the result looks like this:

[ TS —— +
| user_id -|
[ TS —— +
| NULL - |
[ TS —— +

1 rowin set (0.01 sec)
Query OK, 0 rows affected (0.01 sec)
Password Encoding Check
Ti gGet DBPr oper t y isafunction, not aprocedurein MySQL database so wehaveto useselect to call it:
sel ect Ti gGet DBProperty(' password-encoding');

Most likely output isthis:

o m e e e e e e e e e e e e e eaa oo +
| TigGet DBProperty(' password-encoding') -|
o m e e e e e e e e e e e e e eaa oo +
| NULL -
o m e e e e e e e e e e e e e eaa oo +

1 rowin set, 1 warning (0.00 sec)

Which means adefault password encoding is used, in plain-text and thus no encoding. And we can actually
check thisin the database directly:

sel ect uid, user_id, user_pw fromtig_users where user_id = -'test@xanple.coni;

And expected result with plain-text password format would be:

+- - - - o e oo - [ TS —— +
| uid -| user_id -| user_pw -|
+- - - - o e oo - [ TS —— +
| 41 -| -'test@xanple.com -| test77 -|
+- - - - o e oo - [ TS —— +
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1 rowin set (0.00 sec)

Password Encoding Change

Now let’s set password encoding to MD5 hash:
cal I Ti gPut DBProperty(' password-encodi ng', -'MD5-PASSWORD );

'‘Query OK', means the password encoding has been successfully changed. Of course we changed the
property only. All the existing passwordsin the database are still in plain-text format. Therefore we expect
that attempt to authenticate the user would fail:

call TigUserLogi nPl ai nPW'test @xanple.com, -'test777");
R +
| user_id -|
R +
| NULL - |
R +

1 rowin set (0.00 sec)

Query OK, 0 rows affected (0.00 sec)

We can fix this by updating the user’ s password in the database:

cal | Ti gUpdat ePasswor dPl ai nPwW( 't est @xanple.com, -'test777");
Query OK, 1 row affected (0.01 sec)

nmysqgl > cal | TigUserLogi nPl ai nPw('test @xanple.com, -'test777');
o e e e oo +

| user_id -

o e e e oo +

| -'test@xanple.com -|

o e e e oo +

1 rowin set (0.00 sec)

Query OK, 0 rows affected (0.00 sec)

Tigase Server and Multiple Databases

Splitting user authentication datafrom all other XM PP information such asroster, vcards, etc... wasamost
aways possible in Tigase XMPP Server. Possible and quite simple thing to configure. Also it has been
always possible and easy to assign adifferent database for each Tigase component (MUC, PubSub, AMP),
for recording the server statistics. Almost every datatype or component can storeinformation in adifferent
location, simple and easy to setup through the configuration file.

However itismuch less known that it is also possible to have a different database for each virtual domain.
This appliesto both the user repository and authentication repository. Thisallowsfor very interesting con-
figuration such as user database sharing where each shard keeps users for a specific domain, or physically
split data based on virtual domain if each domain refersto a different customer or group of people.

How can we do that then?
Thisisvery easy to do through the Tigase' s configuration file.

dat aSour ce {
default () {
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uri = -'jdbc:nysqgl://db2.tigase/ dbnane?user &asswor d'
-}
-'default-auth' () {

uri = -'"jdbc:nysqgl://dbl.tigase/ dbnane?user &asswor d'
-}

}
user Repository {

default () {}

}
aut hRepository {
default () {
cls = -'"tigase.db.jdbc. Ti gaseCust omAut h’
-' data-source' = -'default-auth'
-}
}

This configuration defines just a default databases for both user repository and authentication repository.
Default means it is used when there is no repository specified for a particular virtual domain. However,
you can have a separate, both user and authentication repository for each virtual domain.

Hereis, how it works:
First, let’s define our default database for all VHosts

dat aSource {

default () {

uri = -'"jdbc: nysql://db2.tigase/ dbnane?user &asswor d'
-}
-'default-auth' () {

uri = -'"jdbc:nysql://dbl.tigase/ dbnane?user &asswor d'
-}

}

user Repository {
default () {}

}
aut hRepository {
default () {
cls = -'tigase.db.jdbc. Ti gaseCust omAut h'
-'data-source' = -'default-auth'
-}
}

Now, we have VHost: domainl.com User authentication data for this VHost is stored in Drupal database

dat aSour ce {
-'domai nl. comauth' () {
uri = jdbc:mysql ://db7.tigase/ dbnane?user &asswor d’
-}
}
aut hRepository {
domai nl1.com () {
cls = -'"tigase/db/jdbc. Ti gaseCust omAut h’
-'data-source' = -'domainl. contauth'
-}
}
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All other user datais stored in Tigase' s standard database in MySQL

dat aSource {
-'domai nl.com () {
uri = jdbc:nysql ://db4.tigase/ dbnanme?user &asswor d’
-}
}
user Repository {
domai n1.com () {}

}

Next VHost: domain2.com User authentication is in LDAP server but all other user data is stored in
Tigase's standard database

aut hRepository {
domai n2. com () {

cls = -'tigase. db. | dap. LdapAut hProvi der'
uri = -'ldap://|dap. domai n2. com 389’
-'data-source' = -'default'

-}
}

Now is something new, we have a custom authentication repository and separate user settings for asingle
domain. Please note how we define the VHost for which we set custom parameters

aut hRepository {
domai n2. com {
-'user-dn-pattern' = -'cn=, ou=, dc=, dc='
-}
}

All other user datais stored in the same as default repository

user Repository {
domai n2. com () {}
}

dat aSour ce {
domai n2. com () {
uri = -'"jdbc:nysql://db2.tigase/ dbnane?user &asswor d'
-}
}

When combined, the DSL output should look like this:

dat aSour ce {
domai n2. com () {
uri = -'jdbc:nysql://db2.tigase/ dbnane?user &asswor d'
-}
}
user Repository {
domai n2.com () {}
}
aut hRepository ({
domai n2. com () {
cls = -'"tigase.db. | dap. LdapAut hProvi der'’
uri = -'ldap://1dap. domai n2. com 389
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-'user-dn-pattern’ = -'cn=, ou=, dc=, dc='
-}
}

Next VHost: domain3.com Again user authenticationisin LDAP server but pointing to adifferent LDAP
server with different access credentials and parameters. User information is stored in a postgreSQL data-
base.

dat aSource {
domai n3. com () {
uri = -'jdbc: pgsql://db. domai n3. conf dbnane?user &asswor d'
-}
}
user Repository {
domai n3.com () {}
}

aut hRepository {
domai n3. com () {

cls = -'"tigase.db. | dap. LdapAut hProvi der'
uri = -'ldap://|dap.domai n3. com 389"
-'user-dn-pattern' = -'cn=, ou=, dc=, dc='

-}
}

For VHost: domain4d.com all the data, both authentication and user XM PP data are stored on a separate
MySQL server with custom stored procedures for both user login and user logout processing.

dat aSour ce {
domai n4. com () {
uri = -'jdbc:nysql://dbl4. domai n4. conf dbnanme?user &asswor d'
-}
}
user Repository {
domai n4.com () {}
}

aut hRepository {
domai n4. com () {

cls = -'tigase.db.jdbc. Ti gaseCust omAut h'
-'user-login-query' = -'"{ call UserLogin(?, -7?) -}'
-'user-logout-query' = -'"{ call UserLogout(?) -}'
-'sasl-nechs' = [ -'PLAIN, -'DIGEST-M5"' -]

-}
}

Asyou can seg, it requires somewriting but flexibility isvery extensive and you can setup as many separate
databases as you need or want. If one database (recognized by the database connection string) is shared
among different VHosts, Tigase still uses asingle connection pool, so it won't create an excessive number
of connections to the database.

Importing User Data

You can easily copy data between Tigase compatible repositories that is repositories for which thereisa
database connector. However, it is not that easy to import datafrom an external source. Thereforeasimple
dataimport functionality has been added to repository utilities package.
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Y ou can access repository utilitiesthrough command. / bi n/ r epo. shor./scri pts/repo. shde
pending on whether you use a binary package or source distribution.

- h parameter givesyou alist of all possible parameters:

./scripts/repo.sh --h

Par anet ers:

--h this hel p nessage

--sc class source repository class nane

--SuU uri source repository init string

--dc class destination repository class nane

--du uri destination repository init string

--dt string data content to set/renbve in repository

--u user user ID, if given all operations are only for that ID

f you want to add user to AuthRepository paraneter mnust
n form -"user:password"

--st performsinple test on repository

- -at sinple test for adding and renoving user

--cp copy content from source to destination repository
--pr print content of the repository

--n data content string is a node string

--kv data content string is node/ key=val ue string

--add add data content to repository

- -del del ete data content fromrepository

--roster check the user roster

--aeg [true|false] Allow enpty group list for the contact
--import file inport user data fromthe file of follow ng fornat:
user_jid, password, roser_jid, roster_nick, subscription, group

Note! |If you put UserAut hRepository inplenentation as a class nane
sone operation are not allowed and will be silently skipped.
Have a | ook at User Aut hRepository to see what operations are
possi bl e or what operation does namke sense.
Al ternatively | ook for admin tools guide on web site.

The most critical parameters are the source repository class name and the initiaization string. Therefore
there are afew example preset parameters which you can use and adjust for your system. If you look inside
ther epo. sh script you can find at the end of the script following lines:

XM._REP="-sc tigase.db.xm .XM.Repository --su -../testsuite/user-repository.xm 20
MYSQ._REP="-sc tigase.db.jdbc.JDBCRepository --su jdbc:nysql://Iocal host/tigase?us
PGSQ._REP="-sc tigase.db.jdbc. JDBCRepository --su jdbc:postgresql://Iocal host/tiga

java $D --cp $CP tigase.util.RepositoryUtils $MySQL_REP $*

You can see that the source repository has been set to MySQL database with t i gase as the database
name, r oot the database user and nypass the user password.

Y ou can adjust these settings for your system.

Now to import data to your repository simply execute the command:
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./ bin/repo.sh --inmport inport-file.txt

Note, the import function is available from b895

The format of the import fileis very simple. Thisis aflat file with comma separated values:
jid, password, roster _jid,roster_nick, subscriptio,group

To create such afile from MySQL database you will have to execute acommand like this one:

SELECT a, b, c, d INTO QUTFILE -"inport-file.txt'
FI ELDS TERM NATED BY -','

LI NES TERM NATED BY -'\n'

FROM t est _t abl e;

Importing Existing Data
Information about importing user data from other databases.

Connecting the Tigase Server to MySQL Database

Please before continuing reading of this manual have alook at the initial MySQL database setup. It will
help you with database preparation for connecting with Tigase server.

This guide describes MySQL database connection parameters.

Thisguideisactualy very short asthere are example configuration fileswhich can be used and customized
for your environment.

dat aSour ce {
default () {
uri = -'"jdbc:nysqgl://Iocal host/tigasedb?user=ti gase_user &asswor d=mypass
-}
}
user Repository {
default () {}
}
aut hRepository {
default () {}

}

This is the basic setup for setting up an SQL repository for Tigase. dataSource contains the
uri for default which is the mysgl database. MySQL connector requires connection string
in the following format: j dbc: nysql ://[ host nane] /[ dat abase nane] ?user =[ user
nane] &passwor d=[ user passwor d]

Edittheconfi g. t dsl filefor your environment.
Start the server using following command:

./scripts/tigase.sh start etc/tigase. conf

Integrating Tigase Server with Drupal

First of all, Tigase can authenticate users against a Drupal database which means you have the same user
account for both Drupal website and the XMPP server. Moreover in such a configuration all account
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management is done via Drupal web interface like account creation, password change update user details
and so on. Administrator can temporarily disable user account and this is followed by Tigase server too.

Connecting to Drupal Database

The best way to setup Tigase with Drupal databaseisviatheconfi g. t dsl filewhereyou can putinitial
setting for Tigase configuration.

If youlook inet c/ directory of your Tigase installation you should find athe file there.
All you need to connect to Drupal database is set the following:

dat aSource {
-'default-auth' () {

uri = -"jdbc:nysqgl://Iocal host/drupal ?user=dr upal usr &asswor d=dr upal pass'
-}
}
aut hRepository {
default () {
cls = -'tigase.db.jdbc. Drupal WPAut h'
-'data-source' = -'default-auth'
-}
}

Typically, you will need to have drupal for authentication, and another for user repository. In this case,
we will use SQL for user DB.

dat aSource {

default () {

uri = -'"jdbc:nysqgl://Iocal host/tigasedb?user=ti gase_user &asswor d=nypass'
-}
-'default-auth' () {

uri = -'"jdbc:nysql://Iocal host/drupal ?user =dr upal usr &asswor d=dr upal pass'
-}

}

user Repository {
default () {}

}
aut hRepository {
default () {
cls = -'tigase.db.dbc. Drupal WPAut h'
-'data-source' = -'default-auth'
-}
}

In theory you can load Tigase database schemato Drupal database and then both db- ur i s would have
the same database connection string. More details about setting up and connecting to MySQL database
can be found in the MySQL guide.

Now run the Tigase server.
./scripts/tigase.sh start etc/tigase. conf

Now you can register an account on your Drupal website and connect with an XMPP client using the
account details.
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Note

You have to enable plain password authentication in your XMPP client to connect to Tigase
server with Drupal database.

PostgreSQL Database Use

This guide describes how to configure Tigase server to use PostgreSQL [http://www.postgresql.org/] data-
base as a user repository.

If you used an XML based user repository before you can copy all user datato PostgreSQL database using
repository management tool. All steps are described below.

PostgreSQL Database Preparation

Create new database user account which will be used to connect to your database:

# createuser

Enter name of user to add: tigase

Shal |l the new user be allowed to create databases? (y/n) y
Shall the new user be allowed to create nore new users? (y/n) y

Now using new database user account create database for your service:

# createdb --U tigase tigasedb
CREATE DATABASE

Now you can load the database schema:
# psgl --Utigase --d tigasedb --f postgresqgl -schenma. sql
Now the database is ready for Tigase server to use.

Server Configuration

Server configuration is almost identical to MySQL database setup. The only difference is the connection
string which usually looks like:

dat aSource {
default () {
uri = -'postgresql://Iocal host/tigasdb?user=ti gase'
-}
}

Schema Updates

Thisisarepository for Schema updates in case you have to upgrade from older installations.

 Tigase Server Schemav7.1 Updates Appliesto v7.1.0 and v8.0.0

Changes to Schemain v8.0.0

For version 8.0.0 of Tigase XMPP Server, we decided to improve authentication and security that was
provided. In order to do this, implementation of repository and database schemas needed to be changed to
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achieve this goal. This document, aswell oneinthe HTTP API, will describe the changes to the schemas
in this new version.

Reasons

Before version 8.0.0, user passwords were stored in plaintext in user pw database field within
ti g_users table but in plaintext. It was possible to enable storage of the MD5 hash of the password
instead, however this limited authentication mechanism SASL PLAIN only. However an MD5 hash of a
password is not really a secure method asiit is possible to revert this mechanism using rainbow tables.

Therefore, we decided to change this and store only encrypted versions of a password in PBKDF2 form
which can be easily used for SCRAM SHA- 1 authentication mechanism or SCRAM SHA- 256. SASL
PLAIN mechanism can a so used these encrypted passwords. The storage of encrypted passwordsis now
enabled by default in v8.0.0 of Tigase.

Summary of changes
Added support for storage of encrypted password
Passwords are no longer stored in plaintext on any database.
Using same salt for any subsequent authentications
This allows clientsto reuse calculated credentials and keep them instead of storing plaintext passwords.
Disabled usage of stored procedure for authentication

In previous versions, Tigase used stored procedures Ti gUser Logi nPl ai nPwand Ti gUser Logi n
for SASL PLAIN authentication. From version 8.0.0, those procedures are no longer used, but they are
updated to use passwords stored int i g_user _credenti al s table.

Itisstill possible to use this procedures for authentication, but to do that you need add:
‘user-login-query' = -'{ call TigUserLoginPlainPw?, -?) -}

to configuration block of every authentication repository.

To enable this for default repository, the aut hReposi t or y configuration block will look like this:

aut hRepository () {
default () {
-'user-login-query' = -'"{ call TigUserLoginPlainPm?, -?) -}'
-}
}
Deprecated API

Some methods of Aut hReposi t ory APl were deprecated and should not be used. Most of them were
used for authentication using stored procedures, retrieval of password in plaintext or for password change.

For most of these methods, new versionshasedont i g_user _cr edenti al s tableand user credentials
storage are provided where possible.

Deprecated storage procedures

Stored procedures for authentication and password manipulation were updated to a new form, so that will
be possible to use them by older versions of Tigase XMPP Server during rolling updates of a cluster.
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However, these procedures will not be used any more and will be depreciated and removed in future
versions of Tigase XMPP Server.

Usage of MD5 hashes of passwords

If you have changed passwor d- encodi ng database property in previous versions of Tigase XMPP
Server, then you will need to modify your configuration to keep it working. If you wish only to allow access
using old passwords and to store changed passwords in the new form, then you need to enable credentials
decoder for the correct authentication repository. In this example we will provided changes required for
MD5- PASSWORD value of passwor d- encodi ng database property. If you have used a different one,
then just replace MD5- PASSWORD with MD5- USERNAME- PASSWORD or MD5- USERI D- PASSWORD.

Usage of M D5 decoder .

aut hRepository () {
default () {
credenti al Decoders () {
-' MD5- PASSWORD () {}
-}
-}
}

If you wish to store passwords in MD5 form then use following entries in your configuration file;
Usage of MD5 encoder .

aut hRepository () {
default () {
credenti al Encoders () {
-' MD5- PASSWORD () {}
-}
-}
}

Enabling and disabling credentials encoders/decoders

Y ou may enable which encoders and decoders used on your installation. By enabling encoders/decoders
you are deciding in what form the password is stored in the database. Those changes may impact which
SASL mechanisms may be allowed to use on your installation.

Enabling PLAIN decoder.

aut hRepository () {
default () {
credenti al Decoders () {
-"PLAIN () {}
-}
-}
}

Disabling SCRAM-SHA-1 encoder.

aut hRepository () {
default () {
credenti al Encoders () {
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-' SCRAM SHA-1' (active: false) {}
- ' SCRAM SHA- 256" (active: false) {}

-}
-}

Warning

Itisstrongly recommended not to disable encodersif you have enabled decoder of the same type
as it may lead to the authentication issues, if client tries to use a mechanism which that is not
available.
Schema changes
This change resulted in a creation of the new tablet i g_user _credenti al s with following fields:

uid idof auserrowinti g_users.

username username used for authentication (if aut hzi d isnot provided or aut hzi d localpart is
equal to aut hci d then row with def aul t value will be used).

mechanism name of mechanism for which thiscredentialswill beused, ie. SCRAM SHA- 1 or PLAI N.

value serialized value required for mechanism to confirm that credentials match.

Warning

During execution of upgr ade- schena task, passwords will be removed fromti g users
tablefromuser _pwfieldand movedtoti g user _credenti al s table.

Added password reset mechanism

As apart of Tigase HTTP APl component and Tigase Extras, we developed a mechanism which alows
user to reset their password. To use this mechanism HTTP APl component and its REST module must to
be enabled on Tigase XMPP Server installation.

Note

Additionally this mechanism need to be enabled in the configuration file. For more information
about configuration of this mechanism please check Tigase HTTP API component documenta-
tion.

Assuming that HTTP APl component is configured to run on port 8080 (default), then after accessing
address http://localhost:8080/rest/user/resetPassword in the web browser it will present a web form. By
filling and submitting thisform, the user will initiate a password reset process. During this process, Tigase
XMPP Server will send an email to the user’s email address (provided during registration) with alink to
the password change form.

Upgrading from v7.1.x

When upgrading from previous versions of Tigase, it is recommended that you first backup the database.
Refer to the documentation of your database software to find out how to export a copy. Once the backup
is made, it will be time to run the schema upgrade. Be sure that your schemais up to date, and should
be v7.1.0 Schema.
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To upgrade, use the new upgr ade- schema task of SchemaManager:
* Inlinux
./scripts/tigase.sh install-schema etc/tigase. conf
* InWindows
java --cp -"jars/*" tigase.db.util.SchemaManager -"install-schem"
Y ou will need to configure the following switches:

» - T SpecifiesDatabase Type Possiblevaluesare: nysql ,der by, sql server, post gresql , non-
godb

- D Specifies Databse Name The explicit name of the database you wish to upgrade.

» - HSpecifiesHost address By default, thisislocalhost, but may be set to 1P address or FQDNS address.

- U Specifies Username Thisisthe username that is authorized to make changes to the database defined
in-D.

- P Specifies Password The password for username specified in -U.
* - RPassword for Administrator or Root DB account.

» - A Password for Administrator or Root DB account.

* -J Jid of user authorized as admin user from Tigase.

» - NPassword for user specified in -J.

* - F Points to the file that will perform the upgrade. Will follow this form database/{ dbname} -serv-
er-schema-8.0.0.sq

Tigase Server Schema v7.2 Updates

FOR ALL USERS UPGRADING TO v8.0.0 FROM A v7.0.2 INSTALLATION

The schema has changed for the main database, and the pubsub repository. In order to upgrade to the new
schemas, you will need to do the following:

1. Upgrade the Main database schema to v7.1 using the dat abase/ ${ DB_TYPE} - schema- up-
grade-to-7-1.sql file

2. Upgrade the Pubsub Schema to v3.1.0 wusing the database/ ${DB_TYPE}- pub-
sub- schema- 3. 1. 0. sql file

3. Upgrade the Pubsub Schema to v3.20 using the database/ ${DB_TYPE} - pub-
sub- schena- 3. 2. 0. sql file

4. Upgrade the Pubsub Schema to v3.3.0 using the database/ ${DB_TYPE}- pub-
sub- schema- 3. 3. 0. sql file

All three commands may be done at the same time in that order, it is suggested you make a backup of
your current database to prevent data loss.
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Tigase Schema Change for v7.1
Tigase has made changes to its database to include primary keysin thetig_pairs table to improve perfor-

mance of the Tigase server. Thisis an auto-incremented column for Primary Key items appended to the
previous schema.

Warning

You MUST updateyour databaseto becompliant with thenew schema. If you donot, Tigase
will not function properly.

Note

This change will affect all users of Tigase using v7.1.0 and newer.

If you are installing a new version of v8.0.0 on a new database, the schema should automatically be in-
stalled.

First, shut down any running instances of Tigase to prevent conflicts with database editing. Then from

command line use the DBSchemaloader class to run the -schema-upgrade-to-7.1.sql file to the database.

The command is as follows:

In alinux environment

java --cp -"jars/*" tigase.db.util.DBSchemaLoader --dbHostnanme ${HOSTNAME} --dbTyp
In awindows environment

java --cp jars/* tigase.db.util.DBSchemaLoader --dbHostname ${HOSTNAME} --dbType $
All variables will be required, they are as follows:

» ${ HOSTNAME} - Hostname of the database you wish to upgrade.

* ${DB_TYPE} - Type of database [derby, mysgl, postgresql, sqlserver].

e ${ ROOT_USER} - Username of root user.

» ${ ROOT_USER PASS} - Password of specified root user.

« ${DB_USER} - Login of user that can edit database.

e ${DB_USER PASS} - Password of the specified user.

« ${ DB_NAMNE} - Name of the database to be edited.

« ${DB_VERSI ON} - Inthiscase, we want thisto be 7.1.

» ${ ADM N_JI D} - Bare JID of a database user with admin privileges. Must be contained within quo-
tation marks.

* ${ ADM N_JI D_PASS} - Password of associated admin JID.

Please note that the SQL file for the update will have an associated database with the filename. i.e. post-
gresgl-update-to-7.1.sql for postgresql database.
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A finalized command will look something like this:
java --cp -"jars/*" tigase.db.util.DBSchenaLoader --dbHostnane | ocal host

Once this has successfully executed, you may restart you server. Watch logs for any db errors that may
indicate an incomplete schema upgrade.

Changes to Pubsub Schema

Tigase has had a change to the PubSub Schema, to upgrade to PubSub Schema v7.1 without having to
reform your databases, use this guide to update your databases to be compatible with the new version of
Tigase.

Note

Current PubSub Schema is v3.3.0, you will need to repeat these instructions for v3.1.0, v3.2.0
and then v3.3.0 before you run Tigase V7.1.0.

The PubSub Schema has been streamlined for better resource use, this change affects all users of Tigase.
To prepare your database for the new schema, first be sure to create a backup! Then apply the appropriate
PubSub schemato your MySQL and it will add the new storage procedure.

All thesefiles should be in your /database fol der within Tigase, however if you are missing the appropriate
files, use the links below and place them into that folder.

The MySQL schema can be found Here [https://github.com/ti gase/tigase-pubsub/blob/master/src/main/
database/mysql-pubsub-4.1.0.sql].

The Derby schemacan befound Here [ https://github.com/ti gase/tigase-pubsub/bl ob/master/src/mai n/data-
base/derby-pubsub-4.1.0.sq]].

The PostGRESQL schema can be found Here [https.//github.com/tigase/ti gase-pubsub/blob/master/src/
mai n/database/postgresql-pubsub-4.1.0.sq].

The same files are also included in all distributions of v8.0.0 in [tigaseroot]/database/ . All changes to
database schema are meant to be backward compatible.

You can use a utility in Tigase to update the schema using the following command from the Tigase root:
* Linux

java --cp -"jars/*" tigase.db.util.DBSchemalLoader
* Windows:

java --cp jars/* tigase.db.util.DBSchemalLoader

Note

Some variation may be necessary depending on how your java build uses- cp option
Use the following options to customize. Options in bold are required.:
e -dbType database type {derby, mysql, postgresql, sglserver} (required)

» -schemaVer si on schemaversion {4, 5, 5-1}
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e - dbNane database name (required)
» - dbHost nane database hostname (default is localhost)

» -dbUser tigase username

- dbPass tigase user password

* -root User database root username (required)
» -r oot Pass database root password (reguired)
» -fil e path tosgl schemafile (required)

+ - query sgl query to execute

-l ogLevel javalogger Level

» -adnm nJI Dcomma separated list of admin JIDs

-adm nJI Dpass password (one for al entered JIDs

Note

Arguments take following precedent: query, file, whole schema
Asaresult your final command should look something like this:

java --cp -"jars/*" tigase.db.util.DBSchenmaLoader --dbType nysql --dbNane tigasedb

Components

The only step isto tell the server what components to load, how to name them and optionally give some
extraparameters. To do so opentheconfi g. t dsl fileyou usein your installation.

Let’ssay you want to just add PubSub for now. All you need to do isadd thefollowing to the propertiesfile:
pubsub (class: tigase. pubsub. PubSubConponent) {}

Normally, this is not necessary since pubsub is loaded by default, however this is just an example of
loading a class with the DSL format.

' pubsub-priv' (class: tigase.pubsub. PubSubConponent) {}

As you can see, we can customize the name of a component in the deceleration, here we are using pub-
sub-priv.

Although this may be rare, it allows for wide compatibility and platform stability.

Normally, however we want to load few different components like PubSub, MUC, MSN Transport and so
on.... Therefore instead of the above second PubSub we can load the MUC component:

muc (class: tigase. nuc. MJCConponent) {}
pubsub (cl ass: tigase. pubsub. PubSubConponent) {}

Changestotheconfi g. t dsl filewill take effect upon server restart.
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Advanced Message Processing - AMP XEP-0079

Tigase server offers support for XEP-0079: Advanced Message Processing [http://xmpp.org/exten-
sions/xep-0079.html] (often abbreviated to AMP).

It is enabled by default but there are several configuration options that you may tweak.

Configuration of AMP is not very complex, but asit isimplemented as a component in the Tigase server
it does needs afew settings to get it right.

Hereisafirst, brief overview of the AMP configuration and later detailed explanation of each parameter.

'sess-man' {
amp () {
-tamp-jid = -'anmp@our-domain.tld'
-}

nmessage (active: false) {}
nsgof fline (active: false) {}

}
"anp-security-level' = -'STRICT'

First of all: plugins

Even though thewhole functionality isimplemented inside the component you need away to forward mes-
sages with AMP payload to that component. Thisiswhat the anp plugin does. The anp plugin intercepts
all <message/ > packets even without AMP payload, redirecting some of the to the AMP component and
others processing in a standard way. Therefore you no longer need nessage plugin or nsgof f 1 i ne
plugin. Those are al functions are offered by the anp plugin now. Hence you have to switch nessage
and msgof f | i ne plugins off (theanp pluginisloaded by default):

'sess-man' {
anmp () {}
nessage (active: false) {}

nsgof fline (active: false) {}

}

The anp plugin needs to know where to forward all the AMP packets. By default plugin uses hostname of
the given machine as this is true to the most installations. However, this is configured by the last line of
the exampl e configuration, which forwards all packets to the addressanp@ our - donai n. t | d:
'sess-man' {

amp () {

-tamp-jid = -'anmp@our-domain.tld

-}

}
Secondly: component

By default Tigase loads the component with the standard name anp

Optional parameters

There is also one parameter shared between the component and the plugin. Connection to the database
where offline messages are stored. The AMP component has a dedicated schemafor storing offline mes-
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sages designed for a high traffic and high load installations. It does not use User Reposi t or y for stor-
ing messages.

By default the same physical database asfor User Reposi t or y isused but you can changeit and store
messages in a completely separate |ocation to reduce performance degradation of rest of the system. You
can set a database connection string using following property:

dat aSour ce {

-'default-anp' () {

uri = -'jdbc:mysqgl://1ocal host/tigasedb?user=db_usr &asswor d=db_pwd'

-}
}
The XEP-0079 [http://xmpp.org/extensions/xep-0079.html] specification has a Section 9. - Security Con-
siderations [ http://xmpp.org/extensions/xep-0079.html#security]. Asit describes, in some casesthe AMP
protocol can be used to reveal user’s presence information by other users who are not authorized for pres-
ence updates. There are afew possible ways to prevent this.

Tigase' simplementation offers 3 modes to handle AMP requests to prevent revealing user’ s status to non-
authorized users:

"anp-security-level' = -'STRI CT'

In this mode the server performs strict checking. The AMP specification is fully handled. This however
involves roster loading for each offline user, hence it may impact the service performance. It may not be
feasible or possible to run in this mode for services under a high load with lots of AMP messages.

In the XEP this mode is described in the following way:

Accept the relevant condition only if the sender is authorized to receive the receiver’'s presence, as a
result of which the server MUST reply with a <not-acceptable/> error condition if the sender is not so
authorized; thisisthe RECOMMENDED behavior. Thisis also the default in Tigase.

"anp-security-level' = -'PERFORMANCE'

Dummy checking is performed efficiently by just returning an error response every time there is a chance
that the default action may reveal user status without looking into the user’s roster. This does not affect
performance but it does impact the AMP compliance.

In the XEP this mode is described in the following way:

Accept the relevant condition only if the action is "drop”, as a result of which the server MUST reply
with a <not-acceptable/> error condition if the action is "alert", "error", or "notify"; thisis slightly less
restrictive but still unnecessarily restricts the functionality of the system, so is NOT RECOMMENDED.

It does not do any checking. It acts like all users are authorized to receive notifications, even if it may
reveal user status to unauthorized users. It does not impact the server performance and it offers full AMP
compliance.

"anp-security-level' = -'NONE

Server Monitoring
All the documentation and resources related to the Tigase server monitoring.
* Setting up Remote Monitoring in the Server

 Statistics Logger Configuration
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* Retrieving Statistics from the Server

* Monitor Component

Setting Up Remote Monitoring in the Server

Tigase server can be remotely monitored over following protocols: JIMX/ RM , SNIVP and HTTP. Even
though J MX offers the biggest control and visibility to the server states, all of the monitoring services give
the same basic set of the server statistics:

* Number of network connections for s2s, c2s and Bosh

» Last second, last minute and last hour load for al main components. SM, MR, ¢2s, s2s, Bosh, MUC
and PubSub

» System statistics - memory usage (heap and non heap) and the server uptime in milliseconds and human
readable text.

e Users gtatistics - number of registered users and number of online user session.

JMX/RMI and SNMP servers offer basic security and can restrict access while the HTTP server doesn’t
offer any access restriction mechanisms. Therefore HTTP monitoring is recommended to operate behind
afirewall.

The monitoring itself causes very low overhead in terms of the resources and CPU consumption on top
of the normal Tigase processing requirements so it can be left on without worrying about performance
degradation.

NOTE Thisworks with the Tigase server from version 4.2.0 or build 1418.
What You Need

Statistics binariesare built-in - di st - max and no extrafiles are needed. If you have downloaded - di st
file, you will need tigase-extrag https.//github.com/tigase/tigase-extras] built and included in thej ar s/
directory.

Activation

Y ou can either run the Tigase installer and use the configuration wizard to activate the monitoring or edit
etc/config.tdd file and add following lines:

monitoring() {

jmx() {

port = 9050
-
http() {

port = 9080
-
snnp() {

port = 9060
-

}

Asyou seethereisaseparate block for each monitoring server you want to activate. Each server isrespon-
siblefor activation of adifferent protocol and takes asingle parameter - port number. There are following
protocols supported right now:
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Security

JMX

SNMP

e | X - activating monitoring viaJMX/RMI
* htt p - activating monitoring over HT TP protocol
* snnp - activating monitoring over SNMP protocol

Y ou can have all protocols active at the same time or any combination of them or none.

Both IMX and SNMP offer security protection to limit access to monitoring data. The security configu-
ration is a bit different for both.

After the server installation or in the SVN repository you can find 2 files in the et ¢/ directory:
j mx. access andj nx. passwor d.

* j nx. access is auser permission file. You can use it to specify whether the user can access the
monitoring datafor reading only r eadonl y or withread-writer eadwr i t e access. Thereareexample
entriesin the file already and the content may simply look like:

nmoni tor readonly
admn readwite

* j mx. passwor d isauser password file. Y ou can set user passwords here and the format againis very
simple and the same asfor jmx.access. There are example entries already provided for you convenience.
Content of the file may look like the example below:

adm n adm n_pass
nmoni t or noni tor _pass

Using above to files you can control who and how can access the JIM X monitoring services.

Access to SNMP monitoring is controlled using ACL (access control lists) which can be configured in
thefilesnnp. acl locatedinet c/ directory. It contains lots of detailed instructions how to setup ACL
and restrict access per user, host and what kind access is alowed. The simplest possible configuration
may look likethis:

acl ={
{
conmunities = public, private
access = read-only
managers = public. host.com private. host.com
-}
{
comunities = admn
access = read-wite
managers = | ocal host, admi n. host.com
-}
}
You might also need Tigase MIB definition: TIGASE-MANAGEMENT-MIB.mib [https.//github.com/

tigase/tigase-server/blob/master/src/main/resources/mib/JVM-MANAGEMENT-MIB.mib] for the server
specific statistics. The MIB contains definition for all the server statistics exposed via SNMP.
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HTTP

Access the server at example.com:9080 and you will be presented with an Agent View.

Retrieving statistics from the server
By default we can retrieve server statistics using XM PP, no additional setup is necessary.

Retrieving statistics using XMPP

Accessing statistics over XM PP protocol requires any XMPP client capable of executing XEP-0050: Ad-
Hoc Commands [ http://xmpp.org/extensions/xep-0050.html]. It's essential to remember, that only admin-
istrator (a user whose JID is configured as administrative) can access the statistics.

Psi XMPP Client

For the purpose of this guide Psi [http://psi-im.org/] client will be used. After successfully configuring
and connecting to account with administrative privileges we need to access Service Discovery, either from
application menu or from context menu of the particular account account:

B 8 x% Ba
V. @R & &

7 local :: admin@atlantiscity =4 (0/0)
- Status >
Mood
Activity
Geolocation
Avatar
Groupchat S

Add a Contact
Service Discovery
New Blank Message
Contacts Manager
Privacy Lists

XML Console

Modify Account...
Plugins >
Admin 'S
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In the Service Discovery window we need to find Server Satistics component:

| 7 Service Discovery
: : ,:J W R : EA Auto )
Address: atlantiscity o Node: i
Name JID A
7 Cluster connection manager cl-comp@atlantiscity
7 Cluster controller cluster-contr@atlant...
> Monitor monitor @atlantiscity
7 S2S connection manager clustered s2s@atlantiscity
‘7 Session manager clustered, acs-online-cache... sess-man@atlantiscity
7 Server statistics stats @atlantiscity
'3 Component: vhost-man stats @atlantiscity
'3 Component: message-router stats@atlantiscity
'3 Component: amp stats @atlantiscity
3 Component: bosh stats @atlantiscity
7 Component: c2s stats @atlantiscity
'3 Component: cl-comp stats @atlantiscity
'3 Component: monitor stats @atlantiscity
7 Component: s2s stats @atlantiscity
'3 Component: sess-man stats @atlantiscity
'3 Component: ws2s stats @atlantiscity
7 VHost Manager vhost-man@atlantis...
7 Websocket connection manager clustered ws2s @atlantiscity
Filter by JID:

Auto-browse into objects
Automatically get item information

"'sli

[

We can either access statistics for all components or select particular component after expanding the tree.
To execute ad-hoc command simply double click on the particular node which will open window with
statistics:
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© stats@atlantiscity

message-router/Local
hostname:

atlantiscity.local
message-router/Uptime:

2 mins, 13 sec
message-router/CPU usage:
0.2%

message-router/Max Heap
mem:

182,272 KB
message-router/Used Heap:
34,377 KB

c2s/Open connections:

1

sess-man/Open user
connections:

1

sess-man/Maximum user
connections:

1

sess-man/Open user
sessions:

2

presence/Users status
changes:

1
Stats level: INFO

A= | Previous Next

Cancel

~ Finish
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In this window, in addition to see the statistics, we can adjust Stats level by selecting desired level from
the list and confirm by clicking Finish.

Retrieving statistics using JMX

In order to access statistics over IMX we need to enable support for it in Tigase - Monitoring Activation.
Afterwards we can use a number of toolsto get to the statistics, for example the following:

JConsole

After opening JConsole we either select local process or provide details of the remote process, including
IP, port and credentials from etc/jmx.* files:
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00 Java Monitoring & Management Conso
Connection Window Help

8 0 0O JConsole: New Connection

New Connection

(e) Local Process:

Name
sun.tools.jconsole.JConsole

tigase.server.XMPPServer —--property-file etc/my_in
Note: The management agent will be enabled on this

() Remote Process:

Usage: It;hostnamegt;:It;portgt; OR service:jmx:lt;pr:

Username: Password:

| Connect |

Afterwards we navigate to the MBeans tab from where we can accessthet i gase. st at s MBean. It
offers similar optionsto XM PP - either accessing statistics for all components or only for particular com-
ponent as well as adjusting level for which we want to obtain statistics:
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Connection

Window Help

© 6 6

pid: 86933 tigase.server. XMPPServer --

[ Overview  Memory Threads C(

4 Yy Vv vV Y Y YTVYY

| JMImplementation
| | com.sun.management

. |java.lang

| java.nio

. | java.util.logging

. localhost

. | org.apache.derby

| system

I tigase.stats

v @ StatisticsProvider
b Attributes

o seratons

~Operation invocation

java.util.Map ‘
JaValHLMEP 1 getallstats | ( Jevel

java.util.Map ‘

getComponentStats
| NN

java.util.M —3
java.util.Map getCurStat /(
=

java.util.M -
java.util.Map getStatsHis
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StatsDumper.groovy
In order to collect statistics over period of time following groovy script can be used: StatsDumper.groovy
[files/StatsDumper.groovy]. It's a Simple IMX client that connects to Tigase and periodically saves all
statisticsto files.
It takes following parameters:
$ groovy StatsDunper.groovy [hostnane] [usernane] [password] [dir] [port] [delay(n
* host name - address of the instance
* user nane - IMX username
* passwor d - IMX username
 dir - directory to which save the files with statistics
* port - port onwhich to make the connection
» del ay(ms) - initial delay in milliseconds after which statistics should be saved

* i nterval (ms) - interval between each retrieval/saving of statistics

* | oadhi st or y(bool) - indicates whether or not load statistics history from server (if such is enabled
in Tigase)

Monitor Component

Tigase includes an Monitor Component to help with monitoring has been implemented. This allows
you to set thresholds for certain predefined tasks and you or other JDs can be sent a message when
those thresholds are passed. Y ou can even configure a mailer extension to have an E-mail sent to system
administrators to let them know an event has occurred! Lets begin with setup and requirements.

Monitor Component is based on eventbus which in turn is based on a limited PubSub [http:/
www.xmpp.org/extensions/xep-0060.html] specification. Events are delivered to subscribers as a normal
PubSub notification.

Each component or client may subscribe for specific types of events. Only components on cluster nodes
are alowed to publish events.

Setup

Monitor Component is enabled by default on v7.1.0 b4001 and later, so no setup needed!

How it Works
Eventsin Eventbus are identified by two elements: name of event and its namespace:
<Event Nanme xm ns="ti gase: demn" >
<sanpl e_val ue>1</ sanpl e_val ue>

</ Event Nanme>

Where event nameis Event Nane and namespaceist i gase: deno.
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Listenersmay subscribefor aspecific event or for al eventswith specific anamespace. Becausein pubsub,
only one node name exists, so we have to add away to convert the event name and namespace to a node
name:

nodenanme = eventnane + -"|" + nanmespace

So for example, to subscribe to <Event Nanme xml ns="ti gase: denp" >, node must be: Event -
Nane| ti gase: deno. If you wish to subscribe to all events with a specific namespace, use an asterisk
(*) instead of the event name: * | t i gase: deno.

Note

If client is subscribed to *| t i gase: denp node, then events will not be sent from node * |
ti gase: deno, but from the real node (in this case: Event Nane| t i gase: deno).

Available Tasks

Monitor Component has several pre-defined tasks that can be monitored and set to trigger. What follows
isthe list of tasks with the options attributed to each task.

* disk-task - Used to check disk usage. Available Options
1. enabl ed - Enable or disable task, Boolean value.
2. peri od - Period of running check, Integer value.
3. t hreshol d - Percentage of used space on disk, Float value.
* cpu-temp-task - Used to check CPU temperature. Available Options
1. enabl ed - Enable or disable task, Boolean value.
2. peri od - Period of running check, Integer value.
3. cpuTenpThr eshol d - Temperature threshold of CPU in °C.
* load-checker-task - Used to check system load. Available Options
1. enabl ed - Enable or disable task, Boolean value.
2. peri od - Period of running check, Integer value.
3. aver ageLoadThr eshol d - Average percent load threshold, Long value.
» memory-checker-task - Used to check memory usage. Available Options
1. enabl ed - Enable or disable task, Boolean value.
2. peri od - Period of running check, Integer value.

3. maxHeapMenmJsagePer cent Thr eshol d - Alarm when percent of used Heap memory islarger
than, Integer value.

4. maxNonHeapMenlJsagePer cent Thr eshol d - Alarm when percent of used Non Heap memory
islarger than, Integer value.

* logger-task - Used to transmit log entries depending on level entered.
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1. enabl ed - Enable or disable task, Boolean value.

2. l evel Threshol d - Minimal log level that will be the threshold. Possible values are SEVERE,
WARNING, INFO, CONFIG, FINE, FINER, FINEST, and ALL.

» connections-task - Used to check users disconnections. NOTE: The event will be generated only if
both thresholds (amount and per centage) will be fulfilled.

1. enabl ed - Enable or disable task, Boolean value.
2. peri od - Period of running check in ms, Integer value.
3. threshol dM ni mal - Minimal amount of disconnected users required to generate alarm.

4. t hr eshol d - Minimal percent of disconnected users required to generate alarm.
Configuration

Configuration of the monitor can be done one of two ways; either by linesinconfi g. t dsl file, or by
sending XM PP stanzas to the server. Y ou may also send XM PP stanzas VIA HTTP REST. XMPP stanza
configurations will override onesin config.tdsl, but they will only last until the server restarts.

config.tdsl
Tasks can be configured intheconfi g. t dsl file. See available tasks for the tasks that can be setup.

To enable a specific monitor task, use the following line:

nmoni t or {
- $TASKNAME'  {
setting = val ue
-}
}
Where monitor is the component name for Moni t or Conponent , and $TASKNAME is one of the avail-
able task names.

Thisformat will be the same for other settings for tasks, and it’s best to group settings under one heading.
For example:

nmoni t or {
-'connections-task' ({
enabl ed = true
peri od = 1000
-}
}

sets the check period to 1000 milliseconds and enablesconnect i ons-t ask.

Note

Oncetriggers have been activated, they will become dormant. Think of these as one-shot settings.
Subscription Limitations

To define list of JIDs allowed to subscribe for events:
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event bus {
affiliations {
al | onedSubscri bers = -'franci sco@ennark.|it, bernardo@enmark.lit’
-}
}

If thisis not specified, all users can subscribe.
Configuration via XMPP

We can also configure the eventbus monitor component using XM PP stanzas. This allows us to set and
change configurations during server runtime. Thisisdone using aseriesof i q stanzas send to the monitor
component.

We can query each component for its current settings using the following stanza.

<iq type="set" to="nonitor @DOVAI N di sk-task" id="aad0a">
<command xm ns="http://jabber. org/protocol /comands” node="x-config"/>
<lig>

The server will return the component current settings which will make things easier if you wish to edit
them. In this case, the server has returned the following to us

<iq fron="noni t or @GDOVAI N di sk-task" type="result" id="aadOa" to="alice@offeebean
<command xm ns="http://jabber. org/protocol /comands” status="executing" node="
sessi oni d="0dad3436- a029- 4082- b0e0- 04d838c6c0da" >
<x xm ns="j abber: x: data" type="">
<title>Task Configuration</title>
<instructions/>
<field type="bool ean" | abel ="Enabl ed" var="x-task#enabl ed" >
<val ue>0</val ue>
</field>
<field type="text-single" |abel="Period [ns]" var="x-task#period">
<val ue>60000</ val ue>
</field>
<field type="text-single" |abel ="Di sk usage ratio threshold" var="thre
<val ue>0. 8</ val ue>
</field>
</ x>
</ command>
<lig>

This tells us that the disk-task setting is not active, has a period of 60000ms, and will trigger when disk
usage is over 80%.

To send new settings to the monitor component, we can send a similar stanza back to the monitor com-
ponent.

<iq type="set" to="nonitor @DOVAI N di sk-task" id="aadla">
<command xm ns="http://jabber. org/protocol /comands" node="x-config"
sessi oni d="0dad3436- a029- 4082- b0e0- 04d838c6c0da" >
<x xm ns="j abber: x: data" type="submt">
<field type="bool ean" var="x-task#enabl ed" >
<val ue>0</val ue>
</field>
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<field type="text-single" var="x-task#period">
<val ue>60000</ val ue>

</field>

<field type="text-single" var="threshol d">
<val ue>0. 8</ val ue>

</field>

</ x>
</ command>
<lig>

To which a successful update will give you an XMPP success stanza to let you know everything is set
correctly.

Alternatively, you can update specific settings by editing a single field without adding anything else. For
example, if we just wanted to turn the disk-task on we could send the following stanza:

<iq type="set" to="nonitor @HOSTNAME/ di sk-task" id="ab53a">
<command xm ns="http://jabber. org/protocol/comands" node="x-config">
<x xm ns="j abber: x: data" type="subnit">
<field type="bool ean" var="x-task#enabl ed" >
<val ue>1</val ue>
</field>
</ x>
</ command>
</ig>

To set any other values, do not forget that certain parts may need to be changed, specifically the<fi el d
type="bool ean" var =x-t ask#enabl ed" > fields:

» Your field type will be defined by the type of variable specified in the Available Tasks section.

» var =x t ask# will befollowed by the property value taken directly from the Available Tasks section.
Getting the Message

Without a place to send messages to, monitor will just trigger and shut down. There are two different
methods that monitor can deliver alarm messages and relevant data; XM PP messages and using the mailer
extension.

XMPP notification

In order to retrieve notifications, a subscription to the event bus @VHost > user must be made. Keep
in mind that subscriptions are not persistent across server restarts, or triggers. The monitor schemaisvery
similar to most XMPP subscription requests but with a few tweaks to differentiate it if you wanted to
subscribe to a certain task or all of them. Each task is considered a node, and each node has the following
pattern: event Name| event XMLNS. Since each monitoring task hasthet i gase: noni t or : event

event XMLNS, we just need to pick the event name from the list of tasks. So like the above example, our
event node for the disk task will be di sk-t ask|ti gase: nonitor: event. Applied to an XMPP
stanza, it will look something like this:

<iq type='set’
t o=' event bus@VHost >'

i d=' subl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<subscri be node='di sk-taskEvent|tigase: nonitor:event' jid='$USER JID />
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</ pubsub>
<lig>

Don't forget to replace $USER_JI D with the bare JID of the user you want to receive those messages.
Y ou can even have them sent to aMUC or any component with aJID.

Available events are as follows:

» DiskUsageMonitorEvent for di sk-t ask

» LoggerMonitorEvent for | ogger - t ask

* HeapMemoryMonitorEvent for menor y- checker -t ask
» LoadAverageMonitorEvent for | oad- checker -t ask

e CPUTempMonitorEvent for cpu-t enp-t ask

» UsersDisconnected for connect i ons-t ask

Alternatively, you can also subscribe to all events within the eventbus by using a wildcard * in place of
the event XMLNS like this example:

<iq type='set'
t o=' event bus @VHost >'

i d='subl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<subscri be node='*|ti gase: nonitor:event' jid='$USER JID />
</ pubsub>
</ig>

Sample notification from Monitor

<nmessage fron¥ event bus. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node=' Event Nane|ti gase: demo' >
<itene
<Event Name xm ns="ti gase: demn" event Sour ce="sanpl econponent . shakespeare. | i
<sanpl e_val ue>1</ sanpl e_val ue>
</ Event Nane>
</itenp
</items>
</ event >
</ message>

Mailer Extension

Tigase Server Monitor Mailer Extension (TSMME) can send messages from the monitor component to a
specified E-mail address so system administrators who are not logged into the XM PP server.

For v7.1.0 versions and later, TSMME is already included in your distribution package and no extra in-
stallation is needed.

Configuration

Tigase Mailer Extension may be configured viathe conf i g. t dsl filein the following manner:
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nmoni t or {

-'"mai ler-from address' = -'sender @VHost >

-'mailer-sntp-host’ = -"mail.tigase.org'

-'mail er-sntp-password’ = -'FFxFFEEER!

-'mailer-sntp-port' = -'587

-'mail er-snt p-usernane’ = -'sender’

-'"mai |l er-to-addresses' = -'receiver @VHost >, adm n@VHost >'
}

Here is an explanation of those variables.

e mai | er-sm p- host - SMTP Server hostname.

e nail er-snt p-port - SMTP Server port.

* mai | er - snt p- user nam- name of sender account.

e nmail er-snt p- passwor d - password of sender account.

* mail er-from address - sender email address. It will be set in field from in email.
* nail er-to-addr esses - comma separated notification receivers email addresses.

It is recommended to create a specific e-mail address in your mail server for this purpose only, as the
account settings are stored in plaintext without encryption.

Configuration of statistics loggers

It is possible to enable and configure automatic storage of statistics information. To do that you need to
configure any of following statisticsloggersasa St ati sti csCol | ect or component sub-beans:

ti gase. stats. Count er Dat aAraferywéa@eution put current basic server metrics (CPU usage, mem-
ory usage, number of user connections, uptime) into database (over-
writes previous entry).

ti gase. stats. Count er Dat aLoaygsr execution insert new row with new set of number of server
statistics (CPU usage, memory usage, number of user connections
per connector, number of processed packets of different types, up-
time, etc) into the database.

ti gase. stats. Count er Dat aFi évehoggeution store al server statistics into separate file.
As an example to configure ti gase. st ats. Count er Dat aFi | eLogger to archive statistics

data with level FI NE every 60 seconds to file prefixed with stat and located in | ogs/
server_stati stics following entry is needed:

stats() {

-'stats-file-logger' (class: tigase.stats. CounterDataFil eLogger) ({
-'stats-directory' = -'logs/server_statistics'
-'stats-filename' = -'stat’

-'stats-unixtime' = fal se
-'stats-datetinme’ = true
-'stats-datetine-format' = -'HH mm ss’
-'stats-level' = -'FINEST

204



Tigase XMPP Server Distri-
bution Administration Guide

-}
}

Server to Server Protocol Settings

Tigase server-to-server communication component facilitates communication with other XMPP servers
(federation) and alows you to tweak it’ s configuration to get a better performance in your installation.

S2S (or server to server) protocol is enabled by default with optimal settings chosen. There are however,
a set of configuration parameters you can adjust the server behavior to achieve optimal performance on
your installation.

This documents describes following elements of the Tigase server configuration:

1. Number of concurrent connections to external servers

2. The connection throughput parameters

3. Maximum waiting time for packets addressed to external servers and the connection inactivity time

4. Custom plugins selecting connection to the remote server

Number of Concurrent Connections

Normally only one connection to the remote server is required to send XMPP stanza to that server. In
some cases however, under a high load, you can get much better throughput and performance if you open
multiple connections to the remote server.

Thisisespecially true when the remote server worksin acluster mode. Ideally you want to open a connec-
tion to each of the cluster nodes on the remote server. This way you can spread the traffic evenly among
cluster nodes and improve the performance for s2s connections.

Tigase server offers 2 different parameters to tweak the number of concurrent, s2s connections:

* max- out - t ot al - conns - this property specifies the maximum outgoing connections the Tigase
server opensto any remote XMPP server. Thisisaper domain limit, which meansthat thislimit applies
to each of the remote domains Tigase connects to. If it is set to 4 then Tigase opens a maximum of 4
connectionsto j abber . or g plus maximum 4 connectionsto muc. j abber . or g even if thisisthe
same physical server behind the same | P address.

To adjust the limit you have to add following totheconfi g. t dsl file

s2s {
-'max-out-total -conns' = 2

}

* max-out - per-i p- conns - thisproperty specifies the maximum outgoing connections Tigase serv-
er opensto any remote XM PP server toitssingle |P address. Thistoo, isper domain limit, which means
that this limit applies to each of the remote domains Tigase connectsto. If it isset to 1, and the above
limit is set to 4, and the remote server is visible behind 1 1P address, then Tigase opens a maximum
of 1 connection to j abber . or g plus a maximum of 1 connection to nmuc. j abber . or g and other
subdomains.

To adjust the limit you have to add following lineto theconf i g. t dsl file:
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s2s {
-' max- out - per-i p-conns' = 2

}
Connection Throughput

Of course everybody wants his server to run with maximum throughput. This comes with a cost on re-
sources, usually increased memory usage. This is especially important if you have large number of s2s
connections on your installations. High throughput means lots of memory for network buffers for every
single s2s connection. Y ou may soon run out of all available memory.

Thereis one configuration property which allows you to adjust the network buffers for s2s connections to
lower your memory usage or increase data throughput for s2s communication.

More details about are available in the net-buff-high-throughput or net-buff-Standard property descrip-
tions.

Maximum Packet Waiting Time and Connection Inactivity Time
There are 2 timeouts you can set for the component controlling s2s communication.

* max- packet -wai ti ng-ti me - this sets the maximum time for the packets waiting for sending to
some remote server. Sometimes, due to networking problems or DNS problems it might be impossible
to send message to remote server right away. Establishing a new connection may take time or there
might be communication problems between servers or perhaps the remote server is restarted. Tigase
will try a few times to connect to the remote server before giving up. This parameter specifies how
long the packet is waiting for sending before it is returned to the sender with an error. The timeout is
specified in seconds:

s2s {
- max- packet-wai ting-time' = 420L
}

e max-inactivity-time - this parameters specifies the maximum s2s connection inactivity time
before it is closed. If a connection is not in use for along time, it doesn’t make sense to keep it open
and tie resources up. Tigase closes s2s connection after specified period of time and reconnects when
it is necessary. The timeout is specified in seconds:

s2s {
-'max-inactivity-tinme' = 900L
}

Custom Plugin: Selecting s2s Connection

Sometimes for very large installations you may want to set larger number of s2s connections to remote
servers, especially if they work in cluster of several nodes. In such acase you can also have acontrol over
XM PP packets distribution among s2s connections to a single remote server.

This piece of codeis pluggable and you can write your own connection selector. It is enough to implement
S2SConnecti onSel ect or interface and set your class name in the configuration using following
parameter inconf i g. t dsl file

s2s {
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-'s2s-conn-sel ector' = -'YourSel ectorlnpl enentation’

}

The default selector picks connections randomly.

skip-tls-hostnames

The s2s-ski p-tl s- host nanes property disables TLS handshaking for s2s connections to se-
lected remote domains. Unfortunately some servers (certain versions of Openfire - [1 [http:/
community.igniterealtime.org/thread/36206]] or [2 [http://community.igniterealtime.org/thread/30578]])
have problems with TLS handshaking over s2s which prevents establishing a usable connection. This
completely blocks any communication to these servers. As aworkaround you can disable TLS for these
domainsto get communication back. Enabling this can be done on any vhost, but must be configured under
the s2s component.

s2s {
-'skip-tls-hostnanes' = [ -'domainl', -'domain2' -]

}
ejabberd-bug-workaround

This property activates a workaround for a bug in EJabberd in it's s2s implementation. EJabberd does
not send dialback in stream features after TLS handshaking even if the dialback is expected/needed. This
results in unusable connection as EJabberd does not accept any packets on this connection either. The
workaround is enabled by default right now until the EJabberd version without the bug is popular enough.
A disadvantage of the workaround is that dialback is always performed even if the SSL certificate isfully
trusted and in theory this dialback could be avoided. By default, thisis not enabled.

s2s {
di al back () {
-' ej abber ed- bug- wor karound' = true
-}
}

Thisreplacestheold - - s2s- ej abber d- bug- wor kar ound- act i ve property.

Tigase Load Balancing

Tigase includes load balancing functionality allowing users to be redirected to the most suitable cluster
node. Functionality relies on a see-other-host XM PP stream error message. The basic principle behind the
mechanism is that user will get redirect if the host returned by the implementation differ from the host
to which user currently tries to connect. It is required that the user JID to be known for the redirection
to work correctly.

Available Implementations

Tigase implementation is, as usual, extensible and allows for different, pluggable redirection strategies
that implement the SeeQt her Host | f ¢ interface.

Currently there are three strategies available;

e Seex herHost - most basic implementation returning either single host configured in
confi g.tdsl fileor name of the current host;
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e SeeO her Host Hashed (default) - default implementation for cluster environment of SeeOther-
Hostlfc returning redirect host based on the hash value of the user’ s JID; list of the available nodesfrom
which a selection would be made is by default composed and reflects all connected nodes, alternatively
hosts list can be configured in the config.tdsl;

» SeeO her Host DB - extended implementation of SeeOtherHost using redirect information from data-
basein the form of pairsuser _i d and node_i d to which given user should be redirected.

* SeeO her Host Dual | P - matches internal Tigase cluster nodes against the lookup table to provide
relevant redirection hostname/IP (by default internal Tigasetig_cluster_nodes table will be used)

Configuration Options

The most basic configuration is related to the choice of actual redirection implementation by declaring
class for each connector:

bosh {

seeQt her Host (class: <value>) {}
}
c2s {

seeQt her Host (class: <value>) {}
}
ws2s {

seeQt her Host (class: <value>) {}
}

Possible values are:

* tigase.server.xnppclient.
e tigase.server. xnppclient.
e tigase.server.xnppclient.

* tigase.server.xmppclient.

SeeOx her Host

Seett her Host Hashed

Seet her Host DB

Seet her Host Dual | P

* none - disablesredirection

All options are configured on a per-connection-manager basis, thus all options need to be prefixed with
the corresponding connection manager ID, i.e. ¢2s, bosh or ws; we will use c2sin the examples:

c2s {
-'cmsee-other-host' {
-'default-host' = -'host1; host2; host3'
-'phases’ = [ -"OPEN, -'LOA N -]
-}
}

e '"default-host' =
for redirection.

"host 1; host 2; host 3' - asemicolon separated list of hosts to be used

* 'phases' =
are:

[1 - anarray of phasesinwhich redirection should be active, currently possible values

« OPEN which enables redirection during opening of the XM PP stream;
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« LOGQ Nwhich enables redirection upon authenticating user session;
By default redirection is currently enabled only in the OPEN phase.
SeeOtherHostDB

For SeeQ her Host DB implementation there are additional options:

c2s {
-'cmsee-other-host' {
-'db-url' = -"jdbc: nysqgk:/ /I ocal host/usernane?, password?'
-'get-all-query-tinmeout' = -'10'
-}
}

e db- ur| -aJDBC connection URI which should be used to query redirect information; if not configured
the default dat aSour ce will be used;

e get - host - query - aSQL query which should return redirection hostname;

get - al | - dat a- quer y - aSQL helper query which should return all redirection datafrom database;

e get-all-query-tineout -alowsto set timeout for executed queries.

SeeOtherHostDuallP

This mechanisms matches internal Tigase cluster nodes against the lookup table to provide matching and
relevant redirection hostname/IP. By default internal Tigaset i g_cl ust er _nodes tableis used (and
appropriate repository implementation will be used).

To enable this redirection mechanism following configuration / class should be used. Note that for global
use, al connection managers must have the same class defined. Y ou can define each connection manager

individually.
bosh {

seeQt her Host (class: tigase.server.xnppclient.SeeQt her Host Dual | P) {}
}
c2s {

seeQt her Host (class: tigase.server.xnppclient.SeeQt her Host Dual | P) {}
}
ws2s {

seeQt her Host (class: tigase.server.xnppclient.SeeQt her Host Dual | P) {}
}

It offers following configuration options:

« dat a- sour ce - configuration of the source of redirection information - by default internal Tigase
tig_cluster_nodes tablewill be used (and appropriate repository implementation will be used);
aternatively it's possible to use event bus source;

e db- ur| -aJDBC connection URI which should be used to query redirect information; if not configured
user - db-uri will be used;

e get-all-data-query -aSQL helper query which should return al redirection datafrom database;
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e get-all-query-tinmeout -alowsto set timeout for executed queries,

» fall back-redirection-host -if thereisnoredirectioninformation present (i.e. secondary host-
name is not configured for the particular node) redirection won't be generated; with thisit’s possible
to configure fallback redirection address.

All options are configured or on per-component basis:

<connect or> {
-'cmsee-other-host' {

-'data-source' = -'<class inplenmenting tigase.server.xnppclient.SeeQ her Ho
-'db-url"' = -'jdbc: <dat abase>://<uri >

-'fall back-redirection-host' = -'<hostnane>'

-'get-all-data-query' = -'select * fromtig_cluster_nodes'
-'get-all-query-tinmeout' = 10

-}
}

EventBus as a source of information

It's possible to utilize EventBus and internal Tigase events as a source of redirection data. In order to do
that event bus-r eposi tory-noti fi cati ons needsto beenabled in ClusterConnectionManager:

"cl-comp' {
-'event bus-repository-notifications' = true
}

Auxiliary setup options
Enforcing redirection

It's possible to enforce redirection of connections on the particular port of connection manager with
force-redirect-t o settolnteger with the following general setting option:

<connecti on_nanager > {
connections {
<listening port> {
-'force-redirect-to' = <destination_port>
-}
-}
}

for example, enable additional port 5322 for c2s connection manager and enforce all connections to be
redirected to port 5222 (it will utilize hostname retrieved from SeeQt her Host implementation and
will be only used when such value is returned):

c2s {
connections {
ports = [ 5222, 5322 -]

5322 {
-'force-redirect-to = 5222
socket = -'plain
type = -'accept'’

-}

-}
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}
Configuring hostnames

To fully utilize SeeQt her Host Dual | P setup in automated fashion it's now possible to pro-
vide both primary (internal) and secondary (external) hostname/IP (they need to be correct,
| net Addr ess. get ByNane( property ); will be used to verify correctness). It can be
done via JVM properties ti gase-pri mary-address and ti gase- secondary- addr ess.
You can aso utilize different implementation of DNS resolver by providing class implementing
tigase.util.DNSResol verl fc interface asvaluetor esol ver - cl ass property. Those prop-
ertiescan be set viaet ¢/ ti gase. conf (uncommenting following lines, or manually exposing in en-
vironment):

DNS RESOLVER=" --Dresolver-class=tigase.util.DNSResol verDefault -"

| NTERNAL_| P=" --Dtigase-primary-address=hostnane. | ocal -
EXTERNAL | P=" --Dtigase-secondary-address=hostnanme -"

orintheet c/ confi g. tdsl (they will be converted to VM properties):

"dns-resol ver' {

-'tigase-resolver-class' = -'tigase.util.DNSResol verDefault'
-'tigase-primary-address' = -'hostnane.|ocal’
-'tigase-secondary-address' = -'hostnange'

}
External Component Configuration

Tigase can connect to external components, this guide will show you how this can be accomplished.

Configuration follows the same standards as all other components. It is also much more powerful as a
single Tigase instance can control many TCP/IP ports and many external components on each port and
even allows for multiple connections for the same component. It supports both XEP-0114 and XEP-0225
with protocol auto-detection mechanisms. Protocols are pluggable so more protocols can be supported or
custom extensions to existing protocols can be added.

The implementation also supports a scripting APl and new domains with passwords can be added at run-
time using ad-hoc commands. New scripts can be loaded to even further control all connected external
components.

Pages in this guide describe in details al the administration aspects of setting up and managing external
components.

» External Component Configuration
 Tigase as an External Component

» Load Balancing External Components in Cluster Mode
External Component Configuration
As for al Tigase components you can load and configure external components viathe confi g. t dsl

file described in details in the DSL configuration section. This document describes how to enable the
component and set the initial configuration to accept or initiate connections for an external component.
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First thing to do is to specify the component class and the component name which must be
unique within the Tigase installation. The most commonly name used is ext and the class is
ti gase. server. ext. Conponent Pr ot ocol (class doesn’'t have to be specified when using de-
fault name).

Thefollowing lineintheconfi g. t dsl will load the component during the server startup time:
ext (class: tigase.server.ext.Conmponent Protocol) {}

While this would load the component, without any additional configurations provided, the component
would bepractically useless. It isnecessary to configurethevirtual host domains of the external component
during run-time via ad-hoc commands to make use of this component.

Y ou may additionally configure the bi nd- ext - host nanes property.

To configure externa component connections using Admin Ul you need to open Admin Ul web page
(if you are logged in the same computer on which Tigase XMPP Server is running by default it should
be available at http://localhost:8080/admin/). Then you should click on Conf i gur at i on on the left
side of the Admin Ul web page and then select Add new it emon ext component or by execution
corresponding ad-hoc command on ext component using ad-hoc capable XMPP client, ie. Psi [http://
psi-im.org].

EXT@LOGALHOST

You will be presented with a form which you should fill to configure external component connection
details:

Domain name muc.devel.tigase.org

Domain password muc-pass

Connection type accept

Port numbar 5270

Remote host

Protocol

Load balancer class tigase.server.ext.|b.ReceiverBareJidLB

(Optional) Routings

(Optional) Socket type plain

Ownar admin@localhost

Administrators

Przeslj

e Domain name - external component domain name (muc. devel . ti gase. org)
» Domain password - password for authentication of the external component connection (muc- pass)

 Connection type - accept to make component wait for connection or connect force component to
connect to the server (connect)
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 Port number - port on which component should wait for connection or onwhichit try to connect (5270)

» Remote host - host to connect to (devel . ti gase. or g) (may be left blank if component will only
accept connections)

 Protocol - id of protocol used for establishing connection
« if connection typeisconnect :

e XEP-0114: Jabber Conponent Protocol (accept) -for XEP-0114: Jabber Com-
ponent Protocol [https://xmpp.org/extensions/xep-0114.htmi]

e XEP-0225: Conponent Connecti ons - for XEP-0225: Component Connections [https://
xmpp.org/extensions/xep-0225.html]

« if connectiontypeisaccept :
« Aut odet ect - for automatic detection of protocol used by incoming connection (recommended)

« XEP-0114: Jabber Conponent Protocol (accept) -for XEP-0114: Jabber Com-
ponent Protocol [https://xmpp.org/extensions/xep-0114.html]

e XEP-0225: Conponent Connecti ons - for XEP-0225: Component Connections [https./
xmpp.org/extensions/xep-0225.html]

Additional options may be |eft with defaults.

Later on if you would like to modify this values, you can do that using Admin Ul by clicking on Con-
figurati onandRenove an itemor Update item configuration atext component or
by execution corresponding ad-hoc commands on ext component using ad-hoc capable XMPP client, ie.
Psi [http://psi-im.org].

Tigase as an External Component

There are cases when you want to deploy one or more Tigase components separately from the main server,
or perhaps you want to run some Tigase components connecting to a different XM PP server, or perhaps
you work on a component and you do not want to restart the main server every time you make a change.

There is a way to run the Tigase server in external component mode. In fact you can run any
of Tigase's components as an external component and connect them to the main XMPP server ei-
ther via XEP-0114 [http://xmpp.org/extensions/xep-0114.html] or XEP-0225 [http://xmpp.org/exten-
siong/xep-0225.html] connection.

Let’slook at the examples...

Usage with shared database (since version 8.0.0)

When you are using Tigase server 8.0.0 or newer in the "externa component mode" while using shared
default "user repository” and you have main server also running Tigase XM PP Server 8.0.0 or newer, then
you can benefit from the remote management of the component connections from the main server. To
use that, you need to enable external component and external component manager on the main server by
adding following line to the config file:

text' () {}

"ext-man' () {}
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With that in place you can use Admin Ul or ad-hoc commands available at ext - man component of the
main server to configure connection details of the serversrunning in the conponent mode.

In Admin Ul you click on Conf i gur ati on section and select Add new itemat the ext - man
component, whichwill present you with afollowing formtofill in external component connectivity details:

Demain name

Domain password

Connection type accept

Port numbar

Remate host

Protocol

Load balancer class tigase.server.ext.|b.ReceiverBareJidLB

(Optional) Routings

(Optional) Socket type plain

Owner admin@localhost

Administrators

Przeslij

A Simple Case - MUC as an External Component
A few assumptions:

1. We want to run aMUC component for adomain: nuc. devel . ti gase. or g and password nuc-
pass

2. The main server works at an address: devel.tigase.org and for the same virtual domain

3. Wewant to connect to the server using XEP-0114 [ http://xmpp.org/extensions/xep-0114.html] protocol
and port 5270.

There is a special configuration type for this case which simplifies setting needed to run Tigase as an
external component:

'config-type' = -'conponent'
Knowing that we can now create simple configuration file for Tigase XM PP Server:

admns = [ -'adnm n@level .tigase.org" -]

‘config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org -]
dat aSour ce {
default () {
uri = -'master_server_default_database_url"
-}
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}

user Repository {

}

default () {}

aut hRepository {

}

muc (cl ass:

default () {}

ext () {

}

ti gase. muc. MUCConponent) {}

where mast er _server _defaul t _dat abase_ur| isthe same URL as the one used on the main
server for default data source.

With that in place we can use ad-hoc commands or Admin Ul on the main server to configure Tigase
XMPP Server to accept external component connections and to connect from the external component to
the master server.

Adding external component connection settings to the manager (ext-man) using Admin

ul.

Y ou need to pass:

Domain name

Domain password

Connection type

Port number

Remote host

Protocol

Load balancer class

(Optional) Reutings

(Optional) Socket type

Cwner

Administrators

Przeslij

muc.devel ligase. org

muc-pass

connect

5270

devel tigase.org

accept

tigase.server.ext.|b.ReceiverBareJidLB

plain

admin@localhost

» Domain name - external component domain name (muc. devel . ti gase. or g)

Domain password - password for authentication of the external component connection (nmuc- pass)

Connection type - accept to make component wait for connection or connect force component to

connect to the server (connect )

Port number - port on which component should wait for connection or on which it try to connect (5270)

Remote host - host to connect to (devel . ti gase. or g)

Protocol - id of protocol used for establishing connection
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e XEP-0114: Jabber Conponent Protocol (accept) - establish connection using
XEP-0114: Jabber Component Protocol [https://xmpp.org/extensions/xep-0114.html]

« XEP-0225: Conponent Connecti ons - establish connection using XEP-0225: Component
Connections [https.//xmpp.org/extensi ons/xep-0225.htmi]

Additional options may be left with defaults.
More Components

Suppose you want to run more than one component as an external components within one Tigase instance.
Let’s add another - PubSub component to the configuration above and see how to set it up.

The most straightforward way is just to add another component to the server running in the component
mode for the component domain

admns = [ -'adnm n@level .tigase.org" -]

'config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org' -]
dat aSource {
default () {
uri = -'jdbc:derby:/tigasedb’
-}

}

user Repository {
default () {}
}

aut hRepository {
default () {}
}

muc (class: tigase. nmuc. MJCConponent) {}
pubsub (cl ass: tigase. pubsub. PubSubConponent) {}

ext () {}

and then to add new connection domain to the main server external component settings and to the external
component manager settings. Y ou basically do the same thing as you did while adding only MUC com-
ponent as the external component.

Please note however that we are opening two connections to the same server. This can waste resources
and over-complicate the system. For example, what if we want to run even more components? Opening
a separate connection for each component is a tad overkill.

In fact there is a way to reuse the same connection for all component domains running as an external
component. The property bi nd- ext - host nanmes contains a comma separated list of al hostnames
(external domains) which should reuse the existing connection.

Thereisone catch however. Since you are reusing connections (hostname binding is defined in XEP-0225
[http://xmpp.org/extensions/xep-0225.htmi] only), you must use this protocol for the functionality.

Here is an example configuration with a single connection over the XEP-0225 [http://xmpp.org/exten-
siong/xep-0225.html] protocol used by both external domains:

adnmins = [ -'adnmi n@level .tigase.org' -]

216


https://xmpp.org/extensions/xep-0114.html
https://xmpp.org/extensions/xep-0114.html
https://xmpp.org/extensions/xep-0225.html
https://xmpp.org/extensions/xep-0225.html
https://xmpp.org/extensions/xep-0225.html
http://xmpp.org/extensions/xep-0225.html
http://xmpp.org/extensions/xep-0225.html
http://xmpp.org/extensions/xep-0225.html
http://xmpp.org/extensions/xep-0225.html
http://xmpp.org/extensions/xep-0225.html

Tigase XMPP Server Distri-
bution Administration Guide

' bi nd- ext - host names’ = [ -'pubsub. devel .tigase.org" -]
‘config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org -]
dat aSour ce {

default () {

uri = -'jdbc:derby:/tigasedb’

-}
}
ext () {

}

user Repository {
default () {}

}

aut hRepository {
default () {}
}

muc (class: tigase. muc. MJCConponent) {}
pubsub (cl ass: tigase. pubsub. PubSubComponent) {}

With this configuration you do not need to configure entries in ext - man for PubSub component, only
for MUC component but you need to user ¢l i ent asthe value for protocol field.

Usage with a separate database
A Simple Case - MUC as an External Component
A few assumptions:

1. We want to run aMUC component for adomain: nuc. devel . ti gase. or g and password nuc-
pass

2. The main server works at an address: devel.tigase.org and for the same virtual domain

3. Wewant to connect to the server using XEP-0114 [ http://xmpp.org/extensions/xep-0114.html] protocol
and port 5270.

There is a special configuration type for this case which simplifies setting needed to run Tigase as an
external component:

"config-type' = -'conponent'

This generates a configuration for Tigase with only one component loaded by default - the component
used for external component connection. If you use this configuration type, your conf i g. t dsl filemay
look like this:

admns = [ -'adnm n@level .tigase.org" -]

‘config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org -]
dat aSour ce {
default () {
uri = -'jdbc:derby:/tigasedb’
-}
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user Repository {
default () {}

}
aut hRepository {

default () {}
}

muc (class: tigase. muc. MJCConponent) {}

ext () {
}

To make this new instance connect to the Tigase XM PP Server, you need to create one more file with
external connection configuration at et ¢/ ext er nal Conponent | t enrs which will be loaded to the
local database and then removed.

muc. devel . ti gase. org: muc- pass: connect : 5270: devel . ti gase. or g: accept

Warning

While loading configuration from et ¢/ ext er nal Conponent | t ens file is supported, we
recommend usage of shared database if possible. In future this method may be deprecated.

More Components

Suppose you want to run more than one component as an external components within one Tigase instance.
Let’s add another - PubSub component to the configuration above and see how to set it up.

The most straightforward way is just to add another external component connection to the main server for
the component domain using Admin Ul or ad-hoc command on the main server.

Then we can use following configuration on the server running in the conponent mode:

admins = [ -'adnmi n@level .tigase.org" -]

'config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org' -]
dat aSource {
default () {
uri = -'jdbc:derby:/tigasedb’
-}

}

user Repository {
default () {}
}

aut hRepository {
default () {}
}

muc (class: tigase. nmuc. MJCConponent) {}
pubsub (class: tigase. pubsub. PubSubConponent) {}

ext () {
}

and we need to create a file with configuration for external component connection which will be loaded
to the internal database:

muc. devel . ti gase. or g: muc- pass: connect : 5270: devel . ti gase. or g: accept
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pubsub. devel . ti gase. or g: pubsub- pass: connect: 5270: devel . ti gase. or g: accept

Please note however that we are opening two connections to the same server. This can waste resources
and over-complicate the system. For example, what if we want to run even more components? Opening
a separate connection for each component is a tad overkill.

In fact there is a way to reuse the same connection for all component domains running as an external
component. The property bi nd- ext - host nanmes contains a comma separated list of all hosthames
(external domains) which should reuse the existing connection.

Thereisone catch however. Since you are reusing connections (hostname binding is defined in XEP-0225
[http://xmpp.org/extensions/xep-0225.html] only), you must use this protocol for the functionality.

Here is an example configuration with a single connection over the XEP-0225 [http://xmpp.org/exten-
sions/xep-0225.html] protocol used by both external domains:

admins = [ -'adnm n@level .tigase.org" -]

' bi nd- ext - hostnanes' = [ -'pubsub.devel.tigase.org" -]
'config-type' = -'conponent
debug = [ -'server' -]
"default-virtual -host' = [ -'devel.tigase.org" -]
dat aSource {

default () {

uri = -'jdbc:derby:/tigasedb’

-}
}
ext () {

}

user Repository {
default () {}
}

aut hRepository {
default () {}
}

muc (class: tigase. muc. MJCConponent) {}
pubsub (cl ass: tigase. pubsub. PubSubConponent) {}

and example of the external connections configuration file:

muc. devel . ti gase. or g: muc- pass: connect : 5270: devel . ti gase. org: cli ent

Load Balancing External Components in Cluster Mode

This document describes how to load balance any external components using Tigase XMPP Server and
how to make Tigase' s components work as external componentsin a cluster mode.

Please note, all configuration options described here apply to Tigase XMPP Server version 8.0.0 or later.
These are actually 2 separate topics:

1. Oneisto distribute load over many instances of a single component to handle larger traffic, or perhaps
for high availability.

2. The second is to make Tigase's components work as an external component and make it work in a
cluster mode, even if the component itself does not support cluster mode.
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Here are step by step instructions and configuration examples teaching how to achieve both goals.
Load Balancing External Component

The first, and most simple scenario is to connect multiple instances of an external component to asingle
Tigase XM PP Server to distribute load.

There are at least 2 reasons why thiswould be an optimal solution: one would be to spread load over more
instances/machines and the second is to improve reliability in case one component fails the other one can
take over the work.

So here is asimple picture showing the use case.

MUC Component MUC Compc

wuc.xmpp-test.org Wmue. xmpp-te

ﬁ'ﬁ!pp-{esturﬁw

Tigase XMPP Server

We have a single machine running Tigase XM PP Server and 2 instances of the MUC component connect-
ing to Tigase.

Onthe server sidewewill enable Conponent Pr ot ocol component aswe need to do to enable externa
component without clustering support.
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Then using Admin Ul we will add a new external component connection settingsusing Add i t emposi-
tion for ext component in Conf i gur at i on section of the web page just as it is described in External
Component Configuration section.

Domain name muc.devel.tigase.org
Domain password muc-pass
Connection type accept

Part number 5270
Remote hest
Protocol

Load balancer class tigase server.ext.|b.ReceiverBareJidLB

(Optional) Reutings

(Optional) Secke! type plain

Owner admin@localhost

Administrators

Przedlj

The only change here is that we will specify value for field Load bal ancer cl ass and we will use
Recei ver Bar eJi dLB asavaue.

The configuration for both instances of the MUC component (identical for both of them) can be donein
the same way asit is done for a single instance of the MUC component. There is nothing to change here.

Thedifferenceisone small element inthe server configuration. Atthevalueof Load bal ancer cl ass
fieldin Add it emform isset to ReceiverBareJidLB.

Thisistheload balancing plugin class. Load balancing plugin decides how the traffic is distributed among
different component connections that is different component instances. For the MUC component it makes
sense to distribute the traffic based on the receiver bare JID because this is the MUC room address. This
way we just distribute MUC rooms and traffic over different MUC component instances.

This distribution strategy does not always work for all possible components however. For transports for
examplethiswould not work at al. A better way to spread |oad for transports woul d be based on the source
bare JID. And it is possible if you use plugin with class name: Sender BareJidL B.

This are two basic load distribution strategies available now. For some use cases none of them is good
enough. If you have PubSub, then you probably want to distribute load based on the PubSub node. There
isno plugin for that yet but it is easy enough to write one and put the class namein configuration.

External Component and Cluster

If you want to use Tigase’' s component in a cluster mode which does not have clustering implemented yet
thereisaway to makeit kind of cluster-able. In the previous section we connected many MUC components
to asingle Tigase server. Now we want to connect a single MUC component to many Tigase servers (or
many Tigase cluster nodes).
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Let’ssay we have Tigase XMPP Server working for domain: xmpp-test.org and the server isinstalled on
three cluster nodes: red.xmpp-test.or g, green.xmpp-test.org and blue.xmpp-test.org.

MUC Component

wmue.xmpp-tfest.org

MUC Cor

WUC.XWpp

LT

xmpp-test.org xmpp-test.org

B &
e SO o e i
'-.__.. T "-.__.- 1T

Tigase XMPP Cluster Tigase XMPP Cluster
red.xmpp-test.org green.xmpp-testf.org

We want to make it possible to connect the MUC component to al nodes. To do so, we are configuring
Tigase XMPP Server to run in the cluster mode and on each of cluster nodes we need to enable Conpo-
nent Pr ot ocol component.

This can be smply done by adding following line to the server configuration file:

ext () {}

After thisis done we need to add a new external component connection settings using Add i t emposi-
tion for ext component in Conf i gur at i on section of the web page just asit is described in External
Component Configuration section.

Asyou can see there is nothing special here. The most interesting part comes on the MUC side, but it is
only avery small change from the configuration of the component to use with single node Tigase XM PP
Server installation.

When you are adding/configuring external component settings using Admin Ul (Add i t emor Updat e
i tem configuration forext - man component) or using separate configuration file (when you are
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not using shared database) then you need to passasavaluefor Renot e host field asemicolon separated
list of all of the cluster nodes to which external component should connect.

In our case it would be:
red. xnpp-test.org; green. xnmpp-test.org; bl ue. xnpp-test.org

Asyou can see remote host nameis not asimple domain but acharacter string with afew comma separated
parts. Thefirst part is our remote domain and the rest are addresses of the host to connect to. This can be
alist of domain names or |P addresses.

Of course it is possible to connect multiple external component to all cluster nodes, this way the whole
installation would be really working in the cluster and also load balanced.

Client to Server Communication

Client to server communication is an integral part of XM PP communication. C2S handles all client com-
munication to the server, and is responsible for filtering and handling remote communications. C2S CAN
be disabled, however doing so will only allow communication of internal components, and S2S commu-
nications.

Configuration
To disable C2S, use the following lineinconf i g. t dsl folder.
c2s (active: false) {}
Otherwise, C2S component is activated by default.
Connections

The connections container houses all configuration related to connections with the component. Each port
may be configured individually.

c2s {
connections {
5222 {
<confi gurati on>
-}
5080 {
<confi gurati on>
-}
-}
}

new-connections-throttling

The property alows you to limit how many new users connection per second the server accepts on a
particular port. Connections established within the limit are processed normally, all others are simply
disconnected. This allows you to avoid server overload in case there is a huge number of users trying to
connect at the same time. Mostly this happens after a server restart.

c2s {
connections {
5222 {
-' new connections-throttling" = 150L
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-}
-}
}

Here, thislimits the number to 150 connections per second before connection attempts are dropped.

Thisreplacestheold - - new connecti ons-throttli ng property.

Resumption timeout

It is now possible to set a default stream resumption timeout that the server uses. This allows control of
how long a server will wait for a reconnection from a client. This can be particularly helpful to manage
mobile clients connecting to your server asthey may not have complete coverage, and you do not want to
close the stream right away. By default, Tigase sets this value to 60 seconds.

c2s {
-turn:xnpp:sm 3" {
-'resunption-tineout' = 90
-}
}

This sets the default timeout to 90 seconds. Y ou may, if you choose, specify a maximum timeout time,
which will allow the server to wait between the default and maximum before a connection is closed.

c2s {
-turn:xnpp:sm 3" {
-''max-resunption-timeout' = 900

-}

Note

If the max-resumption-timeout is not set, it will always equal the resumption-timeout number,
or default isnone is set.

Availablesincev7.1.0

Packet Redelivery

Normally packets are handled by C2S and are typically processed in the first run, however if that fails
to send, aretry of sending that packet will occur after 60 seconds. If that second try fails, the delay will
increase by afactor of 1.5. This means that the next retry will occur at 90, 135, and so on until the retry
count is reached. By default this count is 15, however it can be changed by using the following setting:

c2s {
-' packet-deliver-retry-count' = -'20'

}

This setting prevents packet redelivery attempts from continuing into infinity (or when the host machine
runs out of memory).

Tigase External Service Discovery

Welcome to the Tigase External Service Discovery component user guide. Component provides support
for XEP-0215: Externa Service Discovery [http://xmpp.org/extensions/xep-0215.html] which alows dis-
covery of external services which are not accessible using XM PP protocol.
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Setup & Configuration

Component (which is implemented in class
ti gase. server. extdi sco. Ext ernal Servi ceDi scover yConponent) is by default regis-
tered under nameext - di sco and disabled. To enableit you need to enableit in configuration. Example:

e inDSL format:
ext-disco () { -}

Additionally you need to activate ur n: xnpp: ext di sco: 2 XMPP processor in Sessi onManager
by:

* inDSL - enable subbean of sess- man:
sess-man {

-'urn: xnpp: extdisco: 2' () {}
}

List of external servicesreturned by server is configurable using ad-hoc commands provided for this com-
ponent. AdHoc commands are accessible only for server administrator using XM PP client with support for
AdHoc commands or using Tigase Admin Ul. Usage of AdHoc commands provides easiest and flexible
way to add, modify or remove entries for services which will be returned by discovery.

Using Tigase

This section keeps set of documentswhich apply to all the Tigase server version and contain more generic
or introductory information on general use and features.

e TigaseLog Guide
» Debugging Tigase
» Basic System Checks
* Add and Manage Domains
* Presence Forwarding
» Watchdog
1. Runtime Environment Tip
2. Checking Cluster Connections
3. Best Practices for Connecting to Tigase XM PP server From Web Browser
* Scripting Support in Tigase
1. Scripting Introduction - Hello World!
2. Tigase Scripting Version 4.4.x Update for Administrators
3. Tigase and Python Scripting

» Configuration Wizards
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Offline Messages

Tigase like any XMPP server supports storing of messages for users who are offline so that they may
receive messages sent to them while they were not logged in.

By default, Tigase MessageAnp processor isresponsible for storing offline messages, and will automat-
ically store offline messages. This guide has multiple sections for setting limits globally, per user, and
others.

Many of the featureslisted here require the use of the Advanced M essage Processor Plugin whichisturned
on by default. To ensure AMP is turned on your system, view your conf i g. t dsl file and be sure the
following istherein your pluginsline:

'sess-man' {
anp () {}

Messages will be delivered to intended recipients when they first login after roster exchange.

Offline Message Limits

Support for limiting number of stored offline messages on a per-user basis has now been added to Tigase
as of v7.1.0. By default, Tigase comes with alimit of stored offline messages which is set for every user.
This limit by default is 100 offline messages for barejid-barejid pair. This value can be changed by the
store-|imt property. To change to 200 messages on bargjid-barejid paid, add the following entries
totheconfi g. t dsl file

anp {
-'store-limt' = 200L
}
'sess-man' {
anp () {
-'store-limt' = 200L
-}
}

This setting appliesto every user.

User Limit

Each user is able to configure the number of offline messages which should be stored for him. To enable
this feature, the following lines need to be entered into theconf i g. t dsl file:

anp {
-'user-store-limt-enable' = true
}
'sess-man' {
anp () {
-'user-store-limt-enable' = true
-}
}

Vaues of user-specific limits will be stored in UserRepository under subnode of of f| i ne- nsgs and
key store-1i mt.Datastoragewill bestoredinti g_pai r s key with the value and a proper record
fromti g_nodes pointsto thisrecord.
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Handling of Offline Messages Exceeding Limits

There are two possible ways to handle offline messages that exceed the limitations: . er r or sending
message with error type back to sender. . dr op drop of message without notifications to sender.

By default, Tigase sends a message back to the original sender with an error type of servi ce- un-
avai | abl e with a proper description of error according to XEP-0160 [http://www.xmpp.org/exten-
sions/xep-0160.html]. However, it is possible to change this behavior to better suit your needs. Thisis
done by adding the following lineto your conf i g. t dsl file.

'sess-man' {

anp () {
-' quot a- exceeded' = -'drop’
-}

}
Thiswill force Tigase to drop packets that exceed the offline message limit.
Setting the Limits by User

Users wishing to set a custom limit of stored offline messages for bargjid-barejid pairs needs to send the
following XM PP stanza to the server:

<iq type="set" id="${randomid}">
<nmsgof fline xm ns="nsgoffline" limt="%{limt}"/>
</ig>

Where: . ${ random i d} isarandom ID of the stanza (can be any string). . ${1i m t} istheinteger
value of the offline message limit. Thiscan be set to f al se to disable offline message limits.

In response, the server will send back ani g stanzawith aresult type:
<ig type="result" id="${randomid}">
<nmsgof fline xm ns="nsgoffline" limt="%{limt}"/>
</ig>
Example of Setting Limit of Stored Offline Messages to 10

XMPP client sends the following to the server:

<iq type="set" id="aabba">

<nmsgoffline xm ns="nsgoffline" Iimt="10"/>
</ig>
Server response:
<iqg type="result" id="aabba">

<nmsgoffline xm ns="nmsgoffline" |imt="10"/>
<lig>

Example of Disabling Offline Message Limit
XMPP client sends the following to the server:

<iq type="set" id="aabbb">
<nmsgoffline xm ns="nmsgoffline” Iimt="fal se"/>
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<lig>
Server response:
<iq type="result" id="aabbb">
<nmsgoffline xm ns="nsgoffline" limt="fal se"/>
</ig>

Storing offline messages without body content
Tigase can now store offline messages without <body/ > content.
See XEP-0334 [http://xmpp.org/extensions/xep-0334.html] for protocol details.
This can include message receipts, and messages with specific do- not - st or e tags.

Support has been added to set alist of paths and xmins to trigger and place storage of offline messages
using the following settingsin confi g. t dsl :

'sess-nman' {
amp () {
-'meg-store-offline-paths' = [ -'/nmessage/received[urn:xnpp:receipts]', -'
-}
}

This example results in two settings:

/ mes- Results in storage of messages with ar eci eved subelement and
sage/ recei ved[ ur n: xnpp: r ecwitipttEe]xImns set to ur n: xnpp: r ecei pts

/ message/ store-of fline Resultsin storing messages with ast or e- of f | i ne subelement
without checking xmins.

Filtering of offline storage
It is possible to set storage of other typesto save:
'sess-man' {
anp () {
-'nmeg-store-offline-paths' = [ -'/nessage/store-offline', -'-/message/do-n
-}
}
The above settingintheconfi g. t dsl filewill cause that:
» messageswith <st or e- of f | i ne> subelement will be stored without checking for associated xmins.
* messages with <do- not - st or e> element will not be saved.
Any of these can be adjusted for your installation, remember that a'-' will stop storage of messages with
the indicated property. Messages will be checked by these matchers and if any of them result in a positive
they will override default settings.

For example, if you wanted to store messages with <received> element, but not oneswith <plain> element,
your filter will look like this:
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'sess-man' {

anp () {
-'meg-store-offline-paths' = [ -'/message/received , -'-/nessage/plain' -]
-}
}
However....
Note

THE ABOVE STATEMENT WILL NOT WORK Asit will just store all messages with <re-
ceived> subelement.

The below statement will properly filter your results.
'sess-man' {
anp () {

-'meg-store-offline-paths' =] -'-/nessage/plain', -'-/nmessage/received -
-}

}

Filtering logic is done in order from left to right. Matches on the first statement will ignore or override
matches listed afterwards.

Disabling Offline Messages

If you wish to disable the storing of offline messages, use the following linein your confi g. t dsl file.
Thiswill not disable other features of the AMP plugin.

'sess-man' {

amp () {
nsgof fline (active: false) {}
-}

}
Last Activity

Tigase XMPP Server supports XEP-0012: Last Activity [https://xmpp.org/extensions/xep-0012.html] ex-
tension, which allows retrieval information when particular contact was active last time. It's not enabled
by default.

The functionality itself is split in two plugins:
» jabber:iq: | ast-nmarker -responsiblefor updating information about last activity of user

» jabber:iq: | ast -responsiblefor handling requeststo retrieve last activity information (it depends
onj abber:iq: | ast-marker plugin).

In order to enable functionality you should add both plugins to your configuration file

'sess-man' {
-'jabber:iqg:last-marker' (active: true) {
"jabber:iq:last' (active: true) {}

-}
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}
What updates last activity

By default marker plugin will only update last activity information on presence stanza. It’s possible to
control whether <pr esence/ > and/or <message/ > should update with respective options:

'sess-man' {
-'jabber:iqg:last-nmarker' (active: true) {
nmessage = true
presence = true
-}
}

Those settings will cause updating last activity information for both <message/ > and <pr esence/ >
stanzas

Persist everything to repository

To lower impact on performance, by default last activity information is persisted to repository less fre-
guently. This can yield dlightly less accurate results on installations with multiple cluster nodes with
users having multiple resources connected. To get more accurate results you should set per si st Al | -

ToReposi tory tot r ue, whichwill cause al update timesto be persisted (please bear in mind that this
could cause higher impact on the repository).

'sess-man' {
-'jabber:iqg:last-marker’' (active: true) {
persi st All ToRepository = true
-}
}

Tigase Log Guide

Tigase has multiple levels of logging available to help provide targeted and detailed information on
processes, components, or traffic. In these documents we will look at where tigase generates logs, what
they contain, and how we can customize them to our needs.

install.log

Thislog fileisabasic list of filesthat are made on install of Tigase server. Although you may not need to
useit, it can provide ahandy list to seeif any files were not written to your hard drive upon installation.

derby.log
If you are using the derby database installed with Tigase, this is the startup log for the database itself.

Issues that might be related to the database, can be found in thisfile. Typically, if everything works okay,
it'savery small filewith only 10 lines. It is overwritten on startup of the database.

etc/config-dump.properties

The config-dump.properties is dump file of all your properties listed for every option within Tigase and
components. The structure of the log linesis the same as the structure of Tigase XM PP Server config file
- TDSL. Letstake the value for admins, listing who is administrator for the server.
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admns = [ -'adm n@ abber.freehost.org', -'admnistrator@ abber.freehost.org', -'f
The admin parameter which is an array of strings and has 3 users listed.

Thisfileisre-written every time tigase starts.

logs/tigase.log.#

The tigase.log files are where the majority of logging will take place. The rules for writing to these longs
can be manipulated by editing filesin theint.propertiesfile. To see how, see the Debugging Tigase section
of this manual for more details about how to turn on debug logging, and how to manipulate log settings.
Entries to these logs are made in the following format:

2015-08-10 13:09: 41.504 [ nain] Sctipr.init() INFG Initilized script

The format of these logs is below: <ti nestanp> <thread nane> <cl ass>. <met hod>
<l og_| evel > <message> <thread_nanme>. This can vary - for components it would be
<di recti on>_<i nt>_<conponent nane>, for pluginsit will just be the plugin name.

Let'slook at another example from thelog file.
2015-08-10 12:31:40.893 [in_14 muc] | nMenoryMicRepository. creat eNewRoom() FI NE:

The process ID may sometimes come in a different format such as[ i n_14- nmuc] which specifies the
component (muc) along with the process thread identifier (14). As you can see, the format otherwise is
nearly identical.

ti gase. | og. # filesarerotated - thismeansthat server beginswriting to tigase.log.0 when it isfirst run,
and continues to dump information until the log size limit is hit. At this point, Tigase renamestigase.log.0
astigase.log.1. A new tigase.log.0 will be created, and Tigase will begin logging to this file. When this
fileisfull, tigase.log.1 will be renamed tigase.log.2 and tigase.log.0 will be renamed tigase.log.1. Using
this scheme, tigase.log.0 will always be your most recent log.

By default, Tigase has a limit of 20000000 bytes or 10MB with a file rotation of 10 files. You can edit
these values by editing theconfi g. t dsl file and adding the following lines.

| oggi ng {
java.util .l oggi ng. Fil eHandl er {
count = -'15'
l[imt = -'20000000
-}

}

This code, if entered into the confi g. t dsl file increases the size of the files to 15, and enlarges the
maximum size to 20MB. Note the larger the collective log space is, the larger number of sectors on hard
disk are active. Large log blocks may impact system performance.

You may see a tigase.log.0.Ick file in the directory while the server is running. This is a temporary file
only and is deleted once Tigase is cleanly shut down.

logs/statistics.log.#

Statistics log will duplicate any information that is related to sending of statistics to Tigase if you are
using an unlicensed copy of Tigase XMPP server. Mainly it will consist output of LicenceChecker. The
numbering logic will bethesameast i gase. | og. # files.
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logs/tigase.pid

ti gase. pi disafilethat just contains the Process ID or PID for the current run of Tigase. It is only
valid for the current or most recent run cycle and is overwritten every time Tigase starts.

logs/tigase-console.log

I mportant

Thisisthe most important log file containing the most essential information related to operation
of the Tigase XMPP Server. Any errors or exceptions in this file indicate with high probability
serious issues with server operation.

This file contains information related to Tigase's running environment, and is a dump from the server
itself on what is being loaded, when, and if any issues are encountered. It will start by loading Java classes
(consequently making sure the Java environment is present and functioning). Then it will begin loading
the configuration file, and adding default values to settings that have not been customized. Y ou can then
see all the components being loaded, and settings added where default values are needed. Lastly you will
see alog of any plugins that are loaded, and any parameters therein. Y ou may see tags such as INFO or
WARNING in the logs. Although they may contain important information, the program will continue to
operate as normal are not of too great concern.

ERROR flags are issues you will want to pay attention as they may list problems that prevent Tigase or
components from properly functioning.

Note

Windows does not create this file, rather the output is shown in the command line and is not
dumped to afile.

If Tigaseis gracefully shut down, tigase-console.log will add statistics from the server’s operation lifein
the following format.

conponent/statistic = val ue
Any component that may have a statistic, whether used or not, will place a value here
Thisfile can be handy if you are tracking issuesin the server.

tigase-console.log is appended during each run session of the server.

Log File Location

Y ou can also change the location of log filesif you have a specific directory you wish to use. The config-
uration may be made by the following linesinyour conf i g. t dsl file:

| oggi ng {
java.util.logging. FileHandl er {
pattern = -'/var/log/tigase/tigase.log
-}
}

This setting changes the log file location to /var/log/tigase/ where al log files will be made. Filesin the
original location will be l€ft.
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Debuging Tigase

If something goes wrong and you can't find out why it is not working as expected, you might want more
detailed debugging options switched on.

TigaseisaJavaapplication and it uses Javalogging library, this gives you the flexibility to switch logging
on for selected Java packages or even for asingle Javaclass.

Logsfilesarestoredin| ogs/ directory.ti gase- consol e. | og storesbasic log data, but isthe main

logfile.ti gase. | og. Nfileskeep al the detailed logging entries. So thisisthe place where you should
look in case of problems.

Configuration
By default, Tigasehastheolddebug = [ ' server' ] settingisturned on and does not need to be added.
However, people want to see what is going on the network level. That is what has been sent and what
has been received by the server - the actual character data. The class which would print all received and

sent character datais: t i gase. xnmpp. XMPPI CSer vi ce. To enable al debugging info for this class
you have to modify the debug line:

debug = [ -' xnmpp. XMPPI CServi ce' -]
Y ou can also have debugging switched on for many packages/classes at the same time:
debug = [ -'cluster’ -, -'xnpp. XMPPI CService' -]
Other packages you might beinterested in are:
i 0 canprint out what is going on avery low level network level including TLS/SSL stuff.
« xm would print the XML parser debugging data.
» cl ust er would print al the clustering related stuff.
e xnpp. i npl would print logs from all plugins loaded to Tigase server.
Non-Tigase packages

To enablelogging for your own packages from those different than Tigase, you have to use another option
which has been made available for this:

debug- packages = [ your.com package -]

Basic System Checks

Previoudly, a configuration article is available about Linux settings for high load systems. This has a de-
scription of basic settings which are essential to successfully run XMPP service for hundreds or thousands
of online users.

Of course, high load and high traffic systems regquire much more tuning and adjustments. If you use selinux
you haveto be careful asit can interfere with the service whileit is under a high load. Also some firewall
settings may cause problems as the system may decide it is under a DDOS attack and can start blocking
incoming connections or throttle the traffic.
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In any case, there are some basic checks to do every time you deploy XMPP service to make sure it will
function properly. | am trying to keep the article mentioned above up to date and add all the settings and
parameters| discover whileworking with different installations. If you have some suggestions for different
values or different parameters to add, please let me know.

If you want to run a service on afew cluster nodes (5 or even 10), then manually checking every machine
and adjusting these settings is time consuming and it is very easy to forget about.

To overcome this problem | started to work on a shell script which would run all the basic checks and
report problems found. Ideally it should be also able to adjust some parameters for you.

Inside the Tigase server scripty [https://github.com/tigase/tigase-server/blob/master/scripts/] repository
find a script called machi ne- check. sh. It performs &l the basic checks from the article and also
tries to adjust them when necessary. Have alook at the code [https.//github.com/tigase/tigase-server/blob/
master/scripts/machine-check.sh] and run for yourself.

Any comments or suggestions, as usual, are very much appreciated.

Add and Manage Domains (VHosts)

Tigase XMPP Server offers an easy to use and very flexible way to add and manage domains hosted on
installation (vhosts).

There are two ways of managing domains you host on your server:
* using web-based admin management console - Admin Ul

* using XM PP ad-hoc commands by XMPP client, ie. Psi [http://psi-im.org/]

Note

To use any of those ways, you need to be an administrator of the server, which means that you
have a XM PP account created on this XM PP server and your account JID is added to the list of
the administratorsin the Tigase XM PP Server configuration file.

Using Admin Ul

First, you need to open Admin Ul web page. By default Admin Ul is enabled and available at the port
8080 at path/ adni n/ onthe XMPP server. Assuming that your are logged on the same machine which
hosts Tigase XMPP Server, it will be available at http://localhost:8080/admin/.

When you will be prompted for username and password to login to the Admin Ul pleasefill usernamewith
full JID of your XMPP admin account and fill password field with password for this account. When you
submit correct credentials you will get access to the Admin Ul and Tigase XMPP Server configuration
and management web-based interface.

Adding a new domain

To add a new domain you need to open Conf i gur at i on section of the Admin Ul (by clicking on
Conf i gur ati on label and then selecting Add new i t emposition which mentionsvhost - nman.

o |
VHOST-MAN@LOCALHOST
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After doing that, you will be presented with aform which you need tofill in. Thisform allows you to pass
Domai n nare to add and other options (some of the are advanced options).

Domain name test.exam

525 secral

Domaln filter policy ALL

Darmain filter domains (only LIST and
BLACKLIST)

Max usors 0

Allowed C25 BOSH WebSocket ports

Presence forward address

Message forward address

Other parametors

Allowed SASL mechanisms

Tip
All options with exception of Donai N nane may be changed later on by modifying vhost
settings.

When you will be ready, please submit the form using button below the form. As a result you will be
presented with aresult of thisoperation. If it was successful it show Oper at i on successf ul message
and if something was not OK, it will display an error to help you fix this issue which you encountered.

Modifying domain settings

Modifying adomain settingsisvery similar to adding anew domain. Y ou need to open Conf i gur ati on
section of the Admin Ul and then select Updat e item confi gurati on position which mentions
vhost - man.

Y ou will be presented with alist of domains hosted on this Tigase XM PP Server installation. From them
you should choose the one for which you wish to modify settings.

CONFIGURATION

List of ltems test.example.com
REST@HTTPLOCALHOST
®

VHOST-MAN@LOCALHOST Przasli

After submitting this selection, you will be presented with a the same form as the one used during adding
anew domain. It presents configuration options for this domain and currently used values.
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2

CONFIGURATION

Domain name test.example.com
°
REST@HTTPLOCALHOST
Enabled
©
VHOST-MAN@LOCALHOST
a Anonymous enabled
SESS-MANGLOCALHOST
o In-band registration
SESS-MANGLOCALHOST
e TLS required
SESS-MANGLOCALHOST
o 525 secret 1696d4cb-dabc-4db1-93ab-854c3Bd0asbT
REST@HTTPLOCALHOST Domain filter policy ALL Y
REST@HTTP.LOCALHOST
Domain filter domains
{only LIST and
VHOST-MAN@LOCALHOST
BLACKLIST)
SESS-MANGLOCALHOST
Max users V]
SESS-MAN@LOCALHOST
Allowed
C25 BOSH WebSocket
ports

Presence forward

address

Message forward
address

Other parameters

Now you should adjust them as you wish and submit this form using the button below the form.

Asaresult you will be presented with aresult of this operation. If it was successful it show Oper at i on
successf ul message and if something was not OK, it will display an error to help you fix this issue
which you encountered.

Removing a domain

Removing a hosted domain from the Tigase XMPP Server installation is quite simple as well. Y ou need
to open Conf i gur at i on section of the Admin Ul and then select Renbve an i t emposition which
mentionsvhost - man.

o

Y ou will be presented with alist of domains hosted on this Tigase XM PP Server installation. From them
you should select the one which should be removed.

CONFIGURATION

Note Operation successful

o
REST@HTTPLOGALHOST

VHOST-MAN@LOCALHOST

o

Przeslij

After submitting your selection, Tigase XM PP Server will try to remove this domain from the list of host-
ed domains and will present you with the result. If it was successful it show Qper ati on success-
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f ul message and if something was not OK, it will display an error to help you fix this issue which you
encountered.

Using ad-hoc commands

For everybody interested in using our service to host their own XMPP domain we have good news! Y ou
do not have to ask an administrator to add your domain or add users for your domain anymore. Y ou can
do it on your own.

Please note, this is very new stuff. Something may go wrong or may not be polished. Please report any
problems, notices or suggestions.

Thisisthe guide to walk you through the new functions and describes how to add a new domain and new
users within your domain.

You can do everything from your XMPP client or you can use our web application that allows you to
connect to the service and execute admin commands. | recommend Psi [http://psi-im.org/] because of its
excellent support for parts of the XM PP protocol which are used for domains and user management. Y ou
may use other clients as well, but we can only offer support and help if you use Psi client.

Secondly, you need an account on the server. Thisis because all the commands and features described here
are available to local users only. Therefore, if you do not have a registered domain with us yet, please go
ahead and register an account on the website either the Tigase.IM [http://www.tigase.im/] or Jabber. Today
[http://jabber.today/].

Adding a New Domain
Once you register an account on one of the websites, connect to the XMPP server using the account on
the Psi client. We will be using the following account: green@tigase.im [mailto:green@tigase.im] which

isthis guide.

When you are ready right click on the account namein Psi roster window to bring up context menu. Select
Service Discovery element.
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11
Status

T Jgreen@tigase.im [ (1/1)
i7green@tigase.im

5 test [1/1) Mood
Srwhite? Avatar >
r 1 Bookmarks 2

Add a Contact
Service Discovery .
New Blank Message

XML Console
Modify Account...

Admin 2

|
}
I
h_——_m-—-d |l

A new windows pops up asin the example on the right. The service discovery window iswhere al the stuff
installed on XM PP service should show up. Most of elements on thelist are well known transports, MUC
and PubSub components. The new stuff on the list, which we are interested in, are 2 elements: VHost
Manager and Session Manager .
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Address: tigase.im ﬂ Node: ﬂ (M

Mame ne Hode
$41 Tigase ver. 5.1.0-b2383 tigase.im
» j4] Jabber.me MySpace Transport myspace.jabber.me
» $¢ Jabber.me QQ Transport qq.jabber.me
» J& Jabber.me AIM Transport aim.jabber.me
» & Jabber.me MSN Transport msn.jabber.me
» $4 Jabber.me XMPP Transport xmpp.jabber.me
» &8 Jabber.me ICQ Transport icg. jabber.me
» Y Jabber.me Yahoo Transport vahoo.jabber.me
» j4 Jabber.me SIMPLE Transport  simple.jabber.me
W VHost Manager vhost-man@tigase.im
B LF Session manager sess=man@tigase.im
» $4 Publish=Subscribe pubsub.tigase.im
» $4 Stanza Receiver srecv.tigase.im
» E2 Multi User Chat muc.tigase.im

[ Auto-browse into objects
W Automatically get item information

|

AL

VHost Manager component in Tigase is responsible for managing and controlling virtual hosts on the
installation. It providesvirtual hostsinformation to all other parts of the system and also allows you to add
new hosts and remove/update existing virtual hosts.

Session Manager component in Tigase is responsible for managing users. In most cases online users but
it can also perform some actions on user repository where al user datais stored.

Select VHost Manager and double click on it. A new windows shows up (might be hidden behind the
service discovery window). The window contains another menu with afew items: Add..., Remove... and
Update... . These arefor adding, removing and updating VVHost information. For now, just select the first
element Add....

ia tre is no ci
oy FL L Add component repo item
cf Remove component repo item g, E

e Update component repo item or r
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Click Execute and you get anew window where you can enter all of your VHost configuration details. All
fields should be self explanatory. Leave ablank field for Other parametersfor now. Owner isyou, that
is Jabber ID which controls the domain and can change the domain configuration settings or can remove
the domain from the service. Administratorsfield can be left blank or can contain comma separated list
of Jabber IDsfor people who can manage users within the domain. Y ou do not need to add your user name
to thelist as Owners can always manage users for the domain.

YhOst=man@tigase.im

Domain name:

Enabled:

Anonymous enabled

(< (<] (€]

In=band registration

fa]

Max users:
Dther parameters:
Ohwiner: greenftigase.im

Administrators:

sl Previous Mext _ Cancel . Finish |

When you are ready click the Finish button. All done, hopefully. Y ou can get either awindow confirming
everything went well or awindow printing an error messageif something went wrong. What can bewrong?
There are some restrictions | decided to put on the service to prevent abuse. One of the restrictions is the
maximum number of domains a user can register for himself which is 25 right now. Another restriction
isthat the domain which you add must have avalid DNS entry pointing to our service. The XM PP guide
describes al the details about DNS settings. Please refer to these instructions if you need more details.

Adding a New User

Adding a new user process is quite similar, aimost identical to adding a new domain. This time, however
we have to select Session Manager in the service discovery window.
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W
Address: tigase.im =] Node: = (_Browse )

Name o Mode

$41 Tigase ver. 5.1.0-b2383 tigase.im

» $«] Jabber.me MySpace Transport myspace.jabber.me

» t41 Jabber.me QQ Transport gg.jabber.me

E ﬁ Jabber.me AIM Transport aim.jabber.me

» M Jabber.me MSN Transport msn.jabber.me

» $41 Jabber.me XMPP Transport xmpp.jabber.me

> ﬁ Jabber.me ICC Transport icq.jabber.me

» Y Jabber.me Yahoo Transport  yahoo.jabber.me

» $4 Jabber.me SIMPLE Transport  simple.jabber.me

» % VHost Manager vhost-man@tigase.im
W Session manager Se55-mani@tigase.im

» $41 Publish-Sobscribe pubsub.tigase.im
$41 Stanza Receiver srecv.tigase.im

» E5 Multi User Chat muc.tigase.im

__ Auto-browse into objects
EAutnmiticaJIy get item information

i

Doubleclick on the Session Manager and awindow with SM’s commands ist shows up. Right now, there
isonly one command available to domain administrators - Add user. | am going to make available more
commands in the future and | am waiting for your suggestions.

o TR o W e

Execute Command (Sess-mani@tig...

Command: | Add user. «)
| =1 | Ii Cancel j I: Execute :l
A

If you click Execute awindow presented on the left shows up. Fill all fields accordingly and press Finish.
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Adding a User (sess-manj@tigase.im)

Fill ouwt this form to add a user.

The Jabber ID for the account to be added:
The password for this account:
Retype passwaord:

Emall address:

ry i Next (_Cancel ) (_Finish |

If everything went well you have just added anew user and you should get awindow confirming successful
operation. If something went wrong, awindow with an error message should show up. Possible errors may
be you tried to add a user which is already present, or you may have tried to add a user for a domain to
which you do not have permission or to non-existen domain.

SSL Certificate Management

SSL Certificate Management has been implemented, and certificates can be manipulated when in a.pem
form. For more details, see Creating and Loading the Server Certificate in pem Files section of documen-
tation for more information.

Presence Forwarding

Have you ever thought of displaying your users presence status on the website? Or, maybe, you wanted to
integrate XM PP service with your own system and share not only users' accounts but al so presence status?

Not only isit possible but also very simple. Y ou have a new option in the domain control form.
Actually there are 2 new options:

1. Presence forward address

2. Message forward address - not fully implemented yet

Presence forward address can be any XM PP address. Usually you want it to be a bot address which can
collect your users' presence information. Once this option is set to avalid XM PP address Tigase forwards
user’s presence, every time the user changes his status. The presenceis processed normally, of course, and
distributed to all people from the contact list (roster), plusto this special address. It can be a component or
abot. If thisis a bot connecting to a regular XM PP account, M ake sure the presence forward address
containsresource part and the bot is connecting with this resour ce. Otherwise the presence won’'t be
delivered to the bot.

242



Tigase XMPP Server Distri-
bution Administration Guide

Domain name: test.tigase.org
Enabled: ."n-_"".r
Anonymous enabled: 4

In-band registration:

Max users: 0

Presence forward address: testd{@test.tigase.org/
Message forward address:

Other parameters:

Owner: imin@devel.tigase.org

Administrators:

(= | Previous Next Cancel Finish

Asthe screenshot shows, there are new input lines with option for presence forwarding address and mes-
sage forwarding address. As you can see this option can be specified separately for each domain, so you
can have a different forward address for each domain.

If you have your own Tigase installation, the forwarding address can be also set globally and can be the
same for al domains. However, for this website, we offer this feature to al our users who have own
domains and this can be set on per-domain basis.

Now, the big question. How this can be used? | am attaching bel ow an example code. With just afew lines
of code you can connect a command line bot to the server as a client which would collect all presences
from users. Code below is a simple Groovy script which receives presence packet and displays them on
the console. However, it should be easy enough to store users' presence information in a database and then
load it from aweb application.
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The bot/client uses our JaXM PP2 [ https://github.com/tigase/jaxmpp] library which isincluded in current
builds of Tigase XM PP Server.

Y ou should be able to find afew more code examples on the wiki page.

package jaxnmppexanpl e

i mport tigase.jaxmpp.core.client.BaredlD

i mport tigase.jaxnmpp.core.client.Sessi onObj ect

i mport tigase.jaxnmpp.core.client.exceptions.JaxnppException

i mport tigase.jaxmpp.core.client.observer.Listener

i mport tigase.jaxmpp.core.client.xnpp. modul es. presence. PresenceMdul e

i mport tigase.jaxmpp.core.client.xnpp. modul es. presence. PresenceMdul e. PresenceEven
i mport tigase.jaxnpp.j2se.Jaxnmpp

final Jaxnpp jaxnpp = new Jaxnpp()
j axnmpp. get Properties(). setUserProperty( SessionObject.USER BARE JI D,
Bar eJI D. bareJl DI nstance( -"test4@est.tigase.org" -) -)
j axmpp. get Properties(). setUserProperty(Sessi onCbj ect. RESOURCE, -"presence-collecto
j axmpp. get Properties(). setUserProperty( SessionObject.PASSWORD, -"pass" -)
j axmpp. get Modul esManager () . get Modul e( PresenceMdul e. cl ass -). addLi st ener (
PresenceMdul e. Cont act ChangedPr esence, new Listener() {
public void handl eEvent( PresenceEvent be -) {

def nsg = (be.getStatus() -!= null) -? be.getStatus() -: -"none"
println( -"Presence received:\t" + be.getJid() + -" is now -" + be. get Show()
(T 4+ meg + =) -)
-}
-}
)
printin( -"Loging in..." -)
j axnpp. | ogi n()

println( -"Waiting for the presence for 10 minutes" -)
Thread. sl eep( 10 * 60 * 1000 -)
di sconnect ()

Watchdog

Setup

Tigase' s Watchdog was implemented to help Tigase close connections that have become stale or inactive.
Sometimes the connection is delayed, maybe dropped packets, or a service interruption. After a time,
if that connection is re-established, both server and client (or server and server) will continue on as if
nothing happened. However, these gaps in connection can last longer, and some installations will rely on
the operating system to detect and close stale connections. Some operating systems or environments can
take up to 2 hours or more to determine whether a connection isbad and wait for aresponse from aforeign
entity and may not be configured. This can not only slow down performance, but can lead to security
issues as well. To solve this problem, we have introduced Watchdog to monitor connections independent
of operating system and environments to keep those broken connections from becoming a problem.

No extra setup is necessary, Watchdog is already included with your build of Tigase (aslong asit’'s 7.1.0
or newer). Follow the steps in the configuration section.

Watchdog Configuration

To configure watchdog, the following lines need to be present or edited inconf i g. t dsl file
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Logic

"wat chdog-tineout' = 70000
' wat chdog- del ay’ = 60000
'wat chdog- pi ng-type' = -'xnpp’

The three settings are as follows:

e 'wat chdog-ti meout' = 70000 This setting sets the amount of time that watchdog will consider
before it determines a connection may be stale. This setting sets the timeout at 70000ms or 70 seconds.

* 'wat chdog- del ay' = 60000 This setting sets how often the watchdog should conduct the check,
the default delay at 60000ms or 60 seconds.

* 'wat chdog- pi ng-type' Thissetting determinesthetype of ping sent to components when watch-
dog istesting for activity.

Y ou may, if you choose, to specify individua watchdog settingsfor specific components by adding them to
the component settings, for exampleif wewanted to changethe Client2Server settingstoincludewatchdog,
use the following lines in config.tdsl:

c2s {
wat chdog-del ay = -' 1500
wat chdog-ti neout = -' 3000
}

If any settings are not set, the global or settingswill be used. wat chdog- del ay defaultissetto 10 min
wat chdog- pi ng-t ype default is set to XMPP

Watchdog comparesit’s own pings, and records the time it takes for around trip to different components,
clustered connections, and if one variable is larger than the other, watchdog will commence closing that
stale connection. Here is a breakdown:

1. A check is performed of a connection(s) on every wat chdog- del ay interval.
2. During this check two things occur

* If the last transfer time exceeds max-i nacti vity-ti ne a stop service command is given to
terminate and broadcast unavailable presence.

* If thelast transfer timeislower than max- i nacti vi t y-ti ne but exceedswat chdog-ti me-
out watchdog will try to send a ping (of wat chdog- pi ng-t ype). This ping may be one of two
varieties (set in config.tdsl)

* VWHI TESPACE ping which will yield the time of the last data transfer in any direction.
o XMPP ping which will yield the time of the last received xmpp stanza.

3. If the2nd optionistrue, the connection will remain open, and another check will begin after thewat ch-
dog- del ay time has expired.

For example, lets draw this out and get a visual representation
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This line represents how often the check is performed. Each - (dash) is 10 seconds, so the check is
done every 60 seconds (' wat chdog- del ay' = 60000)

Thislineis client activity, here the client sent a message at 40 seconds (marked by +) and has gone
idle.

The following line represents the watchdog logic, with timeout at 120 seconds and max inactivity
timeout at 180 seconds:

"wat chdog-tineout' = 120000
c2s {

-'max-inactivity-tinme' = -'180000'
}

(timeout at 120 seconds and nax inactivity tinmeout at 180 seconds)

How the check is performed:

1.

2.

30 seconds - at this point last transfer or last received time is updated.

60 seconds - watchdog runs - it check the connection and says: _ok, last client transfer was 20s ago -
but it’s lower than both inactivity (so don’t disconnect) and timeout (so don't send ping).

. 120 seconds - 2nd check - last transfer was 100s ago - till lower than both values - do nothing.

. 180 seconds - 3rd check - last transfer was 160s ago - lower than inactivity but greater than delay -

ping it sent.

. 240 seconds - 4th check - last transfer was 220s ago - client still hasn’t responded, watchdog compares

idletimetomax-i nacti vity-ti nmeout andfindsout that it is greater, connection is terminated.

. 300 seconds - watchdog is run again but given the connection was terminatet thereisno XM PP session

to check for that particular client.
Tip

It is possible that the connection is broken, and could be detected during the sending of a ping
and the connection would be severed at step 4 instead of waiting for step 5. NOTE This MAY
cause JVM to throw an exception.

Note

Global settings may not be ideal for every setup. Since each component has its own settings for
max-inactivity-time you may find it necessary to design custom watchdog settings, or
edit the inactivity times to better suit your needs. Below is a short list of components with thier
default settings:

bosh {
-'max-inactivity-time' = 600L
}
c2s {
-'max-inactivity-time' = 86400L
}
"cl-comp' {
-'max-inactivity-time' = 180L
}
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s2s {
-'max-inactivity-time' = 900L
}
ws2s {
-'max-inactivity-time' = 86400L
}
I mportant

Again remember, for Watchdog to properly work, the nax-i nacti vity-ti ne MUST be
longer than thewat chdog-t i meout setting

Testing

Thetigase.log.0 file can revea some information about watchdog and how it isworking (or how it might
be fighting your settings). To do so, enter the following lineinto your conf i g. t dsl file;

debug = [ -'server', -'xmpp.init' -]

This will set debug mode for your log, and enable some more information about what Tigase is doing.
These logs are truncated for ssimplicity. Lets look at the above scenario in terms of the logs:

Stage Two.

2015-10-16 08: 00: 00. 000 [Wat chdog -- c2s] Connect i onManager $\Wat chdog$1. check()
Stage Three.

2015-10-16 08: 01: 00. 000 [Watchdog -- c2s] Connect i onManager $\at chdog$1. check()
Stage Four .

2015-10-16 08: 02: 00. 000 [Wat chdog -- c2s] Connect i onManager $\\at chdog$1. check()
2015-10-16 08: 02: 00. 697 [Watchdog -- c2s] Connect i onManager $\\at chdog$1. check()

Stage Five.

2015-10-16 08: 03: 00. 000 [Watchdog -- c¢2s] Connect i onManager $Wat chdog$l. check()
2015-10-16 08: 03: 00. 248 [ pool -20-t hread-6] Connecti onManager. servi ceSt opped() Fl
2015-10-16 08: 03: 00. 248 [pool -20-t hread-6] i ent Connecti onManager . xnppSt r eantl os

Tips and Tricks

The section contains some short tricks and tips helping in different kinds of issues related to the server
administration and maintenance.

* Runtime Environment Tip

» Best Practices for Connecting to Tigase XM PP server From Web Browser
Tigase Tip: Checking the Runtime Environment
It has happened recently that we have tried very hard to fix afew annoying problems on one of the Tigase

installations. Whatever we did, the problem still existed after uploading a new version and restarting the
server. It worked finein our development environment and it just didn’t on the target system.
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It turned out that due to specific environment settings on the target system, an old version of Tigase serv-
er was aways started regardless of what updates uploaded. We finally located the problem by noticing
that the logs were not being generated in the proper locations. This led us to finding the issue: improper
environment settings.

The best way to check all the environment settings used to start the Tigase server isto use... check
command line parameter:

$ -./scripts/tigase.sh check etc/tigase. conf

Checki ng arguments to Ti gase

TI GASE_HOMVE = -.

TI GASE_JAR = jars/tigase-server.jar
Tl GASE_PARAMS = etc/tigase. conf

TI GASE_CONFI G = etc/tigase. xm

TI GASE_RUN = tigase. server. XMPPServer --c etc/tigase.xm ---property-file etc/init
TIGASE PID = -./logs/tigase.pid

TI GASE_OPTIONS = ---property-file etc/init.properties

JAVA OPTIONS = --Dfil e.encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF-8 \

--D dbc. drivers=com nysql . jdbc. Driver:org. postgresql.Driver \
--server --Xnms1l00M - - Xnx200M - - XX: Per nS5i ze=32m - - XX: MaxPer n5i ze=256m

JAVA = -/ Systeni Li brary/ Franmewor ks/ JavaVM f r amewor k/ Ver si ons/ 1. 6/ Hone/ bi n/ j ava

JAVA C\D =

CLASSPATH = -./jars/tigase-server.jar:./libs/jdbc-nysql.jar:./libs/jdbc-postgresql
-./libs/tigase-extras.jar:./libs/tigase-muc.jar:./libs/tigase-pubsub.jar:\
-./libs/tigase-utils.jar:./libs/tigase-xmtools.jar

TI GASE_CMD = -/ Systent Li brary/ Framewor ks/ JavaVM f r amewor k/ Ver si ons/ 1. 6/ Hone/ bi n/ j a
--Dfil e.encodi ng=UTF-8 --Dsun. j nu. encodi ng=UTF-8 \
--D dbc. drivers=com nysql . jdbc. Driver:org. postgresql.Driver \
--server --Xnms1l00M - - Xnx200M - - XX: Per n5i ze=32m - - XX: MaxPer n5i ze=256m \
--cp -./jars/tigase-server.jar:./libs/jdbc-nysql.jar:./libs/jdbc-postgresqgl.ja
-./libs/tigase-extras.jar:./libs/tigase-muc.jar:./libs/tigase-pubsub.jar:\
-./libs/tigase-utils.jar:./libs/tigase-xmtools.jar tigase.server.XVMPPServer \
--c etc/tigase.xm ---property-file etc/init.properties

TI GASE_CONSOLE_LOG = -./l ogs/ti gase-consol e. | og

In our case TI GASE_HOVE was set to afixed location pointing to an old version of the server files. The
quick check command may be areal time saver.

Best Practices for Connecting to Tigase XMPP server From Web Browser

BOSH

Currently we have 2 ways to connect to Tigase XM PP Server from web browsers:
1. BOSH (Bidirectional-streams Over Synchronous HTTP)
2. WebSocket (XMPP over WebSocket)

Y ou will find more information about these ways for connecting to Tigase XM PP Server with some useful
tips below.

BOSH protocol specified in XEP-0124 [http://xmpp.org/extensions/xep-0124.html] is one of first proto-
cols defined to allow to establish XM PP connection to XM PP servers from web browsers due to this pro-
tocol being widely supported and used. It isalso easy to usein single server mode. It’s enabled by default
in Tigase XMPP Server and available at port 5280.
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In clustered mode we can deploy it with load balancer deployed with guarantees that each BOSH connec-
tion from web browser will be forwarded to same Tigase XMPP Server instance. So in clustered mode
if we have two XMPP server t 1 and t 2 which are hosting domain exanpl e. comwe would need to
have load balancer which will respond for HTTP request to domain exanpl e. comand forward all re-
quests from same | P address to same node of a cluster (i.e. al request from 192. 168. 122. 32 should
be forwarded alwaysto nodet 1.

Tip #1 - BOSH in Cluster Mode Without Load Balancer

There is dso away to use BOSH without load balancer enabled. In this case the XMPP client needs to
have morelogic and knowledge about all available cluster nodes (with names of nodeswhich will identify
particular cluster nodes from internet). Using this knowledge XM PP client should select one random node
from list of available nodes and always establish BOSH connections to this particular node. In case if
BOSH connection fails due to network connection issues, the XMPP client should randomly pick other
node from list of rest of available nodes.

Solution:

Tigase XMPP Server by default provides server side solution for this issue by sending additional host

attribute in body element of BOSH response. As value of this attribute Tigase XM PP Server sends do-
main name of server cluster node to which client connected and to which next connections of this session
should be opened. It is possible to disable this custom feature by addition of of following lineto et ¢/

config.tdsl configfile

bosh {
-' send- node- host nane' = fal se

}

Example:

We have servers t 1. exanpl e. comand t 2. exanpl e. comwhich are nodes of a cluster hosting
domain exanpl e. com Web client retrieves list of cluster nodes from web server and then when it
needs to connect to the XMPP server it picks random host from list of retrieved cluster nodes (i.e.
t 2. exanpl e. com and triesto connect using BOSH protocol tohostt 2. exanpl e. combut it should
send exanpl e. comas name of the server it triesto connect to (exanpl e. comshould bevalueof t o
attribute of XM PP stream).

WebSocket

WebSocket protocol is newly standardized protocol which is supported by many of current versions of
browsers. Currently thereis adraft of protocol draft-ietf-xmpp-websocket-00 [ https://datatracker.ietf.org/
doc/draft-ietf-xmpp-websocket/] which describes usage of WebSocket to connect to XM PP servers. Tigase
XMPP Server implementation of WebSocket protocol to connect to XMPP server is very close to this
draft of this specification. By default Tigase XM PP Server has XM PP-over-WebhSocket protocol enabled
without encryption on port 5290. To use this protocol you need to use library which supports X M PP-over-
WebSocket protocol.

Tip #1 - Encrypted WebSocket Connection

It is possible to enable encrypted WebSocket connection in Tigase XMPP Server. To do this you need to
add following linesto et ¢/ confi g. t dsl config file:

ws2s {
connections {
ports = [ 5290, 5291 -]
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5290 {
socket = -'ssl|'
type = -'accept'’
-}
5291 {
socket = -'plain’
type = -'accept'’
-}

-}
}

In this example we enabled WebSocket endpoint on port 5290 allowing unencrypted connections, and
encrypted WebSocket endpoint on port 5291. As this is TLS/SSL connection (no STARTTLYS) it us-
es default certificate installed in Tigase XMPP Server instance. This certificate is located in cert s/
defaul t. pem

Note

There is no default configuration for non-default ports. All ports outside 443 MUST be config-
ured.

Tip #2 - Encrypted WebSocket Connection - Dealing With Multiple VHosts

As mentioned in Tip #1 WebSocket endpoint is plain TLS/SSL port, so it always serves default cer-
tificate for Tigase XMPP Server instance. That is ok if we are hosting single domain and if default
certificate matches matches our domain. But If we host multiple domain we cannot use wss: //

exanpl el. com 5291/ connection URL, if our default certificateisfor domain exanpl e2. com In
this situation it is recommended to use the default certificate for the domain under which the server is
accessible from the internet. This domain should identify this server, so this domain would not point to
two nodes of a cluster. After we deploy separate certificate for each of cluster nodes, we should follow
sametip as Tip #1 for BOSH. Our web-based XM PP client should have knowledge about each node of
a cluster and when it needs to connect it should randomly select one node from list of available cluster
nodes and try to connect using connection URL that would contain name of server under which it can be
identified from internet.

Example:

We have servers t 1. exanpl el. comand t 2. exanpl el. com which are nodes of a cluster in
hosting domain exanpl e2. com Each of our nodes contains default SSL certificate with domain
names matching the cluster node. Web client retrieves list of cluster nodes from web server and
then when it needs to connect to XMPP server it picks random host from list of retrieved cluster
nodes (i.e. t 2. exanpl el. con) and tries to connect using WebSocket encrypted protocol to host
t 2. exanpl el. comusing the following URL: wss: //t 2. exanpl el. com 5291/ . Upon con-
nection the client should still send example2.com as name of server to which it tries to connect
(exanpl e2. comshould be value of to attribute of XMPP stream). This will allow browser to validate
certificate asit will be for the same domain to which browser connects, and it will allow XMPP client to
connect to domain exanpl e2. com which is one of hosted vhosts.

Licensing

With the release of v7.1.0, users and commercial clients alike may now be able to register and request a
licensefilefrom our serverson their own. This process makesit easier for everyoneto obtain valid license
file when needed. Users who do not wish to register will not be required to register. However, If you are
using Tigase ACS or other commercial pieces of software, you will be required to register.
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Warning

Tigase XMPP Server will shut down during license check if no installation-id or license is re-
ceived within agiven period of time.

Again, Tigase XM PP Server will still be available free under AGPLV3, and free userswill not need
toregister.

Note

COMMERCIAL COMPONENTS REQUIRE THE USE OF A LICENSE.

Registering for a License

There are currently two ways for registering for a license with Tigase commercial products. The easiest
and recommended method is using the built in automatic registration function. However, you may
also register viaaweb portal if your installation has limitations on network connectivity.

Automatic Registration (recommended)

Manual

Once a commercial component is activated on Tigase XMPP Server, the program will then retrieve an
Installation ID from our servers, and make afile caled i nstal | ati on-i d inyour et c/ directory
including the Installation ID for your instance. An installation ID is generated using the complete cluster
map and al machines within the same cluster should have the same Installation ID. This Installation ID
will then be sent along with server details to a license server, and appropriate license files will be made
in your tigasedir/etc directory. When the license is due to be expired, this mechanism will update your
license file automatically.

Caution

This method should be used only in extreme cases when the section called “ Automatic Registra-
tion (recommended)” can't be used.

If you do not wish to use the automatic method, you may decide to generate a license file using our
web portal. Offline installation may obtain Installation IDs from our web portal in a three-step process:
registration, generating hash, and obtaining licensefile.

Generating Installation ID

For offline ingtallations, you may obtan an Ingtallation ID from this address. https:/
license.tigase.software/register.

Data Fields:

» Cust oner nane: Company or user name used to identify machines. Multiple clusters or servers can
have the same customer name.

» VHost s: Comma separated list of VHosts you will be using on this node. NOTE: these fields are case
sensitive!

e Legacy license hashes: Copy the digest hash generated for all legacy licenses - it's available
intheet ¢/ ti gase- consol e. | og after startup (if such licenses are present).
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e Capt cha quest i on: Enter the basic math answer for this form to prove you are not a robot.
The next page will provide you with an installation ID like the following:

1TCl CGG7K8AS2J SSEVIVDA9QOLRANVLI SR

Edit your confi g. t dsl fileand add your installation-id

"installation-id = -'1TCl CGG/K8AS2JSSEVVDA9QUOLRANVLISR

Note that thei nst al | ati on-i d file will be made automatically once the license file is installed and
verified by the server.

Obtaining a Server Code

Once you have the Installation 1D, you will need to generate a server code. This can be done by accessing
the admin Ul page and navigating to the License section. Once there, click on Retrieve code for license.
Select the component you wish to generate a code for and click Submit. Y ou will see afields with instal-
lation-id, module, VHosts filled out based on your server’s configuration. Copy the contents of the Code
field and proceed to the next section.

Obtaining license file

Open anew browser and navigate to this address: https.//license.tigase.software/retrieve once there, paste
the generated code from the last step in the field and click submit. Afterwards you will be prompted to
download a license file, place this file in your etc/ folder and restart your server, your license is how
activated and installed on your server.

If you areprovided amanually produced license, you will need to placeit in thesameet c/ directory
with the name<conponent _nane>. | i cense (e.g.. etc/acs. | i cense)

What happens if | do not use a license file or it is expired?

Tigase permits commercial products to be used without alicense, but a validation process must complete
otherwise the server will shutdown. Within the first hour of runtime, Tigase will check for the presence
and validity of the license file. If none is found, or it is invalid or expired the server will then contact
Tigase master server in order to obtain avalid one.

Communications will be made to license.tigase.software over https (port 443) to verify the license or
download a new one.

Demo mode

If novalid license can be found, Tigase will revert to a demonstration mode. Most functionswill be avail-
able and usable, but with a caveat. Statistics from that server will be sent to https.//stats.tigase.software
about your server and it's usage. Details are in the next section. If this information cannot be sent, the
server will assume unauthorized use and will shut down.

Statistics Sent

Statistics of your server may be sent to Tigase server’sif the all of following happens:
* You are using commercia Tigase components.

* Youhaveregisteredani nstal |l ati on-i d.
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 You do not have a current license to run Tigase commercial components.

If these conditions exist, statistics will be sent to our servers and a warning will be posted in your logs.
The following is an example of what information will be sent.

Note

Thetext below has been better formatted for readability, but does not reflect the actual text being
sent to Tigase.

<statistics version="1">
<domai n>xnppser ver </ domai n>
<ti nestanp>2016- 06- 23T17: 16: 24. 777-0700</ t i mest anp>
<vhost s>
<i t enpvhost 1. xnppserver. conk/itenp
</ vhost s>
<upti me>308833</ upti ne>
<heap>
<used>30924376</ used>
<max>1426063360</ max>
</ heap>
<cl uster>
<nodes_count >1</ nodes_count >
</cluster>
<users>
<onl i ne>0</ onl i ne>
<active>0</active>
<max_t oday>1</ max_t oday>
<max_yest er day>0</ max_yest er day>
</ user s>
<addi ti onal _dat a>
<component s>
<cnpl nf o>
<nanme>anp</ nanme>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>ti gase. cl ust er. AmpConponent C ust er ed</ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<nanme>bosh</ nane>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>ti gase. cl ust er. BoshConnect i onCl ust er ed</ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<name>c2s</ name>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>tigase.cluster. dient Connecti onC ust ered</cl ass>
</ cnpl nf 0>

<cnpl nf o>
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<nane>cl - conp</ nane>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. cl ust er. d ust er Connect i onManager </ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<nane>event bus</ nane>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. di st event bus. conmponent . Event BusConponent </ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<nane>ht t p</ nane>
<title>Tigase HTTP APl conponent: Tigase HITP APl conmponent</title
<versi on>1. 2. 0- SNAPSHOT- b135/ 27310f 9b- 7. 1. 0- SNAPSHOT- b4226/ 5e7210f
<cl ass>tigase. http. Ht pMessageRecei ver </ cl ass>

</ cnpl nf 0>

<cnpl nf o>
<nane>noni t or </ nane>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. noni t or. Moni t or Conponent </ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<name>muc</ name>
<title>Tigase ACS -- MJC Conponent</title>
<versi on>1. 2. 0- SNAPSHOT- b62/ 74af bb91- 2. 4. 0- SNAPSHOT- b425/ d2e26014<
<cl ass>ti gase. muc. cl ust er. MJCConponent C ust er ed</ cl ass>
<cnpDat a>
<MJUCCl ust eri ngSt rat egy>cl ass ti gase. muc. cl uster. Shardi ngStrate
</ cnpDat a>
</ cnpl nf 0>

<cnpl nf o>
<nanme>pubsub</ nanme>
<title>Tigase ACS -- PubSub Conponent</title>
<versi on>1. 2. 0- SNAPSHOT- b65/ 1c802a4c- 3. 2. 0- SNAPSHOT- b524/ 892f 867f <
<cl ass>ti gase. pubsub. cl ust er . PubSubConponent Cl ust er ed</ cl ass>
<cnpDat a>

<PubSubCl ust eri ngSt r at egy>cl ass ti gase. pubsub. cluster.Partitio

</ cnpDat a>

</ cnpl nf 0>

<cnpl nf o>
<nane>s2s</ nanme>
<title>Tigase XMPP Server</title>
<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. server. xnppserver. S2SConnect i onManager </ cl ass>
</ cnpl nf 0>
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<cnpl nf o>
<name>sess- man</ nane>
<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. cl ust er. Sessi onManager Cl ust er ed</ cl ass>

<cnpDat a>

<ClusteringStrategy>class tigase.server.cluster.strategy.Onlin

</ Cl usteringStrategy>
</ cnpDat a>
</ cnpl nf 0>

<cnpl nf o>
<name>ws2s</ nane>
<title>Tigase XMPP Server</title>

<versi on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06-01/23: 15: 52) </ vers
<cl ass>ti gase. cl ust er. WebSocket Cl i ent Connecti onC ust er ed</ cl ass>

</ cnpl nf 0>

<cnpl nf o>
<nanme>vhost - man</ nane>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>ti gase. vhost s. VHost Manager </ cl ass>
</ cnpl nf 0>

<cnpl nf o>
<nane>st at s</ nane>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>tigase.stats. StatisticsColl ector</class>
</ cnpl nf 0>

<cnpl nf o>
<nane>cl ust er - cont r </ nane>
<title>Tigase XMPP Server</title>

<ver si on>7. 1. 0- SNAPSHOT- b4226/ 5e7210f 6 (2016- 06- 01/ 23: 15: 52) </ vers

<cl ass>tigase.cluster.CusterControl |l er</class>
</ cnpl nf 0>
</ conponent s>

<unl i cencedConmponenent s>
<Conponent Addi ti onal | nf o name=&quot ; acs&quot ; />
</ unl i cencedConponenent s>
</ addi ti onal _dat a>
</statistics>

Unauthorized use
Tigase will consider itself unauthorized if the following conditions are met:
« if Tigase XMPP Server does not have avalid license file and
 cannot contact the licensing server to obtain installation id and attached licenses.

Then the program will then attempt to send statistics.
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« if unable to sent statistics the server after arandom number of retries.
« if these retries are not successful within 10 attempts, the server will then shutdown.

If you are experiencing this condition, please contact Tigase.

Manual mode

If you cannot open communication to stats.tigase.software or
I i cense. tigase. sof t war e over the required ports (https over port 443), you may request to use
manua mode. Manual mode requires Tigase to create a license file to be used on your machine locally.
This must be placed in the same folder as the above information, and the license check system will not
seek communication unless the license isinvalid or expired.

Tigase Clustering

Tigase Clustering allows the use of a number of serversto be unified in delivering, from what a client or
user sees, asingle unified platform. There are two typical reasons why clustering should be employed:

« High Availability

By using clustering, services can be provided with a high reliability and redund:

» Load Baancing

This type of cluster helps to distribute a workload over a number of servers to |

With Tigase, you don’t have to choose between either/or!

Tigase Clustering offers Full Redundancy and Automatic L oad Balancing allowing addition of new
nodes at runtime with a simple configuration. All without a severe tax on resource consumption.

All basic components support clustering configuration, and some may be turned on or off.

Configuration
To enable Clustering on Tigase servers, use the following linein your conf i g. t dsl file:
"cluster-node' = true
That'sit!

Custom Ports

You can customize ports for the cluster component, just be sure that each clustered server also has the
same settings so they can communicate.

cl-comp {
connections {
4250 {}
3540 {}
-}
}

Y ou can fine tune each port configuration, however thisis not typically needed.
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Custom Port Configuration

Each port hasit’ sown detail sthat can be manipulated viathefollowing ports. Again THISISOPTIONAL

"cl-comp' {
connections {
4250 {
ifc = -"*" -]
-'renote-host' = -'local host
socket = -'plain’
type = -'accept'’
connections {
tls {
required = fal se
-}
-}
-}
-}
}
Multi-node configuration
Each node should have ' ¢l ust er - nbde' = true enabled that you wish to connect to the cluster.

They will automatically discover other nodes to connect to VIA Server to Server traffic. Nodes that are
added or removed will be periodically updated.

Traffic Control
Y ou can customize the traffic going between clustered servers with afew options.
cm-ht-traffic-throttling

This setting will control the number of bytes sent over non-user connections. Namely, Server to Server
or S2S connections.

"cmht-traffic-throttling' = -'xmpp: 25k: 0: di sc, bi n: 200m 0: di sc'

The format is as follows: {traffic-type}: {maxi mumtraffic}:{max-1ifespan-traf-
fic}:{action}

traffic-type Specifies the type of traffic controlled. This can either be XM PP or bin.
XMPP limits the number of packets transferred, whereas bin limits the
number of bytes transferred.

maximum-traffic Specifies how many bytes or packets may be sent within one minute.

max-lifespan-traffic Specifies how many bytes or packets may be sent within the lifetime of
the connection. 0 means unlimited.

action Specifies the action to be taken which can be disc which disconnects the
connection, or drop which will drop any data exceeding the thresholds.

cm-see-other-host

Thisallowsthe specific use of aload balancing mechanism by selecting SeeQt her Host | f ¢ implemen-
tation. For more details, see Tigase Load Balancing documentation.
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Old configuration method

Whilethese options are still available these settings CAN belessreliable. Use ONLY if you need specific
setupsthat cannot be accommodated by the automatic cluster mode.

Specifying Specific nodes

Y ou can still use the old method of specifying every node on each server. Server 3 needs the following set

"cluster-nodes’ =] -'servl.xnpp-test.org" -, -'serv2.xnmpp-test.org' -]
Server 2 needs

"cluster-nodes’ =] -'servl.xnpp-test.org" -, -'serv3.xnmpp-test.org" -]
and so on...

However, we do not recommend this.
Password and Port configuration

Y ou may specify apassword and port to specific cluster serversif that isrequired. To do so, you will need
to add { password} :{ port} to the domain, like this example:

"cluster-nodes' = [ -'servl. xnpp-test.org:donai npass: 5600' -]

Checking Cluster Connections

After setting up clustering you may want to verify that the clusters are operational. Right now it can be
done in two manners - first by checking that there are actual network connections established between
cluster nodes. The other isto check internal status of the server.

Established connections

There are number of ways to check for opened connections, simplest one use command line. (Tigase uses
port 5277 for cluster connections)

e Linux
$ I sof --iTCP:5277 --sTCP: ESTABLISHED --P --n
* Windows

C.\W NNT>netstat --anp tcp -| find -":5277 -"

Cluster nodes connected (using XMPP)

Verifying clustering connectivity over XMPP protocol requires any XMPP client capable of XEP-0030:
Service Discovery [http://xmpp.org/extensions/xep-0030.html]. It's essential to remember that only an
administrator (auser whose JID is configured as administrative) has access.

Psi XMPP Client

For the purpose of this guide a Psi [http://psi-im.org/] client will be used. After successfully configuring
and connecting to account with administrative privileges we need to access Service Discovery, either from
application menu or from context menu of the particular account account:
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Activity

Geolocation

Avatar

Groupchat >

Add a Contact
Service Discovery
- New Blank Message
~ Contacts Manager
Privacy Lists

XML Console

Modify Account...
Plugins »
Admin >

[

In the Service Discovery window we need to find Cluster Connection Manager component. After expand-
ing the tree node for the component a list of al cluster nodes will be presented with the current status
(either connected or disconnected). Node column will contain actual hostname of the cluster node:
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.7 Service Discovery
@ Q 20 60 B & [ W @ iy 0
Address: atlantiscity o Node:
I
» % Client connection manager clustered c2s @atlantiscity
v 77 Cluster connection manager cl-comp@atlantiscity
> ¥ tigase:cluster connected cl-comp@atlantiscity np-t

» 77 Cluster controller cluster-contr@atlantiscity

[ e ol Y 1 [ -} [ il

Filter by JID:

Auto-browse into objects
Automatically get item information

=

[-

Anonymous Users & Authentication

To support anonymous users, you must first enable anonymous authentication on your server.
Anonymous Authentication

Tigase Server can support anonymous logins via SASL-ANONY MOUS in certain scenarios. This can be
enabled on per-VHost basis by adjusting Anonymous enabled option as described in the section called
“Add and Manage Domains (VHosts)” This setting is false by default as SASL-ANONYMOUS may hot
be totally secure as users can connect without prior permission (username and password).

Anonymous User Features

To connect to your server anonymously, you must use aclient that supports anonymous authentication and
users. Connect to the server with the name of the server as the username, and no password. For example,
to connect anonymously to xmpp. exanpl e. comuse the following credentials,

Username: xnpp. exanpl e. comPassword:

In this mode all login information is stored in memory, and cannot be retrieved at alater date.
Other features of Anonymous Authentication

» Temporary Jid is assigned and destroyed the moment of |ogin/logout.

* Anonymous users cannot access the database

« Anonymous users cannot communicate outside the server (use s2s connections)
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» Anonymous users have adefault limit on traffic generated per user.

Reconnection on Anonymous

On products such as our JaXMPP Server, users connected using SASL-ANONY MOUS can reconnect
to existing sessions using cookie management. However, reconnection can be improved and extended us-
ing Bosh Session Cache [http://docs.tigase.org/tigase-server/snapshot/Development_Guide/html/#bosh-
sessioncache] which allows for session storage in memory rather than using client-side data for reconnec-
tion.

Scripting support in Tigase

Tigase server supports scripting languages in versions 4.3.1 and higher. These pages describe this feature
in details how to create new scripts, upload them to the server, and execute them. The guide a so contains
API description with code examples.

Note

Tigase server is known for it very low memory consumption and successfully runs with less
then 10MB of RAM memory. However adding scripting support for any non-standard (default)
language to Tigase server significantly increases memory requirements for the installation. Y ou
cannot expect Tigase server to run on 10MB RAM system if you enabled Python, Scala or any
other non-standard language.

Scripting Introduction - Hello World!

This document is the first in a series describing scripting support in the Tigase server showing how to
load, install, update and call a script. It contains also an introduction to the scripting APl with the first
Hello world! example.

Since Tigase version 4.3.1 the server supports scripting for administrator commands as well as standard
commands.

In theory many different languages can be used to write scripts and the only requirement is that sup-
port JSR-223 [http://www.jcp.org/en/jsr/detail 71d=223] for the language is installed. More details can
be found on the Java scripting project site [https://docs.oracle.com/javase/8/docs/technotes/gui des/script-

ing/prog_guide/api.html].

In practice some languages are better supported than others, at the moment we recommend Groovy
[http://groovy-lang.org/]. However the following languages are also confirmed to be working: Scala
[http://www.scala-lang.org/], Python [http://www.python.org/] and Ruby [http://www.ruby-lang.org/].
The tigase-server GitHub [https://github.com/tigase/tigase-server/blob/master/src/main] contains a few
examples for these languages.

Note

the default Tigase installation contains only libraries for Groovy. Adding support for a different
language is as simple as copying afew JAR filesto the Tigase | i bs/ directory.

All the examples presented in this guide are al so available as ready to use scriptsin the Tigase SVN repos-
itory in directory: src/main/groovy/tigase/admin [https://github.com/tigase/tigase-server/blob/master/src/
main/groovy/tigase/admin].

The scripting utilizes only standard XM PP extensions and is by no means specific to any particular solu-
tion. We use and prefer Psi client. The whole guide and all the screen-shots are created using Psi client.
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You can, however, use any other client which supports these extensions as well. As the whole thing is
based on the service discovery and ad-hoc commands you need a XM PP client with a good support for

both features.

To follow the guide and run all the examples you need will need to have installed Tigase server version

4.3.1 or newer and you have to connect to the server as administrator.

Loading Script at Run Time

All the scripting stuff isusually based on the service discovery and ad-hoc commandsin the Tigase server.

Psi: Service Discovery

e R ngasemg LT R T E] i
Marme

j4iTigase ver. 4.3.1-b1858

» @R Multi User Chat

b t4iNew command script
}+1Publish-Subscribe
t4]Remove command script
7 Configuration commands
77 Server statistics
}«15tanza Receiver
t4{Update user roster entry, extended version.
7VHost Manager

|| Auto-browse into objects
gﬂutﬂmal’ica"‘f get item information

"'si

- kobit-
E] | Brow:
Jic MNod
tigase.org
muc.tigase.org
tigase.org httg
pubsub.tigase.org
tigase.org httg
basic-conf@tigase... con
stats@tigase.org stat
srecv.tigase.org
tigase.org httg
vhost-man@tigase...

Thefirst thing to do, therefore, isto browse service discovery on the running server. Theresult you receive

will depend on your installation and installed components.

The most interesting thingsright now are all itemswith "http://jabber.or g/protocol/admin” in their node
part. Y ou may have afew scripts loaded already but there are two commands used for scripting manage-
ment. Their names are descriptive enough: New conmand scri pt and Renove conmand scri pt.

262


http://jabber.org/protocol/admin

Tigase XMPP Server Distri-
bution Administration Guide

The first is for adding a new script or updating existing and the second is for removing script from the
server.

To add a new script you have just to execute New conmmand scri pt. In Ps thisis done by double
clicking on the element in service discovery list.

tigase.org

Description: Hello world script

Command Id: hello

Language: | groovy = 1
import tigase.server.”
def p = (Packet)packet
def res =
p.commandResult({Command.DataType
result);
Script text: Command.addTitle(res,
"Hello World Script™)
Command.addInstructionsires,
"Hello admin, how are you?")
return res
S " " e — N 1
| Bt 18 evious Next | ( Finish ) ( Cancel )
A

The screenshot above shows a couple of options to set for the loaded script:

Description iswhat shows as the script name in the service discovery window. There are no special
restrictions on what to put there.

Command id is a unique ID of the script (admin command). This is what shows after the "http://
jabber.org/protocol/admin” in node part. This needs to be unique or existing script is
overwritten.

Language adrop down list of al supported scripting languages for your installation. Tigase au-

tomatically detects al libraries for scripting languages and lists them here. So all you
need is to select the correct language for your script.

Script text isjust your script content.

When your script is ready and al fields are correctly set, simply press "Finish" button and you should
receive a message confirming that the script has been loaded successfully.
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tigase, org

Leript loaded successfuly.

In this guide we are creating a simple "Hello world" script written in Groovy. What it doesis displays a
window (ad-hoc command result) with a message: "Hello admin, how are you?".

It uses abasic scripting APl which is described line by line below:
1. Itimports basic Tigase classes.
2. Setsalocal variable p which pointsto apacket variable with data received from the client.

3. Creates ar es variable which is response sent back to the client (administrator). The response to the
clientisof typer esul t . Other possible typeswill be introduced later.

4. We operate on ad-hoc commands here so the script uses Tigase utility class to set/retrieve command
parameters. It sets the window title and a simple message displayed to the user (administrator).

5. Thelast line returns new packet as a script execution result.
Thefirst, very simple version looks like this:

i mport tigase.server.*

def p = (Packet) packet

def res = p.conmandResul t (Comrand. Dat aType. result)
Command. addTitl e(res, -"Hello Wrld Script")

Command. addl nstructions(res, -"Hello adnin, how are you?")
return res

Executing Script

Once the script is successfully loaded you will have to rel oad/refresh the service discovery window which
now should display one more element on the list.
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2 O

Address: “r-igase.nrg

Marme
}+{Tigase ver. 4.3.1-b1858
~tuiHello world script

2 Multi User Chat
}siNew command script
}4{Publish-Subscribe
}dﬂemnve command scr...
77 Server configuration
77 Server statistics
{cdStanza Receiver

| Auto-browse into objects

Psi: Service Discovery

T] Node: |

G Node
tigase.org
tigase.org
muc.tigase.org

tigase.org

http://jabber.org/protocol|;

http://jabber.org/protocol/:
pubsub.tigase....
tigase.org

basic-conf@ti...
stats@tigase.org stats

http://jabber.org/protocol/:
config

srecv.tionase.oro

ji"ﬁ!l.l.ltn::umaticalh,-r get item information

N"si

As you can see script name is set to what you have entered as "Description” in script loading window -
"Hello world script”". The command node is set to: "http://jabber.org/protocol/admin#hello” if "hello" is

what is set asthe script ID.

To execute the script you just have to double click on the script name (or click execute command if you

use any other client).

Asaresult you should see a simple window similar to the screenshot below displaying our message.
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O ) O) Hello World Script..

Hello admin, how are you?

Interaction in Scripts

Displaying just amessageis very nice but is not very useful in most cases. Normally you need to ask the
user for some more data or parameters before you can perform any real processing.

Therefore in most cases the administrator script has to display a new window with input fields asking the
user for some more data. In this document we present very simple examples, just an introduction so let’'s
ask about the administrator name before displaying a greeting.

F - o
Pravious Mext || Fimish | [ Camcel |

To ask the user for some more information we have to extend exampl e above with some more code:
i mport tigase.server.*

def p = (Packet) packet

def nane = Command. get Fi el dVal ue( packet, -"name")

if (name == null) {
def res = p.comuandResul t (Comrand. Dat aType. forn;
Comand. addTitl e(res, -"Hello Wrld Script")
Command. addl nstructions(res, -"Please provide sonme details")
Command. addFi el dval ue(res, -"nane", nane -?: -"", -"text-single",
-"Your name")
return res

}

def res = p.comuandResul t (Comrand. Dat aType.result)
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Conmand. addTitl e(res, -"Hello Wirld Script")
Command. addl nstructions(res, -"Hello ${nane}, how are you?")

return res
If you compare both scripts you see that they are quite similar. Before displaying greeting, however, the

script tries to retrieve data from the nane input field. If the name had been provided the greeting is
displayed, otherwise the script asks for the user name.

) Hello World Script...

Hello Artur, how are you?

Please note, in this case the packet sent back to the user is of type form instead of r esul t . The practical
difference is that the typer esul t displays only OK button which when pressed doesn’t send any data
to the server. The form packet displays more buttons - Finish and Cancel. Whichever you press some
datais sent back to the server.

This script demonstrates use of two new methods from the utility class "Command": getFieldValue and
addFieldvalue.

» Thefirst argument to all Command methods is the packet with ad-hoc command.
» The second argument is usually the input field name

These two method parameters are actually enough to read the ad-hoc command data. Methods creating
input fieldsin the ad-hoc command need a few arguments more:

» Next arguments sets a default value displayed to the user. The way to it is set in the example above is
specific to Groovy language and is quite useful what will be apparent in later examples.

 After that we haveto specify thefield type. All field types are defined in the X EP-0004 [ http://xmpp.org/
extensions/xep-0004.html#protocol -fiel dtypes] article.

» Thelast argument specifies the field label which is displayed to the user.
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tigase.org

Description: Hello world script

Command Id: hello

Language: | groovy A4
}

def res =
p.commandResult{Command.DataTy
pe.result)

Script text: Command.addTitle(res, "Hello World
Script")
Command.addInstructionsires,
"Hello ${name}, how are you?")

i
return res 1
: . e 4 R
"s i Previous Mext | ( Finish }( Cancel )

4

There are afew other different utility methods in the Command class to set different types of input fields
and they will be described in details later on.

To reload the script simply call "New command script” again, enter the script text and make sure you
entered exactly the same command ID to replace the old script with the new one.

Or of course, you can enter a new command id to create a new command and make it available on your
server.

When the script isloaded on the server, try to executeit. Y ou should get a new dialog window asking for
your name as in the screenshot at the beginning of this section. When you have entered your name and
clicked the "Finish" button you will see another window with a greeting message along with your name.

Automatic Scripts Loading at Startup Time
The last thing described in this guide is how to automatically load your scripts when the Tigase server
starts. The ability to load scripts at run time, update and remove remove them is very useful, especialy in

emergency cases if something wrong is going on and you want to act without affecting the service.

If you, however have a few dozens scripts you don’t want to manually load them every time the server
restarts.
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Tigase server automatically loads all scripts at the startup time which are located in the admin scripts
directory. Unless you set it differently in the configuration it is: Your Tigasel nstallationDir/scripts/ad-
min/. All you have to do is to copy all your scripts to this directory and they will be loaded next time
the server starts.

But hold on. What about the script parameters: language, description, command id? How are you supposed
to set them?

Languageis simple. It is detected automatically by the script file extension. So just make sure file exten-
sions are correct and the language is sorted.

The script description and command id needs a little bit more work. You have to include in your script
following lines:

AS: Descri ption: The command descri ption
AS: Conmandl d: command-i d
AS: Conponent : conp_nane

Please note, there must be at least a single space after the AS: Descri pti on: or AS: Commandl d:
string. Everything rest after that, until the end of the line, is treated as either the script description or
command id. Put these in your script file and the loader will detect them and set correctly for your script.

Tigase Scripting Version 4.4.x Update for Administrators

Scripting functionality isquite useful in Tigase server for all sorts of administrator tasks. The possibility to
load new scriptsor replace old ones at the server runtime opens quite new areafor the service maintenance.

In earlier versions of the Tigase server scripting capabilities was available only in the session manager
component while it might be very useful in many other places - connection managers, MUC, PubSub,
VHostManager and what even more important in completely new, custom components created for specific
needs. It would be quite wasteful to reinvent the wheel every time and implementing scripting capabilities
for each component separately.

Therefore the scripting capabilities has been implemented in the core of the Tigase server. It is now part
of the API and is automatically available to al components without any additional coding. A detailed
developer guide will be published separately.

This document describes changes from the user/administrator perspective because there are some usability
changes related to the new implementation.

Please note. The description and screenshots are taken from the Psi client and most likely interface for ad-
hoc commands and service discovery on other client looksdifferent. | recommend to do someinitial testing
and experiments using Psi client and then switch to your preferred application for your day-to-day use.

Asit awayswasin the Tigase you can access all the functions via XM PP service discovery on the server.
However, as soon as you connect to the server you can see some changes there.
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Ao 1.1 Service Discovery =
W Yy & O & i A S 9 - admin@devel
Address: .dwel_t]gaj.e_n[g = Node: ' E-] ( Browse |
Mame [ Node

41 Tigase ver. 4.4.0-b1958 devel.tigase.org

Configuration commands basic-conf@devel.tigase.org
7 Bosh connection manager boshi@devel tigase.org

F  LF Client connection manager cdsipdevel.tigase.org

» 9F External component extiddevel tigase.org

F  pa1 Publish-Subscribe pubsub.devel.tigase.arg

» ir Session manager sess-man@devel tigase.ong

#  UF Server statistics stats@devel tigase.org stats

P LF VHost Manager vhost-man@devel tigase.org

[ Auto-browse into objects
A Automatically get item information

[PST | ( Close )

There are no command on the list. They are hidden from the main service discovery list. Y ou can see on
thelist only the server main components.

This had to be done for many reasons. One of them is, obviously, the cleaner access to the main server
stuff. Another, probably more important, is to avoid a long list of commands for different components
mixed together. Commands for different components can have the same name/description and they can
even do similar things but they are executed on a different server component. To avoid any confusion and
minimize opportunities for mistake the commands are now closely tight to their components. To accessa
list of commands for a particular component you have to double click on the component name on the list
or click 'Execute command" icon on top of the window when your component is selected.

A new window should show up with drop-down list of available commands. All the commands are related
to the selected component and are executed kind of "inside the component environment". Y ou can of course
add new command or delete existing one and of course execute any of the commands showing on the list.
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M ™ ™ Execute Command (bosh@devel.ti...

Command: FRIGETTLE [
New command script
Remowe command script

-
L =T | (" Cancel ) E'E:m:m'}
o

| =

o

Asareminder, in the window title you can see the component ID and you should check it before running
any command to make sure you accidentally don’t break your system.

boshiEdevel tigase,org

Description:  Hello world

return "Hello warld!™

Script text:

Save to disk: ¥

| =T | Previous Mt { Cancel | [ Finish :

o

There has been also a small change made to the script adding window. As you can see on the screenshot
there is one additional option added - " Save to disk". This means that once you submitted the script to the
server it iswritten to the hard drive and will be automatically loaded at next startup time.

This option is enabled by default as this seems to be alogical choice that the administrator wants to save
his new script for later reuse. This, however requires proper configuration of the server and give writing
permission to the directory where all scripts are stored. Otherwise the server won't be able to write script
files on the hard drive.
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As in previous version only users with administrator permissions can execute commands and access all
the critical elements on the server. There has been, however, another change made, long time requested
by users. In the new version all the administrator specific elements are hidden for the rest of users.

Server components don’t show up on the service discovery, the user can't see administrator commands nor
he can execute them. This hasn’t been implemented to improve the server security but to reduce confusion
for general users who would otherwise see alot of stuff which can’t be used by them anyway.

Tigase and Python

This article describes how to get Python working as a scripting language for ad-hoc commandsin Tigase
server. The first part is installation, and the second shows a few code examples with explanation of the
differences between Python usage and some other languages.

Please note, we are not a Python developer, and by no means this is Python development guide. All the
code examples are used only to present the API available and there are certainly better waysto do it in
the proper Python style. If you have any suggestions or have a better code examples| am happy to include
themin the guide.

Installation

Inshort, install ation isextremely simple: just copy thefileattached to thisarticleto your Tigaseinstallation,
tothel i bs/ directory. Restart the server and you are ready to start scripting and executing Python.

Intheory the Tigase offers scripting support defined in JSR-223 [ http://www.jcp.org/en/jsr/detail 21d=223].
Y ou can use any language for which thereis such support for VM. Thisincludes al so stand-alone python
implementations and the JSR-223 pluginsactsjust asabridge. This, however, does not make much senseas
you are not ableto interact with VM code (Tigase API). Therefore you need alanguage which is executed
within VM and can easily exchange data between the main application (Tigase server) and the script.

Description:  Python example

Command Id: | python-test

Language: [ )

ECMAScript
AppleScript

The best way to go isto use Jython implementation. It works very well within VM and more importantly,
perfectly integrates with Tigase server. Tigase server istested with Jython-2.2.1 and is confirmed to work
fine. Version Jython-2.5.1 is recommended however, and all the examples are executed with this version
installed. Please note, Jython-2.5.0 does not work at all. Both supported versions can be downloaded from
the Jython website [http://wiki.python.org/jython/Downl oadl nstructions].

Version 2.5.1 is a bit simpler to install. When you download and run the Jython installer, find
j ython.j ar filein the directory where you installed Jython. Copy the file to the Tigase's libs/ direc-
tory and al is ready to go. Please note, this is the same file as the one attached to this article for your
convenience.

Version 2.2.1 needs alittle bit morework. Thefirst part is the same. It is not, however enough to copy the
j ython. j ar file. Onemorefileis necessary for the Jython to work with the Tigase server. Y ou have to
install JSR-223 engine separately. The binary file has to be unpacked and j yt hon- engi ne. j ar file
needs to be copied to the Tigase| i bs/ directory.
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The best way to check if the Jythonisinstalled correctly and support for Python is enabled, is by trying to
submit a new script to the Tigase server. Browser the server service discovery, select " Session manager”
component and run "Execute command" function. A new window should show with alist of all available
ad-hoc commands. Select "New command script” item and click "Execute”. Ad-hoc command dialog win-
dows should show up. One of thefield is"Language" with pull down list of available scripting languages.
If "python" is on the list it means everything is ok and support for Python is enabled.

Description;  Python example
Command Id: python-test

Language: W gQroowy B
AppleSeript
ECMASCript

Y TR

Writing Python Scripts

Python scriptswork in asimilar way to Groovy or other |anguages scripts, except one significant difference.
You cannot cal "return” from the script itself. Hence you cannot simply pass script results by calling
"return” statement directly from the script.

To overcome the problem, Tigase offers another way to pass script execution results. It checks the value
of a special variables on the script completion: “result” and “packet”. By assigning value to one of these
variables the Python (or any other language) can pass execution results back to the Tigase server.

e resul t alowsto return simple text (or characters String) from the script.
» packet alowsto return Packet instance which is send back to the user.
The simplest possible Python script may look like this one:

result = "Hello world!"

For instructions how to load and execute the script, please refer to the introductory article for scripting in
Tigase server. There were some minor changes in Tigase 4.4.0 and later versions, so please have alook
at the article describing new elements as well.

An example of amore advanced script asks the user for providing required parametersfor the actual script
execution:

fromjava.lang inport *
fromtigase. server inmport *

numl
num

Conmand. get Fi el dVal ue( packet, -"numl")
Conmand. get Fi el dVal ue( packet, -"nunm")

if numl is None or nun? is None:

res = |1 q.commandResul t For m( packet)
Conmand. addText Fiel d(res, -"Note", -"This is a Python script!")
Conmand. addFi el dval ue(res, -"num", -"")
Conmand. addFi el dval ue(res, -"nunmR", -"")
packet = res
el se:
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result = numl + nun®

Except thisminor difference, therest part of scripting in Python for the Tigase administrator commandsis
the same as all other languages. As all languages can return execution results via these special variables,
it could be argued there is no difference at all.

In article "Component I mplementation - Lesson 6 - Scripting Support” in Developer guide, | am going to
present the Tigase server API available for scripting framework. My main language is Groovy asit offers
the best integration with VM and Tigase API, however | will try to include Python example code as well.

Appendix | - Statistics description

Statistics are divided between data sources, components and processors. Y ou may see the same statistics
collected for multiple components which are defined in common components section. Note that statistics
are defined by {$component}/statistic so if you wanted Max queue size on pubsub, you would look for
pubsub/Max queue size. Statistics will not be provided by components that are not enabled.

Data source statistics

Data sources used to access data storages such as JDBC (databases) or MongoDB provide statisticsrelated
to stability of connections to data storage and number of open connections.

StatisticsName | Description Statistics Level Format List of Possible
Statistics

Number of active | Number of de- FINE Integer dat aSour ce/
data sources fined and active Nurmber of da-

data sources (i.e. ta sources

connection pools).

Thisisnot anum-

ber of connections

to data sources as

itvariesandislist-

ed separately for

every defined data

source.
Number of con- Number of connec- | FINE String dat aSour ce/
nections for tions for defined {dat aSour ce-
{dat aSour ce- |datasource. Nane}/ uri
Nane}
Number of failed |Number of recon- |FINE Integer dat aSour ce/
reconnectionsfor | nections that has {dat aSour ce-
{dat aSour ce- |failed since start Nane}/fail ed
Nane} to the defined data reconnections

source.
Number of re- Number of recon- |FINE Integer dat aSour ce/
connections for nections for de- {dat aSour ce-
{dat aSour ce- |fined data source. Nane}/ r econ-
Nane} nections
URI of Returns URI of de- |FINE String dat aSour ce/
{dat aSour ce- |fined data source. {dat aSour ce-
Nane} Nare} / uri
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User repository statistics of {repo}

For every {method} declared in User Reposi t ory we gather execution statistics. This statistics are
collected separately for every data source for which user repository is defined.

StatisticsName | Description Statistics Level Format List of Possible
Statistics
Average processing | Average time FINE Integer user Repos-
time of {method} |taken by call of itory/{re-
{method} for this po}/{ et hod}/
data source since Aver age pro-
creation of data cessing tine
source (most likely
from server start-
up). It includes
time taken by calls
which thrown ex-
ception, etc.
Number of excep- |Number of excep- |FINE Integer user Repos-
tions of a{method} |tions the specified itory/{re-
method has caused po}/{ et hod}/
Excepti ons
during execu-
tion
Number of excep- |Number of excep- |FINEST Integer user Repos-
tions of a{method} |tions the specified itory/{re-
inlast {interval} method has caused po}/{net hod}/
within the specified Executi ons
interval last {inter-
val }
Number of execu- |Number of times |FINE Integer user Repos-
tions of a{method} | specified method itory/{re-
has been executed po}/{net hod}/
Executi ons

Auth repository statistics of {repo}

For every {method} declared in Aut hReposi t ory we gather execution statistics. This statistics are
collected separately for every data source for which authentication repository is defined.

StatisticsName  |Description Statistics Level Format List of Possible
Statistics
Average processing | Average time it FINE Integer aut hRepos-
time of {method} |takesto process itory/{re-
{method}. po}/{ et hod}/
Aver age pro-
cessing tine
Number of excep- |Number of times |FINE Integer aut hRepos-
tions of {method} |{method} has itory/{re-
caused an excep- po}/{net hod}/
tion. Excepti ons
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executed.

StatisticsName | Description Statistics Level Format List of Possible
Statistics
during execu-
tion

Number of excep- |Number of times  |FINEST Integer aut hRepos-

tions of {method} |{method} has itory/{re-

inlast {interval} caused an excep- po}/{ et hod}/
tion within the Executi ons
specified interval. last {inter-
val }

Number of execu- |Number of times |FINE Integer aut hRepos-

tions of {method} |{method} has been itory/{re-

po}/{ et hod}/
Executi ons

Statistics common to custom {compname} component
repositories

These statistics may be found in many components which are using repository implementations created
just for them. An example of such components may be:

amp with msgBroadcastRepository as { repo} name,

message-archive with repositoryPool as a{repo} name,
muc with muc-dao as a{repo} name,
pubsub with dao as a{repo} name,
Sess-man with msgRepository as a{repo} name

For custom component repositories we gather statisticsin a same way aswe do for user and authorization

repositories. Statistics are collected on per { method} basis separately for every data source ({ dataSource-
Name}) for which repository is defined.
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StatisticsName | Description Statistics Level Format List of Possible
Statistics
Average processing | Average time it FINE Integer {comp-
time of {method} |takesto process nane}/{re-
{method}. po}/{dat aSourge-
Nane}/ { met hod}|/
Aver age pro-
cessing tine
Number of excep- |Number of excep- |FINE Integer { conp-
tions of a{method} |tions { method} has nane}/{re-
caused. po}/{dat aSourge-
Nane}/ { met hod}/
Excepti ons
during execu-
tion
Number of execu- |Number of times |FINE Integer { conp-
tions of a{method} |{ method} has been nane}/{re-
executed. po}/{dat aSource-
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Statistics Name

Description

Statistics Level

Format

List of Possible
Statistics

Nane}/ { met hod}

Executi ons

These statistics may be found in multiple components and may be seen multiple times. For example both

Statistics common to components

s2s and c2s will have Bytes received statistic, so each can be found the following way:

s2s/ Bytes received
c2s/ Bytes received

Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
add-script last | The number FINEST Integer hour minute { conp-
{interval} of times that second nane} / ad-
add- scri pt hoc- com
adhoc com- mand/ add-
mand has been scri pt
run within the | ast hour
last interval. {conmp-
nane}/ ad-
hoc- com
mand/ add-
scri pt
| ast
n nut e
{ conp-
nane}/ ad-
hoc- com
mand/ add-
scri pt
| ast sec-
ond
add-script/Av- | The average FINEST Integer add-
erage process- | processing time script/ Av-
ing time add- scri pt erage pro-
takesto com- cessing
plete. time
Averagepro- | The average FINEST Integer { conp-
cessing timeon | processing time nane}/ Av-
last 100 runs in millisec- erage pro-
[mg] onds for all cessing
commands and time on
scripts for this | ast 100
component over runs [ ns]
the last 100
times compo-
nent is called.
This number
will populate
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
with less than
100 runs, and
will continue
averaging until
100 runs hap-
pens, at that
point, it'sthe
most recent
100 instances.
This statistic
will reset every
time the server
shuts down or
restarts.
Bytesreceived |Thetotal num- |FINE or Integer {conp-
ber of bytesthat | FINEST nane}/ Byt es
the component recei ved
has received
during the cur-
rent server in-
stance. This
statistic resets
at server shut-
down or restart.
Bytes sent Thetotal num- |FINE or Integer { conp-
ber of bytesthat | FINEST nane}/ Byt es
the component sent
has sent dur-
ing the current
server instance.
This statistic
resets at serv-
er shutdown or
restart.
del-scriptlast | The number FINEST Integer hour minute { conp-
{interval} of timesthat second nane}/ ad-
del - scri pt hoc-com
adhoc com- mand/ del -
mand has been scri pt
run within the | ast hour
last interval. { conp-
nane}/ ad-
hoc-com
mand/ del -
scri pt
| ast
m nut e
{ conp-
nane}/ ad-
hoc-com
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
mand/ del -
scri pt
| ast sec-
ond
del-script Aver- | The average FINEST Integer {conp-
age processing |timein ms, nane} / ad-
time returned as hoc- com
an integer, it mand/ del -
takesfor del - scri pt/ Av-
scri pt toex- erage pro-
ecute. cessing
time
Last {interval} | The number FINEST Integer hour minute { conp-
packets of packets that second nane}/ | ast
have been han- hour pack-
died by this ets { comp-
component in nane}/ | ast
thelast interval. m nut e
packet s
{ conp-
nane}/ | ast
second
packet s
List-commands | The number of |FINEST Integer hour minute { conp-
last {interval} |[list-com second nane}/li st-
nmands requests conmands
sent to the com- | ast hour
ponent in the { conp-
last interval. nane}/li st-
commands
| ast
m nut e
{ conp-
nane}/li st-
commands
| ast sec-
ond
List-commands | The average FINEST Integer {conp-
Averagepro- |timeinms, re- nane}/li st-
cessing time turned asanin- com
teger, it takes mands/ Av-
forli st - erage pro-
conmands to cessing
execute on this time
component.
{IN/JOUT/To- |Thenumber of |FINEST Integer {conp-
tal} queue over-|timesthein or nane}/ I N
flow out queue has queue
overflown for overfl ow
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

this component.
That isthere are
more packets
gueues than the
max queue size.
A total statistic
isalso available
that combines
both results.

{ conp-
nane}/ OUT
queue
overfl ow
{ conp-
nane}/ To-
tal queue
overfl ow

{infout} queue
wait: { priority}

The number of
packets with
{priority} prior-
ity currently in
the incoming or
outgoing queue.

FINEST

Integer

SYSTEM
CLUSTER
HIGH NOR-
MAL LOW
PRESENCE
LOWEST

{conp-
name}/In
queue
wai t:
SYSTEM
{conp-
name}/In
queue
wai t:
CLUSTER
{conp-
name}/In
queue
wai t:
{conp-
name}/In
queue

wai t: NOR-
MAL { conp-
name}/In
queue
wai t:
{conp-
name}/In
queue

wai t:
PRESENCE
{conp-
name}/In
queue

wai t:
LONEST
{conp-
nane}/ Qut
queue

wai t:
SYSTEM
{conp-
nane}/ Qut
queue

wai t:
CLUSTER

H GH

LOwW
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

{ conp-
nane}/ Qut
queue
wai t :
{ conp-
nane}/ Qut
queue
wait: NOR-
MAL { conp-
nane}/ Qut
queue
wai t :
{ conp-
nane}/ Qut
queue
wai t :
PRESENCE
{ conp-
nane}/ Qut
queue
wai t :
LOVWEST

H GH

Low

{IN/
OUT}_QUEUE
processed

{type}

The number

of stanzas of
different types
that have been
processed VIA
the In or Out
Queue of this
component.
This number
will reset at
the end of the
server instance.
Each compo-
nent will have
alist of the dif-
ferent types of
stanzasit can
process.

FINER

Integer

# messages
presences
cluster other

IQ no XML-
NS 1Q http://
jabber.org/
proto-
col/disco#items
IQbind1Q
jabber:ig:roster
IQ session
IQvCard 1Q
command 1Q
jabber:ig:private
IQ http://
jabber.org/pro-
tocol/disco#info
total 1Q

{ conp-
name}/ I N_QU
processed

{ conp-
name}/ I N_QU
processed
nessages

{ conp-
name}/ I N_QU
processed
presences

{ conp-
name}/ I N_QU
processed
cluster

{ conp-
name}/ I N_QU
processed
ot her

{ conp-
name}/ I N_QU
processed

I Q no XM.-
NS { conmp-
name}/ I N_QU
processed
IQ http://

j abber. org/
pr ot o-

EUE

EUE

EUE

EUE

EUE

EUE

EUE
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

col / di sco#i
{ conp-
nane}/ | N_QU
processed
IQ http://

j abber. or g/
pr ot o-

col / di sco#i
{ conp-
nane}/ | N_QU
processed

I Q bind

{ conp-
nane}/ | N_QU
processed
IQ
jabber:iq:r
{ conp-
nane}/ | N_QU
processed
IQ
jabber:iqg:p
{ conp-
nane}/ | N_QU
processed

I Q ses-
sion{conp-
nane}/ | N_QU
processed
IQ vCard

{ conp-
nane}/ | N_QU
processed
I1Q com
mand { conp-
nane}/ | N_QU
processed
total 1Q

{ conp-
nane}/ OUT_Q
processed
nessages

{ conp-
nane}/ OUT_Q
processed
presences

{ conp-
nane}/ OUT_Q
processed

cl uster

{ conp-

ens

EUE

Nf o

EUE

EUE

DSt er

EUE

i vat e

EUE

EUE

EUE

EUE

UEUE

UEUE

UEUE
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

nane}/ OUT_Q
processed
ot her

{ conp-
nane}/ OUT_Q
processed

1 Q no XM-
NS { comp-
nane}/ OUT_Q
processed
IQ http://

j abber. or g/
pr ot o-

col / di sco#i
{ conp-
nane}/ OUT_Q
processed
IQ http://

j abber. or g/
pr ot o-

col / di sco#i
{ conp-
nane}/ OUT_Q
processed

| Q bind

{ conp-
nane}/ OUT_Q
processed
IQ
jabber:iq:r
{ conp-
nane}/ OUT_Q
processed
IQ
jabber:iqg:p
{ conp-
nane}/ OUT_Q
processed

I Q ses-
sion{conp-
nane}/ OUT_Q
processed
IQ vCard

{ conp-
nane}/ OUT_Q
processed
I1Q com
mand { conp-
nane}/ OUT_Q
processed
total 1Q

UEUE

UEUE

UEUE

ens

UEUE

Nf o

UEUE

UEUE

DSt er

UEUE

(i vat e

UEUE

UEUE

UEUE

UEUE
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

NOTE: Several statistics are only available from statistics component, shutdown
thread will ONLY print the following: messages, presences, cluster, other, IQ no
XLMNS, total 1Q.

max queue size | Themaximum |FINEST Integer { conp-
number of nane}/ max
items allowed gueue si ze
in the packet
queue for this
component.
Open Connec- | The number INFO/FINEST |Integer {conp-
tions of open con- nane}/ Qpen
nectionsto the connec-
component. tions
Packets re- Thetotal num- |FINE Integer { conp-
ceived ber of pack- nane} / Pack-
ets received ets re-
by the compo- cei ved
nent from ex-
ternal sources
in the current
instance. This
number resets
at server shut-
down or restart.
Packets sent Thetotal num- |FINE Integer { conp-
ber of pack- nane}/ Pack-
ets sent by the ets sent
component in
the current in-
stance. This
number resets
at server shut-
down or restart.
Processed pack- | How many FINEST Integer { conp-
etsthread: {in/ |packets have nane}/ Processed
out} been processed packet s
in and out by t hr ead:
each processing I N{ comp-
thread. nane}/ Processed
packet s
t hr ead:
QUT { conp-
nane}/ Processed
packet s
t hr ead
(outliers)
I N{ comp-
nane}/ Processed
packet s
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12

Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
t hr ead
(outliers)
out
Statistics will provide an array for each processor, listed from O, 1, 2, 3 etc.. Let’s say
that we have 4 threads set for ws2s, alist will be seen like this: ws2s/ Pr ocessed
packets thread: INs[2, 6, 4, 2] ws2s/Processed packets
thread: QUT=[8, 0, 1, 3] ws2s/Processed packets thread
(outliers) IN=nmean: 79.0, deviation: 441, outliers:
[In_10-ws2s: 2359] ws2s/ Processed packets thread (out-
[iers) OQUT=nean: 16.5, deviation: 23.2058941, outliers:
[ out _ws2s: 80] Note that the processor arrray will only have as many threads as
the component has as defined in { compname} /Processing threads.
processing The number of |FINER Integer { conp-
threads threads provid- nane}/ pro-
ed for the par- cessing
ticular compo- t hr eads
nent.
stream-er- The number of |FINE Integer { conp-
ror-counter errors count- nane}/ proce
ed during the sor s/ stream
operation of er-
the server for ror-counter
this compo-
nent. Will on-
ly be avail-
ableif stream-
error-counter
isenabled in
config.tddl, oth-
erwise will be
0.
Socket over- The number FINEST Integer {conp-
flow of timesthat nane}/ Sock-
this compo- et over-
nent has expe- flow
rienced sock-
et queue over-
flow and had
to drop pack-
ets. The XMPP
server queues
packets which
are being sent
over connec-
tion if receiv-
erisnot able
to read them
fast enough or
if the network

connection too
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
slow to the
amount of da-
tawhich needs
to be sent. If
the queue will
over flow that
will be count-
ed. This does
not include
the number of
dropped pack-
ets.
Total {infout} |The number of |FINEST Integer {conp-
gueues wait packetsin the nane}/ To-
inbound or out- tal in
bound queue gueues
that are current- wai t { conp-
ly waiting to nane}/ To-
be sent. This tal out
includes pack- gueues
ets of all types. wai t
Thisisanin-
stant statistics,
in that the num-
ber in queueis
only as many
in the queue the
moment statis-
tics are gath-
ered.
Total queue A combined to- |FINEST Integer { conp-
wait tal of Tot al nane}/ To-
i n queue tal queue
wai t and To- wai t
tal out
gueue wait
statistics for
this component.
Total queues | A combined to- |FINEST Integer Tot al
wait tal of all com- queues
ponent queue wai t
walit statistics.
Total queues | The number of |FINEST Integer {conp-
overflow times the com- nane}/ To-
ponent pack- tal queues
et wait queue overfl ow
has overflown
and had to drop
packets. This
statistic does
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

not keep track
of the num-
ber of dropped
packets.

Total/Totd
gueues over-
flow

The combined
total of all
gueue overflow
statistics for all
components.

FINEST

Integer

total / To-
tal queues
overfl ow

Waiting to send

The number of
packetsin the
component’s
gueue that are
waiting to be
sent. This num-
ber will usual-
ly be 0 howev-
er it will grow
if alarge num-
ber of packets
are jamming up
your system,

or your queue
Sizes are set too
low.

FINEST

Integer

{ conp-
nane}/ Wit -
ing to
send

Watchdog runs

The number of
times watchdog
has been run

on this compo-
nent to check
for stale con-
nections.

FINER

Integer

{ conp-
nane}/ Wat ch
dog runs

Watchdog
stopped

The number of
times watch-
dog identified
and closed a
connection it
has found to

be stale ac-
cording to the
settingsin
config.tdsl
or by the de-
faults defined in
this section.

FINER

Integer

{ conp-
nane}/ Wat ch
dog

st opped

Watchdog tests

The number of
times watch-
dog has found
apotential stale

FINER

Integer

{ conp-
nane}/ Wat ch
dog tests
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
connection and
has conducted
atest to deter-
mine whether
or not to close
the connection.
Thisis per com-
ponent in the
current server
instance.
Component statistics
AMP
No exclusive amp specific statistics
bosh
Statistics Name | Description Statistics Level |Format Available List of Possible
{field} Statistics
Bosh sessions | The number of |FINEST Integer bosh/ Bosh
currently open sessi ons
and running
BOSH sessions
to the server.
pre-bind session| The number of |FINEST Integer hour minute bosh/ ad-
last {interval} |timesthe pre- second hoc- com
bind-session mand/ pr e-
command has bi nd- ses-
been executed sion | ast
within the last hour bosh/
specified inter- adhoc- com
val. mand/ pr e-
bi nd- ses-
sion | ast
m nut e
bosh/ ad-
hoc- com
mand/ pr e-
bi nd- ses-
sion | ast
second
pre-bind-ses- | The average FINEST Integer bosh/ ad-
siong/Average |timeinms, hoc-com
processing time |returned as mand/ pr e-
an integer, it bi nd- ses-
takesfor pr e- si on/ Av-
bi nd- ses- erage pro-
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si on to exe- cessing
‘ cute. ‘ ‘ ‘ time
c2s
No exclusive ¢c2s specific statistics.
cl-comp
Statistics Name | Description Statistics Level |Format Available List of Possible
{field} Statistics
adhoc-com- The number of |FINEST Integer hour minute cl - conp/
mand/clus- times per in- second adhoc-com
ter-nodes-list  |terval that the mand/ cl us-
last {interval} | cluster-nodes- ter - nodes-
list command list |ast
has been exe- hour cl -
cuted. conp/ ad-
hoc- com
mand/ cl us-
t er-nodes-
list |ast
m nutecl -
conp/ ad-
hoc- com
mand/ cl us-
t er - nodes-
list |ast
second
adhoc-com- The average FINEST Integer cl - conp/
mand/clus- timeinms, re- adhoc- com
ter-nodes-list/  |turned asan in- mand/ cl us-
Average pro-  |teger, it takes t er - nodes-
cessing time for cl us- list/Av-
t er - nodes- erage pro-
[ist toexe cessing
cute. tinme
adhoc-com- The number of |FINEST Integer hour minute cl -conp/
mand/force- times per in- second adhoc-com
stop-service last | terval that the mand/ f or ce-
{interval} force-stop-ser- st op- ser -
vice command vice | ast
has been exe- hour cl -
cuted. conp/ ad-
hoc-com
mand/ f or ce-
st op- ser -
vice | ast
m nutecl -
conp/ ad-
hoc-com
mand/ f or ce-
st op- ser -
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vice | ast
second
Adhoc-com- The average FINEST Integer cl - conp/
mand/force- timein ms, re- adhoc-com
stop-ser- turned asan in- mand/ f or ce-
vicelAverage |teger, it takes st op- ser -
processing time |for f or ce- vi cel/ Av-
st op- ser - erage pro-
Vi ce to exe cessing
cute. time
adhoc-com- The num- FINEST Integer hour minute cl - conp/
mand/ser- ber of times second adhoc- com
vice-keyslast |perinterval mand/ ser -
{interval} that theser - vi ce- keys
vi ce- keys | ast hour
command has cl - conp/
been executed. adhoc- com
mand/ ser -
Vi ce- keys
| ast
m nutecl -
conp/ ad-
hoc- com
mand/ ser -
Vi ce- keys
| ast sec-
ond
Adhoc-com- The average FINEST Integer cl - conp/
mand/ser- timein ms, adhoc- com
vice-keys/Aver- | returned as mand/ ser -
age processing |an integer, it Vi ce- keys/
time takesfor ser - Aver age
Vi ce- keys to processi ng
execute. tinme
adhoc-com- The number of |FINEST Integer hour minute cl - conp/
mand/sim-serv- |times per in- second adhoc-com
stopped {inter- |terval that the mand/ si m
va} simserv- serv-
st opped com- st opped
mand has been | ast hour
executed. cl - conp/
adhoc-com
mand/ si m
serv-
st opped
| ast
m nutecl -
conp/ ad-
hoc-com
mand/ si m
serv-
st opped
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| ast sec-
ond
Adhoc-com- The average FINEST Integer cl - conp/
mand/sim-serv- |timein ms, adhoc-com
stopped/Aver- |returned as mand/ si m
age processing |an integer, serv-
time it takesfor st opped/
simserv- Aver age
st opped to processi ng
execute. time
Average com- |The average FINE Float cl - conmp/
pression ratio | compression ra- Aver age
tio of data sent conpr es-
to other clusters sion ratio
during the ses-
sion.
Average de- The average FINE Float cl - conp/
compression ra- | compression ra- Aver age
tio tio of datare- deconpres-
ceived from sion ratio
other clusters
during the ses-
sion.
Known cluster | The number of |INFO Integer cl - conp/
nodes cluster nodes Known
currently con- cluster
nected to the nodes
server.
Last {interva} |The number of |FINE Comma day hour cl - conp/
disconnects cluster discon- Separated Array Last day
nections within di scon-
the specified in- nects cl -
terval. conp/ Last
hour dis-
connect s
For day, each array is the number of disconnections each hour, most recent first. For
hour each array isthe number of disconnections each minute, most recent first.
Service con- The number of |FINEST Integer cl - conp/
nected time- time-outs dur- Service
outs ing connection connect ed
initialization of time-outs
cluster nodes.
Total discon- | The number FINEST Integer cl - conp/
nects of clustersthat Total dis-
have discon- connect s
nected during

the current ses-
sion.
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eventbus

No exclusive eventbus specific statistics.

message-archive

message-router

Statistics Name | Description Statistics Level | Format Available List of Possible
{field} Statistics

Removal time | The average FINE Integer nmes-

of expired mes- |amount of time sage- ar chi ve/

sages (avg) in milliseconds Renoval
it takesto re- time of
move expired expired
messages from nessages
the repository. (avg)
Thisincludes
manual and au-
tomatic removal
of messages.

Statistics Name | Description Statistics Level |Format Available List of Possible

{field} Statistics

CPUsno The number of |FINEST Integer nmes-
CPUs available sage-router
on the host ma- CPUs no
chine.

CPU Usage % of available |FINE Float/String nes-
CPU power sage-router
used by Tigase CPU usage
Server at the [ nes-
moment statis- sage-rout er
tics are taken. CPU usage
Two formats are available for CPU usage: A float integer which expresses along dec-
imal available from CPU Usage [%)], and a string which provides a rounded number
with a % sign from CPU usage.

Free Heap Theamount of |FINE String nmes-
heap memo- sage-router
ry that isavail- Free Heap
ablefor use, ex-
pressed in KB.

Free NonHeap |Theamount of |FINE String nmes-
non-heap mem- sage-rout er
ory that is avail- Free Non-
able for use, ex- Heap
pressed in KB.

HEAPusage |Total percent |FINE Float nes-

[%0] of HEAP mem- sage-router
ory in use by HEAP usage
Tigase. [%

292



Tigase XMPP Server Distri-
bution Administration Guide

Local hostname | The local host- |INFO String nmes-
name of the sage-router
physical server. Local
host nane
Load average |The average FINE Float nmes-
system load sage-router
for the previ- Load aver -
ous minute. The age
way in which
the load aver-
ageiscaculat-
ed is operating
system specific
but istypically
adamped time-
dependent aver-
age.
Max Heap mem | Maximum INFO String nmes-
amount of sage-rout er
heap memo- Max Heap
ry available mem
as defined by
JAVA_OPTIONS
in tigase.conf,
inKb.
Max NonHeap |Maximum FINE String nmes-
mem amount of non- sage-rout er
heap memo- Max Non-
ry available Heap nem
as defined by
JAVA_OPTIONS
in tigase.conf,
inKb.
NONHEAP Us- | Total amount  |FINE Float nmes-
age [%0] of NONHEAP sage-router
memory in use NONHEAP
expressed as a usage [ %
percentage.
Threadscount | Thetotal num- |FINEST Integer nmes-
ber of process- sage-router
ing threads Thr eads
available across count
all components.
Uptime Thetota INFO String nmes-
amount of time sage-router
the server has Upti e
been online for
this session.
Used Heap Theamount of |INFO String nes-
heap memory in sage-router
usein KB. Used Heap
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Used NonHeap | The amount FINE String nmes-
of non-heap sage-router
memory in use Used Non-
shown in KB. Heap
monitor
Statistics Name | Description Statistics Level |Format Available List of Possible
{field} Statistics
adhoc-com- The number FINEST Integer hour minute noni -
mand/load-er- | of times per second tor/ ad-
rorslast {inter- |interval that hoc- com
va} the load-errors mand/ | oad-
command has errors
been executed. | ast hour
noni -
tor/ ad-
hoc- com
mand/ | oad-
errors
| ast
m nut e non-
i tor/ad-
hoc- com
mand/ | oad-
errors
| ast sec-
ond
Adhoc-com- The average FINEST Integer noni -
mand/load-er- |timeinms, re- t or/ ad-
rors/Average  [turned asanin- hoc-com
processing time |teger, it takes mand/ | oad-
for| oad- er - errors/ Av-
rors toexe erage pro-
cute. cessing
time
muc
Statistics Name | Description Statistics Level | Format Available List of Possible
{field} Statistics
adhoc-com- The number of |FINEST Integer hour minute noni -
mand/re- times per in- second tor/ ad-
move-room last |terval that the hoc-com
{interval} remove-room mand/ r e-
command has nove-r oom
been executed. | ast hour
noni -
t or/ ad-
hoc-com
mand/ r e-
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proxy

nove-room
| ast
m nut e non-
itor/ad-
hoc-com
mand/ r e-
nove-room
| ast sec-
ond
Adhoc-com- The average FINEST Integer noni -
mand/re- timein ms, t or / ad-
move-room/Av- | returned as hoc-com
erage process- | an integer, it mand/ r e-
ing time takesforr e- nove- r oont
nove- r oomto Aver age
execute. processi ng
time
adhoc-com- The number of |FINEST Integer hour minute nmuc/ ad-
mand/de- times per in- second hoc- com
fault-room-con- |terval that the mand/ de-
figlast {inter- |default-room- faul t-room
val} command com- config
mand has been | ast hour
executed. nmuc/ ad-
hoc- com
mand/ de-
fault-room
con-
fig |ast
m nut e nmuc/
adhoc- com
mand/ de-
fault-room
config
| ast sec-
ond
Adhoc-com- The average FINEST Integer muc/ ad-
mand/de- timein ms, hoc- com
fault-room-con- | returned as mand/ de-
fig/Average an integer, it fault-room
processing time |takes for de- confi g/ Av-
fault-room erage pro-
confi g to ex- cessing
ecute. tinme
Statistics Name Description Statistics Level Format List of Possible
Statistics
Averagetransfer |Averagesize FINEST Integer proxy/ Aver age
sizeinKB of packets sent transfer size
through the proxy in KB
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pubsub

component during
the current session.

KBytes transferred | Total number of FINEST Integer proxy/ KByt es
Kb transferred transferred
through the proxy
component.

Open streams Number of cur- FINEST Integer proxy/ Open
rently open proxy streans
streams.

Transfers complet- |Number of specific |FINEST Integer pr oxy/ Tr ans-

ed transfers compl et- fers conpl et -
ed through proxy ed
component.

Statistics Name | Description Statistics Level |Format Available List of Possible

{field} Statistics

Added new Thetotal num- |FINEST Integer pub-
nodes ber of new sub/ Added

nodes that has new nodes

been added

in the current

server instance.

This statisticis

reset when the

server resets.

adhoc-com- The number FINEST Integer hour minute pubsub/ ad-

mand/delete- | of times per second hoc- com

item last {inter- |interval that mand/ del et e

val} thedel et e- item]| ast

i t emcom- hour pub-
mand has been sub/ ad-
executed. hoc- com
mand/ del et e
item | ast
m nut e pub-
sub/ ad-
hoc- com
mand/ del et e
item | ast
second
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/del ete- timeinms, re- hoc- com

item/Average |turned asanin- mand/ del et e

processing time |teger, it takes item Av-

for del et e- erage pro-

i t emto exe- cessing

cute. time
adhoc-com- The number FINEST Integer hour minute pubsub/ ad-
mand/delete- | of times per second hoc-com
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node last {inter- |interval that mand/ del et e
va} thedel et e- node | ast
node com- hour pub-
mand has been sub/ ad-
executed. hoc-com
mand/ del et e
node | ast
m nut e pub-
sub/ ad-
hoc-com
mand/ del et e
node | ast
second
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/delete-  |timeinms, re- hoc-com
node/Average |[turned asanin- mand/ del et e
processing time |teger, it takes node/ Av-
for del et e- erage pro-
node to exe- cessing
cute. time
adhoc-com- The number of |FINEST Integer pubsub/ ad-
mand/list-items |times per in- hoc- com
last {interval} |terval that the mand/ | i st -
l[ist-itens itenms |ast
command has hour pub-
been executed. sub/ ad-
hoc- com
mand/ | i st -
items |ast
m nut e pub-
sub/ ad-
hoc- com
mand/ | i st -
items | ast
second
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/list-itemg/ |time in ms, re- hoc- com
Average pro- |turned asanin- mand/ | i st -
cessing time teger, it takes i tems/ Av-
forli st - erage pro-
i t ens to exe cessing
cute. tinme
adhoc-com- The number of |FINEST Integer pubsub/ ad-
mand/list-nodes |times per in- hoc-com
last {interval} |[terval that the mand/ | i st -
i st-nodes nodes | ast
command has hour pub-
been executed. sub/ ad-
hoc-com
mand/ | i st -
nodes | ast
m nut e pub-
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sub/ ad-
hoc-com
mand/ | i st -
nodes | ast
second
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/list- timein ms, re- hoc-com
nodes/Average |turned asanin- mand/ | i st -
processing time |teger, it takes nodes/ Av-
forli st - erage pro-
nodes to exe- cessing
cute. time
adhoc-com- The num- FINEST Integer pubsub/ ad-
mand/pub- ber of times hoc-com
lish-itemlast |perinterva mand/ pub-
{interval} that the pub- lish-item
[ish-item | ast hour
command has pubsub/ ad-
been executed. hoc- com
mand/ pub-
lish-item
| ast
m nut e pub-
sub/ ad-
hoc- com
mand/ pub-
lish-item
| ast sec-
ond
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/pub- timein ms, hoc- com
lish-item/Aver- |returned as mand/ pub-
age processing |an integer, it lish-iten
time takes for pub- Aver age
[ish-itemto processi ng
execute. tinme
adhoc-com- The number of |FINEST Integer hour minute pubsub/ ad-
mand/re- times per inter- second hoc-com
trieve-item last |val that ther e- mand/ r e-
{interval} trieve-item trieve-item
command has | ast hour
been executed. pubsub/ ad-
hoc-com
mand/ r e-
trieve-item
| ast
m nut e pub-
sub/ ad-
hoc-com
mand/ r e-
trieve-item
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| ast sec-
ond
adhoc-com- The average FINEST Integer pubsub/ ad-
mand/re- timein ms, hoc-com
trieve-item/Av- |returned as mand/ r e-
erage process- | an integer, it trieve-item
ing time takesforr e- Aver age
trieve-item processi ng
to execute. time
AdHocConfig- | The number of |FINEST Integer hour minute pubsub/ Ad-
CommandMod- |times per inter- second HocConfi g-
ulelast {inter- |va that the Ad- Com
val} HocConfi g- mandMod-
Conmand- ul e | ast
Modul e com- hour pub-
mand has been sub/ AdHoc-
executed. Confi gCom
mandMod-
ul e | ast
m nut e pub-
sub/ AdHoc-
Confi gCom
mandModul e
| ast sec-
ond
AdHocConfig- | The average FINEST Integer pubsub/ Ad-
CommandMod- |timein ms, re- HocConfi g-
ule/Average turned asan in- Command-
processing time |teger, it takes Modul e/ Av-
for AdHoc- erage pro-
Confi gCom cessing
mandModul e tinme
to execute.
Affiliations Thetotal num- |FINEST Integer pubsub/ Af -
count (in cache) | ber of pubsub filiations
affiliations that count (in
areresidentin cache)
cache mem-
ory. Affilia-
tionsinclude
JDsthat are
one of thefol-
lowing; Own-
er, Publisher,
Publish-Only,
Member, None,
Outcast. This
may not reflect
total pubsub
affiliationsin
repository.
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Average DB The average FINEST Integer pubsub/ Av-
writetime[msg] |timeof all DB erage DB
writes from wite tine
PubSub com- [ 8]
ponent. Aver-
ageiscalculat-
ed using two
other statistics:
(Total writing
time/ Database
writes)
cache/hitslast | The number of |FINEST Integer hour minute pub-
{interval} times the cache second sub/ cache/
has achieved a hits | ast
hit within the hour pub-
last interval. sub/ cache/
A hitiswhen hits | ast
arequest for m nut e pub-
information is sub/ cache/
matched to data hits | ast
that isinside the second
cache memory.
cache/hit-miss | Theratio of FINE Float hour minute pub-
ratio per {inter- | cache hitsto sub/ cache/
va} cache misses hit-mss
over the spec- rati o per
ified period. hour pub-
A cachehitis sub/ cache/
when arequest hit-mss
for information rati o per
from the cache nm nut e
is matched with
information in
the cache. A
missiswhen
that information
request cannot
find amatch in
cache. A miss
only indicates
that that infor-
mation was not
found in the
cache, not that
itisnotinthe
repository.
cache/requests | The number of |FINEST Integer hour minute pub-
last {interval} | memory cache second sub/ cache/
reguests made Request s
within the last | ast
interval. hour pub-

sub/ cache/
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Request s
| ast
m nut e pub-
sub/ cache/
Request s
| ast sec-
ond
Cached nodes | The number FINEST Integer pub-
of nodes that sub/ Cached
iscurrently in nodes
memory cache.
CapsModule | The number of |FINEST Integer hour minute pub-
times per in- second sub/ CapshMod
terval that the ul e | ast
CapsModule hour pub-
command has sub/ CapsMod
been executed. ul e | ast
m nut e pub-
sub/ CapsMbd
ul e | ast
second
CapsMod- The average FINEST Integer pub-
ule/Average timeinms, re- sub/ CapsMbd
processing time |turned asanin- ul e/ Aver -
teger, it takes age pro-
for CapsMod- cessing
ul e to execute. tinme
db/GetN- The number of |FINEST Integer hour minute pubsub/ db/
odeltemsre- times Get N- second Get N-
questslast {in- |odel t ens odel t ens
terval} command has | ast hour
been run within pubsub/ db/
the specified in- Get N
terval. odel tens
| ast
m nut e pub-
sub/ db/
Get N-
odel tens
| ast sec-
ond
db/GetN- The average FINEST Integer pubsub/ db/
odeltems/Aver- |[timeinms, re- Get N-
age processing |turned asanin- odel t ens/ Av
time teger, it takes erage pro-
for Get N- cessing
odel tens to time
execute.
DefaultCon- The number of |FINEST Integer hour minute pubsub/ De-
figModulelast |times per inter- second faul t Con-
{interval} val that the De- fi ghvodul e
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faul t Con- | ast hour
fi gvodul e pubsub/ De-
command has faul t Con-
been executed. fi gvbd-
ul e | ast
m nut e pub-
sub/ De-
faul t Con-
fi ghvbdul e
| ast sec-
ond
DefaultConfig- | The average FINEST Integer pubsub/ De-
Module/Aver- [timeinms, re- faul t Con-
age processing |turned asanin- fi gvbd-
time teger, it takes ul e/ Aver -
for Def aul t - age pro-
Conf i gMod- cessing
ul e to execute. time
Discoverinfo- | The number of |FINEST Integer pub-
Module last times per inter- sub/ Di s-
{interval} val that the Dis- coverl n-
coverlnfoMod- f oMod-
ule command ul e | ast
has been exe- hour pub-
cuted. sub/ Di s-
coverl n-
f oMod-
ul e | ast
m nut e pub-
sub/ Di s-
coverl n-
f oModul e
| ast sec-
ond
Discoverinfo- | The average FINEST Integer pub-
Module/Aver- |timeinms, re- sub/ Di s-
age processing |turned asanin- cover | nf o-
time teger, it takes Modul e/ Av-
for Di scov- erage pro-
er | nf oMod- cessing
ul e to execute. tinme
Discov- The number FINEST Integer pub-
erltemsModule |of times per sub/ Di s-
last {interval} |interval that cov-
the Discov- erltemsMd-
erltemsModule ul e | ast
command has hour pub-
been executed. sub/ Di s-
cov-
erltemsMd-
ul e | ast
m nut e pub-
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sub/ Di s-
cov-
erltemsMd-
ul e | ast
second
Discov- The average FINEST Integer pub-
erltemsMod-  |timeinms, re- sub/ Di s-
ule/Average turned asan in- cov-
processing time |teger, it takes er |t ensMbd-
for Di scov- ul e/ Aver -
erltensMd- age pro-
ul e to execute. cessing
time
JabberVersion- | The number of |FINEST Integer hour minute pub-
Module last times per in- second sub/ Jab-
{interval} terval that the ber Ver -
Jabber Ver - si onMbd-
si onModul e ul e | ast
command has hour pub-
been executed. sub/ Jab-
ber Ver -
si onvbd-
ul e | ast
m nut e pub-
sub/ Jab-
ber Ver -
si onMbdul e
| ast sec-
ond
JabberVersion- | The average FINEST Integer pub-
Module/Aver- |timein ms, sub/ Jab-
age processing |returned as ber Ver -
time an integer, it si onvbd-
takesfor Jab- ul e/ Aver -
ber Ver - age pro-
si onModul e cessing
to execute. tinme
ManageAffi- | The number of |FINEST Integer hour minute pub-
iationsModule |times perin- second sub/ Man-
last {interval} |[terval that the ageAffili-
ManageAf - at i onshMbd-
filiation- ul e | ast
sModul e com- hour pub-
mand has been sub/ Man-
executed. ageAffili-
ati onsMbd-
ul e | ast
m nut e pub-
sub/ Man-
ageAffili-
ati onsMbd-
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ul e | ast
second
ManageAffil- | The average FINEST Integer pub-
iationsMod- timein ms, sub/ Man-
ule/Average returned as ageAffil -
processing time | an integer, it i ations-
takes for Man- Modul e/ Av-
ageAffili- erage pro-
ati onsMod- cessing
ul e to execute. time
ManageSub- The number of |FINEST Integer hour minute pub-
scriptionMod-  |times per in- second sub/ Man-
ulelast {inter- |terval that the ageSub-
va} ManageSub- scri p-
scription- t i onMod-
Modul e com- ul e | ast
mand has been hour pub-
executed. sub/ Man-
ageSub-
scri p-
t i onMod-
ul e | ast
m nut e pub-
sub/ Man-
ageSub-
scri ption-
Modul e
| ast sec-
ond
ManageSub- The average FINEST Integer pub-
scriptionMod-  |timein ms, sub/ Man-
ule/Average returned as ageSub-
processing time | an integer, it scription-
takes for Man- Modul e/ Av-
ageSub- erage pro-
scription- cessing
Modul e to ex- tinme
ecute.
NodeConfig- | The number of |FINEST Integer hour minute pub-
Module last times per in- second sub/ Node-
{interval} terval that the Conf i gMbd-
NodeCon- ul e | ast
fi gvodul e hour pub-
command has sub/ Node-
been executed. Conf i gMbd-
ul e | ast
m nut e pub-
sub/ Node-
Conf i gMbd-
ul e | ast
second
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NodeConfig- | The average FINEST Integer pub-
Module/Aver- |timeinms, re- sub/ Node-
age processing |turned asan in- Conf i gMbd-
time teger, it takes ul e/ Aver -
for NodeCon- age pro-
fi gModul e to cessing
execute. time
NodeCreate- The number of |FINEST Integer hour minute pub-
Module last times per in- second sub/ Node-
{interval} terval that the Cr eat eMbd-
NodeCr e- ul e | ast
at eMbdul e hour pub-
command has sub/ Node-
been executed. Cr eat eMbd-
ul e | ast
m nut e pub-
sub/ Node-
Cr eat eMbd-
ul e | ast
second
NodeCreate- The average FINEST Integer pub-
Module/Aver- [timeinms, re- sub/ Node-
age processing |turned asanin- Cr eat eMbd-
time teger, it takes ul e/ Aver -
for NodeCr e- age pro-
at eModul e to cessing
execute. time
NodeDelete- The num- FINEST Integer hour minute pub-
Module last ber of times second sub/ Nod-
{interval} per interval eDel et e-
that the Nod- Mod-
eDel et e- ul e I ast
Modul e com- hour pub-
mand has been sub/ Nod-
executed. eDel et e-
Mod-
ul e I ast
m nut e pub-
sub/ Nod-
eDel et e-
Modul e
| ast sec-
ond
NodeDelete- The average FINEST Integer pub-
Module/Aver- |timeinms, sub/ Nod-
age processing |returned as eDel et e-
time an integer, it Modul e/ Av-
takes for Nod- erage pro-
eDel et e- cessing
Modul e to ex- time
ecute.
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PresenceCollec- | The number FINEST Integer hour minute pub-
torModulelast |of times per second sub/ Pres-
{interval} interval that enceCol -
the Pr es- | ect or Mod-
enceCol - ul e | ast
| ect or Mod- hour pub-
ul e command sub/ Pres-
has been exe- enceCol -
cuted. | ect or Mod-
ul e | ast
m nut e pub-
sub/ Pres-
enceCol -
| ect or Mod-
ul e | ast
second
PresenceCollec- | The average FINEST Integer pub-
torModule/Av- |timeinms, re- sub/ Pres-
erage process- |turned asanin- enceCol -
ing time teger, it takes | ect or Mod-
for Pr es- ul e/ Aver -
enceCol - age pro-
| ect or Mod- cessing
ul e to execute. tinme
PendingSub- The number FINEST Integer hour minute pub-
scriptionMod- | of times per second sub/ Pend-
ulelast {inter- |interval that i ngSub-
va} the Pend- scri p-
i ngSub- t i onMod-
scription- ule | ast
Modul e com- hour pub-
mand has been sub/ Pend-
executed. i ngSub-
scri p-
t i onMod-
ule | ast
m nut e pub-
sub/ Pend-
i ngSub-
scription-
Modul e
| ast sec-
ond
PendingSub- | The average FINEST Integer pub-
scriptionMod-  |timeinms, re- sub/ Pend-
ule/Average turned asan in- i ngSub-
processing time |teger, it takes scription-
for Pend- Modul e/ Av-
i ngSub- erage pro-
scription- cessing
Modul e to ex- time
ecute.
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PresenceNoti- | The number FINEST Integer hour minute pub-
fierModulelast |of times per second sub/ Pres-
{interval} interval that enceNot i -
the Pr es- fi er Mod-
enceNot i - ul e | ast
fierhodul e hour pub-
command has sub/ Pres-
been executed. enceNot i -
fi er Mod-
ul e | ast
m nut e pub-
sub/ Pres-
enceNot i -
fi erModul e
| ast sec-
ond
PresenceNoti- | The average FINEST Integer pub-
fierModule/Av- |[timein ms, re- sub/ Pres-
erage process- |turned asanin- enceNot i -
ing time teger, it takes fier Mod-
for Pr es- ul e/ Aver -
enceNot i - age pro-
fi erModul e cessing
to execute. tinme
Publishltem- The num- FINEST Integer hour minute pub-
Module last ber of times second sub/ Pub-
{interval} per interval lishltem
that the Pub- Mod-
lishltem ule | ast
Modul e com- hour pub-
mand has been sub/ Pub-
executed. lishltem
Mod-
ule | ast
m nut e pub-
sub/ Pub-
lishltem
Modul e
| ast sec-
ond
Publishltem- The average FINEST Integer pub-
Module/Aver- |timein ms, sub/ Pub-
age processing |returned as lishltem
time an integer, it Modul e/ Av-
takes for Pub- erage pro-
lishltem cessing
Modul e to ex- time
ecute.
PurgeltemsMod+ The number of |FINEST Integer hour minute pub-
ulelast {inter- |times per in- second sub/ Pur gel t
val} terval that the ul e | ast
Pur gel t ems Mbd- hour pub-

ens Vbd-
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ul e command sub/ Pur gel t ensMbd-
has been exe- ul e | ast
cuted. m nut e pub-
sub/ Pur gel t ensMbd-
ul e | ast
second
PurgeltemsM od- The average FINEST Integer pub-
ule/Average timein ms, sub/ Pur gel t ensMod-
processing time |returned as ul e/ Aver -
an integer, age pro-
it takesfor cessing
Pur gel t ens Mbd- tinme
ul e to execute.
Repository Number of in- |FINEST Integer pub-
writes dividua writes sub/ Repos-
to Repository itory
from the pub- wites
sub component
since startup.
Retractltem- The number of |FINEST Integer hour minute pubsub/ Re-
Module last times per inter- second tractltem
{interval} val that the Re- Modul e
tractltem | ast hour
Modul e com- pubsub/ Re-
mand has been trac-
executed. t1temvbd-
ul e | ast
m nut e pub-
sub/ Re-
tractltem
Modul e
| ast sec-
ond
Retractltem- The average FINEST Integer pubsub/ Re-
Module/Aver- [timeinms, re- tractltem
age processing |turned asanin- Modul e/ Av-
time teger, it takes erage pro-
for Retrac- cessing
tItemvbd- time
ul e to execute.
RetrieveAffil- | The number of |FINEST Integer hour minute pubsub/ Re-
iationsModule |times per inter- second trieveAf-
last {interval} |val that the Re- filiation-
trieveAf- shbdul e
filiation- | ast hour
sModul e com- pubsub/ Re-
mand has been trieveAf -
executed. filia-
ti onsMbd-
ule | ast
m nut e pub-
sub/ Re-
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trieveAf -
filiation-
shbdul e
| ast sec-
ond
RetrieveAffil- | The average FINEST Integer pubsub/ Re-
iationsMod- timein ms, re- trieveAf -
ule/Average turned asan in- filia-
processing time |teger, it takes ti onshMbd-
forRetrie- ul e/ Aver -
veAffili- age pro-
ati onsMod- cessing
ul e to execute. time
Re- The number of |FINEST Integer hour minute pubsub/ Re-
trieveltemsM od-| times per inter- second trieveltens
ulelast {inter- |val that the Re- ul e I ast
val} trieveltenshMd- hour pub-
ul e command sub/ Re-
has been exe- trieveltens
cuted. ul e | ast
m nut e pub-
sub/ Re-
trieveltens
ul e | ast
second
Re- The average FINEST Integer pubsub/ Re-
trieveltemsMod-| timein ms, trieveltens
ule/Average returned as ul e/ Aver -
processing time | an integer, it age pro-
takes for Re- cessing
trieveltenshd- tinme
ul e to execute.
RetrieveSub- | The number of |FINEST Integer hour minute pubsub/ Re-
scriptionsMod- | times per inter- second tri eveSub-
ulelast {inter- |val that the Re- scription-
va} tri eveSub- shbdul e
scription- | ast hour
sModul e com- pubsub/ Re-
mand has been trieveSub-
executed. scri p-
ti onsMbd-
ul e | ast
m nut e pub-
sub/ Re-
trieveSub-
scription-
shbdul e
| ast sec-
ond
RetrieveSub- | The average FINEST Integer pubsub/ Re-
scriptionsMod- |timein ms, tri eveSub-
returned as scri p-
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ule/Average an integer, it ti onsMbd-
processing time |takes for Re- ul e/ Aver -
tri eveSub- age pro-
scription- cessing
sMbdul e to time
execute.
SubscribeN- The num- FINEST Integer hour minute pub-
odeModule last |ber of times second sub/ Sub-
{interval} per interval scri beN
that the Sub- odeMod-
scri beN ule | ast
odeModul e hour pub-
command has sub/ Sub-
been executed. scri beN
odeMod-
ule | ast
m nut e pub-
sub/ Sub-
scri beN
odeModul e
| ast sec-
ond
SubscribeNode- | The average FINEST Integer pub-
Module/Aver- |timein ms, sub/ Sub-
age processing |returned as scri beN
time aninteger, it odeMod-
takes for Sub- ul e/ Aver -
scri beN age pro-
odeMbodul e to cessing
execute. tinme
Subscription Thetotal num- |FINEST Integer pub-
count (in cache) | ber of pubsub sub/ Sub-
subscriptions scription
that are resident count (in
in cache mem- cache)
ory. This may
not reflect to-
tal pubsub sub-
scriptionsin
repository.
Total writing | The cumulative |FINEST String (###ms) pubsub/ To-
time total of time tal wit-
pubsub compo- ing tinme
nent has writ-
ten to the data-
base expressed
in milliseconds.
UnsubscribeN- | The number FINEST Integer hour minute pubsub/ Un-
odeModule last |of times per second sub-
{interval} interval that scri beN
the Unsub- odeMod-
scri beN ule | ast
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odeModul e hour pub-
command has sub/ Unsub-
been executed. scri beN
odeMod-
ul e | ast
m nut e pub-
sub/ Unsub-
scri beN
odeModul e
| ast sec-
ond
UnsubscribeN- | The average FINEST Integer pubsub/ Un-
odeModule/Av- |[timein ms, re- sub-
erage process- |turned asanin- scri beN
ing time teger, it takes odeMbd-
for Unsub- ul e/ Aver -
scri beN age pro-
odeModul e to cessing
execute. time
Update sub- Number of FINEST Integer pubsub/ Up-
scription calls | times Subscrip- dat e sub-
tions have been scriptions
updated (this calls
includes new,
deleted, and
edited).
XmppPing- The number of |FINEST Integer hour minute pub-
Module last times per in- second sub/ Xmpp-
{interval} terval that the Pi ngMbod-
XmppPing- ul e | ast
Module com- hour pub-
mand has been sub/ Xmpp-
executed. Pi ngMbod-
ul e | ast
m nut e pub-
sub/ Xmpp-
Pi nghbdul e
| ast sec-
ond
XmppPing- The average FINEST Integer pub-
Module/Aver- |timeinms, re- sub/ Xnpp-
age processing |turned asanin- Pi ngMod-
time teger, it takes ul e/ Aver -
for Xnpp- age pro-
Pi ngMbdul e cessing
to execute. time
repo-factory
Statistics Name Description Statistics Level Format List of Possible
Statistics
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rest

s2s

Number of data The number of da- |FINE Integer repo-facto-
repositories tarepositories set- ry/ Nunmber of
up for this XM PP data reposi -
server. tories
Repository {jdb- | The number of FINE Integer repo- f act o-
clocation} connec- | connections made ry/ reposito-
tions count to this database. ry {jdbcl oca-
tion} connec-
tions count
repository {jdbclo- | The number of re- |FINEST Integer repo- f act o-
cation} reconnec- | connections made ry/ reposito-
tions to this database. ry {jdbcl oca-
tion} recon-
nections
repository {jdbclo- | The number of re- |FINEST Integer repo-fact o-
cation} failedre- | connections that ry/ reposito-
connections have failed to con- ry {jdbcl oca-
nect to this data- tion} failed
base. reconnecti ons
No exclusive rest specific statistics
Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
CIDsnumber | ConnectionlD |FINEST String s2s/ Cl Ds
for the server. nunber
Thismay in-
clude multiple
CIDsif server
isrunning mul-
tiple vhosts.
get-cid-connec- | The number FINEST Integer hour minute s2s/ ad-
tion last {inter- |of times get- second hoc-com
va} cid-connection mand/ get -
command has ci d-con-
been executed nection
within the spec- | ast hour
ified interval. s2s/ ad-
hoc-com
mand/ get -
ci d-con-
nec-
tion | ast
m nut e s2s/
adhoc-com
mand/ get -
ci d-con-
nection
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
| ast sec-
ond
get-cid-connec- | The average FINEST Integer s2s/ ad-
tion/Average |timeinms, re- hoc- com
processing time |turned as an in- mand/ get -
teger, it takes ci d- con-
for get - ci d- nec-
connection tion/ Av-
to execute. erage pro-
cessing
tinme
s2s-bad-state- | The number FINEST Integer hour minute s2s/ ad-
connslast {in- |of times s2s- second hoc- com
terval} bad-state-conns mand/ s2s-
command has bad- st at e-
been executed conns | ast
within the spec- hour s2s/
ified interval. adhoc-com
mand/ s2s-
bad- st at e-
conns | ast
m nut e s2s/
adhoc-com
mand/ s2s-
bad- st at e-
conns | ast
second
s2s-bad-state- | The average FINEST Integer s2s/ ad-
conngAverage |timein ms, hoc-com
processing time |returned as mand/ s2s-
an integer, it bad- st at e-
takesfor s2s- conns/ Av-
bad- st at e- erage pro-
conns to exe- cessing
cute. time
reset-bad-state- | The number of |FINEST Integer hour minute s2s/ ad-
connslast {in- |times reset-bad- second hoc-com
terval} state-conns mand/ r e-
command has set - bad-
been executed st at e-
within the spec- conns | ast
ified interval. hour s2s/
adhoc-com
mand/ r e-
set - bad-
st at e-
conns | ast
nm nut e s2s/
adhoc-com
mand/ r e-
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
set - bad-
st at e-
conns | ast
second
reset-bad-state- | The average FINEST Integer s2s/ ad-
conng/Average |timein ms, hoc- com
processing time | returned as mand/ r e-
an integer, it set - bad-
takesforr e- st at e-
set - bad- conns/ Av-
state- erage pro-
conns to exe- cessing
cute. tinme
Total DB keys | Tota number of | FINEST Integer s2s/ Tot al
database keys. DB keys
Total {incom- |Thetotal num- |FINEST Integer s2s/ Tot al
ing/outgoing} | ber of server-to- i ncom ng
server connec- s2s/ Tot al
tions, outgoing out goi ng
islocal server
connecting to
other servers,
and incom-
ing is connec-
tions from oth-
er servers. The
results may or
may not be the
same.
Total {incom- |Thetotal num- |FINEST Integer s2s/ Tot al
ing/outgoing} | ber of serv- i ncom ng
TLS er-to-server TLSs2s/ To-
connections us- tal outgo-
ing TLS, out- ing TLS
goingislocal
server connect-
ing to other
servers, and in-
coming is con-
nections from
other servers.
The results may
or may not be
the same.
Total outgoing | Total number of | FINEST Integer s2s/ Tot al
handshaking outgoing con- out goi ng
nections that handshak-
are currently i ng
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SeSss-man

Statistics Description Statistics Level | Format Available List of Possible

Name {field} Statistics
handshaking to
other servers.

Total control Total number of | FINEST Integer s2s/ Tot al

waiting connections that control
were manually wai ting
told to wait.

Total waiting | Total number |FINEST Integer s2s/ Tot al
of connections wai ting
that are current-
ly waiting for
response from
other server.

Statistics Description Statistics Level | Format Available List of Possible

Name {field} Statistics

Active user Number of user |[FINER Integer sess- man/

connections connections Active
that are con- user con-
sidered active. nections
An active user
isauser that
has sent stan-
zasto the server
or through the
server within
thelast 5 min-
utes.

adhoc-com- The num- FINEST Integer hour minute sess- man/

mand/connec- | ber of times second adhoc-com

tion-timelast |connec- mand/ con-

{interval} tion-time nec-
command has tion-tine
been executed | ast hour
within the spec- sess- man/
ified interval. adhoc-com

mand/ con-
nec-
tion-tine
| ast

m nut e
sess- man/
adhoc-com
mand/ con-
nec-
tion-tine
| ast sec-
ond
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
adhoc-com- The average FINEST Integer sess- man/
mand/connec- [timein ms, re- adhoc- com
tion-time/Aver- |turned as an in- mand/ con-
age processing |teger, it takes nec-
time for connec- tion-time/
tion-timeto Aver age
execute. processi ng
tinme
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#add- mand/ htt p:/
proto- user com- j abber. org/
col/admin#add- | mand has been pr ot o-
user last {inter- |executed within col / adm n#add-
va} the specified in- user | ast
terval. hour sess-
man/ ad-
hoc-com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#a¢d-
user | ast
nm nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#agd-
user | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#add- |it takesfor pr ot o-
user/Average |admi n#add- col / adm n#add-
processing time [user to exe- user/ Av-
cute. erage pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#add- mand/ htt p:/
proto- user - j abber . org/
col/admin#tadd- |t r acker com- pr ot o-
user-tracker last | mand has been col / adm n#agdd-
{interval} executed within user -
tracker
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the specified in-
terval.

| ast hour
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-

col / adm n#a
user -
track-

er | ast

m nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-

col / adm n#a
user -
tracker

| ast sec-
ond

adhoc-com-
mand/http://
jabber.org/
proto-
col/admin#add-
user-track-
er/Average pro-
cessing time

The average
timeinms,
returned as
an integer,

it takesfor
adm n#add-
user -
tracker to
execute.

FINEST

Integer

sess- man/
adhoc- com
mand/ htt p: /
j abber. org/
pr ot o-

col / adm n#a
user -
track-

er/ Aver age
processi ng
tinme

adhoc-com-
mand/http://
jabber.org/
proto-

The num-

ber of times
adm n#annou
command has

col/admintannouibeen executed

last {interval}

within the spec-
ified interval.

FINEST

nce

Integer

hour minute
second

sess- man/
adhoc- com
mand/ htt p:/
j abber . org/
pr ot o-

col / adm n#a
| ast hour
sess- man/
adhoc- com
mand/ htt p:/
j abber . org/
pr ot o-

col / adm n#a
| ast

m nut e
sess- man/
adhoc- com
mand/ htt p:/

nnounce

nnounce
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j abber. or g/
pr ot o-
col / adm n#announce
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#annouintcekes for pr ot o-
Averagepro- |adnmi n#announce col / adm n#announce/
cessing time to execute. Aver age
processi ng
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc- com
jabber.org/ adm n#change- mand/ htt p:/
proto- user - pass- j abber. org/
col/admin#changewor d com- pr ot o-
user-password | mand has been col / adm n#change-
last {interval} |executed within user - pass-
the specified in- word | ast
terval. hour sess-
man/ ad-
hoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#change-
user - pass-
word | ast
m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#change-
user - pass-
word | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timeinms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#changét takes for pr ot o-
user-pass- adm n#change- col / adm n#change-
word/Average |user - pass- user - pass-
processing time [wor d to exe- wor d/ Av-
cute. erage pro-
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cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#del et e- mand/ htt p:/
proto- user com- j abber. org/
col/admin#del etemand has been pr ot o-
user last {inter- | executed within col / adm n#del et e-
val} the specified in- user | ast
terval. hour sess-
man/ ad-
hoc- com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#del et e-
user | ast
n nut e
sess- man/
adhoc-com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#del et e-
user | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timeinms, adhoc- com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#del eteit takes for pr ot o-
user/Average |admi n#del et e- col / adm n#del et e-
processing time |user to exe- user/ Av-
cute. erage pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#end- mand/ htt p:/
proto- user - ses- j abber. org/
col/admin#end- |si on com- pr ot o-
user-session last| mand has been col / adm n#end-
{interval} executed within user - ses-
the specified in- sion | ast
terval. hour sess-
man/ ad-
hoc-com
mand/ htt p:/
j abber. org/
pr ot o-

319



Tigase XMPP Server Distri-
bution Administration Guide

Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
col / adm n#end-
user - ses-
sion | ast
n nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-
col / adm n#end-
user - ses-
sion | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#end- |it takesfor pr ot o-
user-ses- adm n#end- col / adm n#end-
sion/Average |user - ses- user - ses-
processing time [si on to exe- si on/ Av-
cute. erage pro-
cessing
time
adhoc-com- The num- FINEST Integer sess- man/
mand/http:// ber of times adhoc- com
jabber.org/ admi n#get - mand/ htt p:/
proto- ac- j abber. org/
col/admin#get- |tive-users pr ot o-
active-users last | command has col / adm n#get -
{interval} been executed ac-
within the spec- tive-users
ified interval. | ast hour
sess- man/
adhoc- com
mand/ htt p:/

j abber . org/
pr ot o-

col / adm n#g
ac-
tive-users

| ast

m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-

col / adm n#g
ac-

11
—
1
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tive-users
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#get- |it takesfor pr ot o-
active-users/ admi n#get - col / adm n#g
Averagepro- |ac- ac-
cessing time tive-users tive-users/
to execute. Aver age
processi ng
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc- com
jabber.org/ adm n#get - mand/ htt p:/
proto- ac- j abber. org/
col/admin#get- |ti ve- user - pr ot o-
active-user-num | numcommand col / adm n#g
last {interval} |has been exe- ac-
cuted within the tive-user-
specified inter- num | ast
val. hour sess-
man/ ad-
hoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#g
ac-
tive-user-
num | ast
m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#g
ac-
tive-user-
num | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timeinms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#get- |it takesfor pr ot o-
active-user- adm n#get - col / adm n#g

11
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num/Average |ac- ac-
processing time [t i ve- user - tive-user-
numto execute. num Aver -
age pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adni n#get - mand/ htt p:/
proto- i dl e-users j abber. org/
col/admin#get- |command has pr ot o-
idle-userslast |been executed col / adm n#g
{interval} within the spec- i dl e-users
ified interval. | ast hour
sess- man/
adhoc-com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#g
i dl e-
users | ast
n nut e
sess- man/
adhoc-com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#g
i dl e-users
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timeinms, adhoc- com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber . org/
col/admin#get- |it takesfor pr ot o-
idle-users/Aver- |adm n#get - col / adm n#g
ageprocessing |i dl e-users i dle-
time to execute. users/ Av-
erage pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#get - mand/ htt p:/
proto- idle- j abber. org/
col/admin#get- |user s- num pr ot o-
idle-users-num | command has col / adm n#g
last {interval} |been executed i dl e-
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within the spec- user s- num
ified interval. | ast hour
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-
col / adm n#g
i dle-
users-
num | ast
n nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-
col / adm n#g
i dle-
users-num
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#get- |it takesfor pr ot o-
idle-users-num/ |admi n#get - col / adm n#g
Averagepro- |i dl e- idle-
cessing time user s- numto user s- nunt
execute. Aver age
processi ng
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc- com
jabber.org/ admi n#get - mand/ htt p:/
proto- on- j abber . org/
col/admin#get- |l i ne- users- pr ot o-
online-users-list | i st com- col / adm n#g
last {interval} | mand has been on-

executed within
the specified in-
terval.

|l i ne-users-
list |ast
hour sess-
man/ ad-
hoc-com
mand/ htt p:/
j abber . org/
pr ot o-

col / adm n#g
on-

11
—
1
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| i ne-users-
list |ast
m nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-

col / adm n#g
on-

| i ne-users-
list |ast
second

=Y

adhoc-com-
mand/http://
jabber.org/
proto-
col/admin#get-
online-users-
list/Average
processing time

The average
timeinms,
returned as

an integer,

it takesfor
adni n#get -
on-

| i ne-users-
list toexe
cute.

FINEST

Integer

sess- man/
adhoc-com
mand/ htt p: /
j abber. org/
pr ot o-

col / adm n#g
on-

| i ne-users-
list/Av-
erage pro-
cessing
tinme

Y

adhoc-com-
mand/http://
jabber.org/
proto-
col/admin#get-
top-active-users
last {interval}

The num-

ber of times
admi n#get -
t op- ac-
tive-users
command has
been executed
within the spec-
ified interval.

FINEST

Integer

hour minute
second

sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-

col / adm n#g
t op- ac-
tive-users

| ast hour
sess- man/
adhoc- com
mand/ htt p:/
j abber . org/
pr ot o-

col / adm n#g
t op- ac-
tive-users

| ast

m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-

col / adm n#g

D
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t op- ac-
tive-users
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#get- |it takesfor pr ot o-
top-ac- adni n#get - col / adm n#g
tive-usergAver- |t op- ac- t op-ac-
ageprocessing |tive-users tive-users/
time to execute. Aver age
processi ng
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc- com
jabber.org/ adm n#get - mand/ htt p:/
proto- regis- j abber. org/
col/admin#get- |t er ed- users pr ot o-
regis- [ist com- col / adm n#g
tered-users-list | mand has been regis-
last {interval} |executed within tered-users
the specified in- list |ast
terval. hour sess-
man/ ad-
hoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#g
regis-
tered-users
list |ast
m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber. org/
pr ot o-
col / adm n#g
regis-
tered-users
list |ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timeinms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#get- |it takesfor pr ot o-
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regis- adm n#get - col / adm n#get -
tered-users-list/ |r egi s- regis-
Averagepro- |t ered-users tered-users
cessing time list toexe list/Av-
cute. erage pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adni n#get - mand/ htt p:/
proto- user-ros- j abber. org/
col/admin#get- |t er command pr ot o-
user-roster last | has been exe- col / adm n#get -
{interval} cuted within the user-ros-
specified inter- ter |ast
val. hour sess-
man/ ad-
hoc- com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#get -
user-ros-
ter |ast
n nut e
sess- man/
adhoc-com
mand/ htt p: /
j abber. org/
pr ot o-
col / adm n#get -
user-ros-
ter |ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc- com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber . org/
col/admin#get- |it takesfor pr ot o-
user-roster/Av- |adm n#get - col / adm n#get -
€rage process- |User-ros- user-ros-
ing time t er to execute. ter/ Aver -
age pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc-com
jabber.org/ adm n#r enove- mand/ htt p:/
proto- user com- j abber. org/

col/admintremoy

/mand has been

pr ot o-
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user last {inter- |executed within col / adm n#r enove-
va} the specified in- user | ast
terval. hour sess-
man/ ad-
hoc-com
mand/ htt p:/
j abber. or g/
pr ot o-
col / adm n#r enove-
user | ast
n nut e
sess- man/
adhoc-com
mand/ htt p:/
j abber. or g/
pr ot o-
col / adm n#r enove-
user | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admin#removid-takes for pr ot o-
user/Average |admi n#r enove- col / adm n#r enove-
processing time |user to exe- user/ Av-
cute. erage pro-
cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/http:// ber of times second adhoc- com
jabber.org/ adnmi n#user - mand/ htt p:/
proto- st at s com- j abber. org/
col/admin#user- | mand has been pr ot o-
stats last { inter- | executed within col / adm n#user -
va} the specified in- stats | ast
terval. hour sess-
man/ ad-
hoc- com
mand/ htt p:/
j abber . org/
pr ot o-

col / adm n#u
stats | ast
m nut e
sess- man/
adhoc- com
mand/ htt p:/
j abber . org/
pr ot o-
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col / adm n#user -
stats | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/http:// timein ms, adhoc-com
jabber.org/ returned as mand/ htt p:/
proto- an integer, j abber. org/
col/admint#tuser- | it takes for pr ot o-
statsAverage |admi n#user - col / adm n#user -
processing time [st at s to exe- stat s/ Av-
cute. erage pro-
cessing
time
adhoc-com- The number FINEST Integer hour minute sess- man/
mand/get-user- |of timesget - second adhoc- com
info last {inter- |user-info mand/ get -
va} conmand has user-info
been executed | ast hour
within the spec- sess- man/
ified interval. adhoc-com
mand/ get -
user-in-
fo | ast
m nut e
sess- man/
adhoc-com
mand/ get -
user-info
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/get-user- [timein ms, adhoc-com
info/Average  |returned as mand/ get -
processing time | an integer, it user-in-
takesfor get - fol Aver age
user-infoto processi ng
execute. time
adhoc-com- The number of |FINEST Integer hour minute sess- man/
mand/modi- times modi - second adhoc-com
fy-user last {in- |f y- user com- mand/ nod-
terval} mand has been i fy-user
executed within | ast hour
the specified in- sess- man/
terval. adhoc-com
mand/ nod-
i fy-user
| ast
nm nut e
sess- man/
adhoc-com
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mand/ nod-
i fy-user
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/modi- timeinms, re- adhoc- com
fy-user/Average|turned as an in- mand/ nod-
processing time |teger, it takes i fy-user/
for nodi - Aver age
fy-user to processi ng
execute. tinme
adhoc-com- The number of |FINEST Integer hour minute sess- man/
mand/oauth- timesoaut h- second adhoc-com
credentialslast |cr eden- mand/ oaut h-
{interval} tial s com- creden-
mand has been tials | ast
executed within hour sess-
the specified in- man/ ad-
terval. hoc-com
mand/ oaut h-
cr eden-
tials | ast
m nut e
sess- man/
adhoc-com
mand/ oaut h-
cr eden-
tials | ast
second
adhoc-com- The average FINEST Integer sess- man/
mand/oauth- timeinms, re- adhoc-com
credential/Av- |turned asanin- mand/ oaut h-
erage process- |teger, it takes creden-
ing time for oaut h- tial s/ Av-
creden- erage pro-
tial stoexe cessing
cute. tinme
adhoc-com- The number FINEST Integer hour minute sess- man/
mand/ros- of timesr os- second adhoc-com
ter-fixer last ter-fixer mand/ r os-
{interval} command has ter-fixer
been executed | ast hour
within the spec- sess- man/
ified interval. adhoc-com
mand/ r os-
ter-fix-
er |ast
m nut e
sess- man/
adhoc-com
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mand/ r os-
ter-fixer
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/ros- timein ms, adhoc- com
ter-fixer/Aver- |returned as mand/ r os-
age processing |an integer, it ter-fix-
time takesfor r os- er/ Aver age
ter-fixer to processi ng
execute. tinme
adhoc-com- The number FINEST Integer hour minute sess- man/
mand/ros- of timesr 0s- second adhoc-com
ter-fixer-cluster [t er - fi x- mand/ r os-
last {interval} |er-cl uster ter-fix-
command has er-cluster
been executed | ast hour
within the spec- sess- man/
ified interval. adhoc-com
mand/ r os-
ter-fix-
er-cl us-
ter | ast
m nut e
sess- man/
adhoc-com
mand/ r os-
ter-fix-
er-cluster
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/ros- timeinms, adhoc-com
ter-fixer-clus- | returned as mand/ r os-
ter/Average an integer, it ter-fix-
processing time |takesfor r os- er-cl us-
ter-fix- ter/ Aver -
er-cluster age pro-
to execute. cessing
tinme
adhoc-com- The number FINEST Integer hour minute sess- man/
mand/user-do- | of times user- second adhoc-com
main-perm last |domain-perm mand/ user -
{interval} command has do-
been executed mai n- perm
within the spec- | ast hour
ified interval. sess- man/
adhoc-com
mand/ user -
do-
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mai n- perm
| ast
n nut e
sess- man/
adhoc-com
mand/ user -
do-
mai n- perm
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/user-do- [timein ms, re- adhoc- com
main-perm/Av- |turned asan in- mand/ user -
erage process- |teger, it takes do-
ing time for user - do- mai n- per nf
mai n- per mto Aver age
execute. processi ng
tinme
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/user-ros- | ber of times second adhoc-com
ter-management|user - r 0s- mand/ user -
last {interval} |t er-man- ros-
agenent com- t er - man-
mand has been agemnent
executed within | ast hour
the specified in- sess- man/
terval. adhoc-com
mand/ user -
ros-
t er - man-
age-
ment | ast
m nut e
sess- man/
adhoc-com
mand/ user -
ros-
t er - man-
agenent
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/user-ros- |timein ms, adhoc-com
ter-manage- returned as mand/ user -
ment/Average |an integer, ros-
processing time |it takes for t er - man-
user-ros- age-
t er - man- nment / Av-
agenent to erage pro-
execute.
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cessing
time
adhoc-com- The num- FINEST Integer hour minute sess- man/
mand/user-ros- |ber of times second adhoc- com
ter-manage- user-ros- mand/ user -
ment-ext last |t er - man- ros-
{interval} age- t er - man-
nment - ext age-
command has ment - ext
been executed | ast hour
within the spec- sess- man/
ified interval. adhoc- com
mand/ user -
ros-
ter-nman-
age-
nent - ext
| ast
m nut e
sess- man/
adhoc- com
mand/ user -
ros-
ter-nman-
age-
nent - ext
| ast sec-
ond
adhoc-com- The average FINEST Integer sess- man/
mand/user-ros- |timein ms, adhoc-com
ter-manage- returned as mand/ user -
ment-ext/Aver- |an integer, ros-
age processing |it takesfor ter - man-
time user-ros- age-
t er - man- nment - ext/
age- Aver age
nment - ext to processi ng
execute. tinme
Authentication | The number FINEST Integer sess- man/
timeouts of connections Aut hen-
that have timed tication
out during the ti meouts
authentication
process. De-
fault timeout is
2 minutes.
Closed user User connec-  |FINEST Integer sess- man/
connections tions that have Cl osed
been terminated user con-
by the user (as nections
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
opposed to the
server).
default-han- Number of in- |FINEST Integer sess-
dler/Invalid reg- |valid registra- man/ de-
istrations tions attempted faul t - han-
with the server. dl er/In-
valid reg-
i strations
default-han- Number of reg- |FINEST Integer sess-
dler/Registered |istered usersfor man/ de-
users this server. faul t - han-
dl er/ Reg-
i stered
users
Maximum user | Maximum num-|INFO Integer sess- man/
connections ber of connec- Maxi mum
tions that have user con-
been made dur- nections
ing server in-
stance, this
number in-
cludes users
connecting mul-
tiple times.
Maximum user | The number of |INFO/FINEST |Integer sess- man/
sessions { to- most simulta Maxi mum
day/yesterday} |neous sessions user ses-
within the spec- sions to-
ified interval. day sess-
Today = previ- man/ Maxi -
ous 24 hours, nmum user
Yesterday = 24 sessi ons
hours after pre- yest er day
vious 24 hours
(does not go by
calendar date).
Registered ac- | Sum total of FINEST Integer sess- man/
counts registered ac- Regi stered
counts for the accounts
server.
Open user con- | The current INFO Integer sess- man/
nections number of open Open user
user connec- connec-
tions. This may tions
beinterpret-
ed as number
of connections
from users,

however a user
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics
can have more
than one con-
nection (con-
nection from
mobile and PC
for example).
Open user ses- | The current INFO Integer sess- man/
sions number of open Open user
user sessions. sessi ons
Total user con- | The cumulative |FINER Integer sess- man/
nections number of con- Tot al user
nections that connec-
have been made tions
to the server
during the cur-
rent instance.
Total user ses- | The cumulative |FINER Integer sess- man/
sions number of ses- Total user
sionsthat this sessi ons
server has ne-
gotiated during
the current in-
stance.
presence/Users | The number INFO Integer sess-
status changes | of presence man/ pr es-
changesfor all ence/ Users
users that have st at us
been conducted changes
during the serv- sess-
er instance. man/ pr es-
ence- st at e/
Users
stat us
changes
sess-man/ Processor sta-  |FINEST FIELD sess- man/
Processor tisticswill re- Processor:
sultin afield of nmessage
labels and val- car bons
ues exclusive to sess- man/
that processor. Processor:
http://
j abber. org/
pr ot o-
col/stats
sess- man/
Processor:
jabber:iqg:a
sess- man/
Processor:

ut h
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Statistics Description Statistics Level | Format Available List of Possible
Name {field} Statistics

vcard-tenp
sess- man/
Pr oces-
sor: anp
sess- man/
Pr oces-
sor: pres-
ence- sub-
scription
sess- man/
Pr oces-
sor: disco
sess- man/
Processor:
nmsgof fline
sess- man/
Processor:
ur n: xnpp: bl ocki ng
sess- man/
Processor:
ur n: xnpp: pi hg
sess- man/
Processor:
j abber:iq:register
sess- man/
Processor:
urn:ietf:parans: xm:ns::
sasl sess-
man/

Pr oces-

sor: prp
sess- man/
Processor:
presence
sess- man/
Pr oces-

sor: mnes-
sage-archiv
xep- 0136
sess- man/
Pr oces-

sor: de-
faul t - han-
dl er sess-
man/
Processor:

j abber:iqg:roster
sess- man/
Processor:
starttls
sess- man/

132
1
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

Pr oces-
sor: pres-
ence-state
sess- man/
Processor:
jabber:iq:v
sess- man/
Processor:
urn: xnpp: ti
sess- man/
Pr oces-
sor: ses-
si on-open
sess- man/
Processor:
jabber:iqg:p
sess- man/
Processor:
urn:ietf:pa
bi nd sess-
man/
Processor:
http://

j abber. or g/
pr ot o-
col / com
mands

sess- man/
Processor:
vcar d-
xep0292
sess- man/
Pr oces-
sor: ses-
sion-cl ose
sess- man/
Processor:
urn:ietf:pa
sessi on
sess- man/
Processor:
jabber:iqg:p
sess- man/
Pr oces-
sor: Aver-
age anp on
| ast 100
runs [ ns]
sess- man/
Pr oces-
sor: Aver-

er si on

e

i vacy

[ans: xnl : ns:

[ ans: xnl : ns:

(i vat e
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Statistics
Name

Description

Statistics Level

Format

Available
{field}

List of Possible
Statistics

age nsgof -
fline on
| ast 100
runs| ns]

Thefield shows asfollows: ,

Queue:

0, AvTinme: O, Runs:

0, Lost:

0 Where: Queue:

Number of packetsin process queue AvTime: Average timein ms processor takesto conduct it’s oper-
ation. Runs: Number of times Processor has been run. Lost: Number of packets lost during processing.

vhost-man

WS2S

Appendix Il - Properties Guide

StatisticsName | Description Statistics Level Format List of Possible
Statistics
Checksisanony- | Number of anony- |FINEST Integer vhost - man/
mous domain mous domain Checks is
checksthat have anonynmous do-
been run within mai n
vhost-man.
Checks: islocal do- | Number of local FINER Integer vhost - man/
main domain checks Checks: is
that have been run | ocal dommin
within vhost-man.
Get components for | Number of compo- |FINER Integer vhost - man/ Get
local domain nents loaded within conponent s
local domain. for local do-
nmai n
Get components for | Number of compo- |FINEST Integer vhost - nan/ Get
non-local domain | nentsloaded out- conponent s
side local domain. for non-1|ocal
donai n
Number of Vhosts |Number of config- |FINE Integer vhost - man/
ured and running Nunber of
Virtual Hosts. VHost s

No exclusive ws2s specific statistics.

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01

General

admins

Description: Specifiesalist of administrator accounts.
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Default value: the administration account created when the server is setup. Typically it would be some-
thing likeadm ns = [' adm n@erver.com [mailto: adm n@erver.conj'].

Example: admins = | "adm n@omai n.com [mailto:adm n@omai n. com "',
"user2@omai n. com [ mai | t o: user 2@lomai n. conl ' ]

Possible values: Comma seperated values of Bare JIDs.

Availablesince: 2.0.0

Certificate Container

The certificate container houses all configuration related to SSL certificate configuration. This container
replaces a number of former — properties.

ssl-certs-location

This option allows you to specify the location where SSL certificates are stored. The meaning of this
property depends on the SSL container class implementation. By default it just points to the directory
where the server SSL certificates are stored in filesin PEM format.

Default locationis/ cer t s however it can be changed using the following setting:

}

"certificate-container' {
-'ss|l-certs-location' = -'/etc/vhost-certs'

}

Thisreplacestheformer - - ssl - certs-1 ocati on property.
ssl-def-cert-domain

This property allows you to specify a default alias’domain name for certificate. It is mostly used to load
certificates for unknown domain names during the SSL negotiation. Unlike in TLS protocol where the
domain nameis known at the handshaking time, for SSL domain name is not known, therefore, the server
does not know which certificate to use. Specifying a domain name in this property allows you to use
a certificate for a specific domain in such case. This property value is aso sometimes used if there is
no certificate for one of virtual domains and the container does not automatically generate a self-signed
certificate, then it can use a default one.

This may be configured as follows:

}

"certificate-container' ({
-'ssl-def-cert-domain' = -'sone. donmi n. con
}

Thisreplacestheformer - - ssl - def - cert - dorai n property.

Component

Description: Container specifying component configuration. All componentsif they require configuration
must be called in the conf.tddl file in the following manner:

conponent Nanme (cl ass: val ue) {
<confi guration>
}
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DSL allowsfor custom naming of the component, and specifying of the classin the sameline. This method
replacesthe old conp- ¢l ass and conp- nane style of configuration.

For example, what used to be

--conp-nane-1 = socks5

--conp-class-1 = tigase. socks5. Socks5Conponent
--conmp-nanme-2 = stun

--conp-class-2 = tigase. stun. StunConponent

iS now

socks5 (class: tigase.socks5. Socks5Conponent) {}
stun (class: tigase.stun. StunConponent) {}

In fact, if you are using the default class & name for a component, you don’t need to specify it either, so
MUC inthisis now called by

socks5 () {}
Default value: By default, component configuration runs of default, and does not need to be specified.

There are many many configuration options under each component, which are specified in component
documentation.

Ports
The ports property is asubclass of connections, which is used to set a portslist for a connection manager.
list of ports' is a comma separated list of ports numbers. For example for the server to server connection
manager named s2s the property would like like the example below:
s2s {
connections {
ports = [ 5290, 5291 -]
-}
}
Each port many be individually configured underneath ports
s2s {
connections {
ports = [ 5290, 5291 -]
5291 {
type = -'accept'’
-}
-}
}
thisreplacesthe - - cnpnamne- por t s property.
Available since: 8.0.0
config-type

Description: This property sets the server type and determines what components are started up without
needing to declare and configure all components. Possible values are listed below:
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debug-

debug

e set up - This setting will setup abasic server that is prepared for initial setup after unpacking. Thisis
set by default, and starts up http component aswell as basic server components. This should be changed
after the server is configured.

» defaul t - creates default configuration file. That is configuration which is most likely needed for a
typical installation. Components included in configuration are: session manager, client-to-server con-
nection manager and server-to-server connection manager.

e sessi on- manager - createsconfiguration for instance with session manager and external component
only. Thisis useful for distributed installation where you want to have session manager installed on
separate machine and components managing network connections on different machines (one or more).
Componentsincluded in configuration are; sm and ext2s.

e connecti on- manager s - creates configuration for instance with components managing network
connections. Thisisuseful for distributed installation where you want to have session manager installed
on separate machine and components managing network connections on different machines (one or
more). Components included in configuration are: c2s, s2s, ext2s.

e conponent - generating a configuration with only one component - component managing external
components connection, either XEP-0114 or XEP-0225. This is used to deploy a Tigase instance as
external component connecting to the main server. Y ou have to add more components handled by this
instance, usually these are MUC, PubSub or any other custom components. Y ou have to configure the
external component connection, domain name, password, port, etc...

Default value: ' confi g-type' = 'setup'

Possible values: set up|def aul t |connect i on- nanager s|sessi on- nanager [connect i on-
manager s|conponent

Available since: 2.0.0

packages
Default value: No default as Tigase does not expect custom classes out of the box.

Example: ' debug- packages' = [ ' com conpany. Cust onPl ugi n' ,
' com conpany. custom ]

Possible values; comma separated list of Java packages or classes.

Description: This property is used to turn debugging on for any package not located within the default
Tigase packages. Be sure class case is correct.

Available since: 5.0.0

Description: Thedebug property is used to turn on the debug log for the specified Tigase package. For
example if you want to turn debug logs on for thet i gase. ser ver package, then you have to use the
server parameter. If you have any problems with your server the best way to get help from the Tigase
team isto generate configuration with this enabled at aminimum and run the server. Then fromthel ogs/
ti gase-consol e. | og log file can provide the best information for us to provide assistance. More
details about server logging and adjusting logging level is described in the Debugging Tigase articlein the
admin guide. If you wish to debug packages not compiled with Tigase, use the debug-packages setting.

Default value: 'none
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Example: debug = [ 'server', 'xnpp.inpl' ]
Possible values: Comma separated list of Tigase's package names.

Available since: 2.0.0

monitoring

Description: This property activates monitoring interfaces through selected protocols on selected TCP/
IP port numbers. For more details please refer to the monitoring guide in the user guide for details. Each
monitoring protocol should be called init’s own child bean under moni t ori ng () . If aprotocol isnot
specified, monitoring under that will not be available.

Default value: By default monitoring is disabled.
Example:

monitoring () {

http () {
port = -'9080'
}

jm () |
port = -'9050'
-}

snnp () {
port = -'9060'
-}

Warning
DO NOT CONFUSE monitoring with monitor component.
Possible values: 'list of monitoring protocols with port numbers.'

Available since: 8.0.0
plugins

Description: Theformer - - sm pl ugi ns property has been replaced by a new style of formatting with
DSL. Theformer long unbroken string of plusses and minuses have been replaced by acompartmentalized
style. Plugins controlled under session manager will now be children of the ' sess- man' bean. For
example, to turn on the personal eventing protocol, the following may be used:

'sess-man' () {
} pep ()

Should any plugin require configuration, those configurationswill beunder it’sown brackets. For example,
this section not only turns on jabber:iq:auth but also sets the treads to 16.

'sess-man' () {
-'jabber:ig:auth () {
t hreadsNo = 16
-}
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}

As you may have noticed, beans or configuration options that require escape characters such as: or -

will fall into single quotesto contain any special characters. If no specia characters are in the bean name,
then no single quotes are not required. If you need to disable certain plugins, you can do so after declaring
the bean.

'sess-man' () {
pep (active: false) {}

}

Typicaly if abeanis called, it is automatically active. Session manager plugins will typically look like a
list of plugins without configurations. The example section will show what one will look like.

Default value: 'none
Example:

'sess-man' () {
-'version' () {}
anp () {}
-'"basic-filter' () {}
-'domain-filter' () {}

-thttp:' {
{
-'jabber.org" {
prot ocol {
conmands () {}
stats () {}
-}
-}
-}
-}

-'jabber:ig:auth' () {
threadsNo = 16

-}

"jabber:iq:privacy' () {}

"jabber:iq:private' () {}

"jabber:iq:register’ () {}

"jabber:iq:roster' () {}

-' message- ar chi ve- xep-0136"' () {}

msgof fline (active: false) {}

pep () {}

-' presence-state' () {}

-' presence-subscription' () {}

starttls () {}

-'urn:ietf:paranms: xm :ns: xmpp-bi nd" (

-'urn:ietf:paranms: xm :ns: xmpp-sasl’' (

-'urn:ietf: paranms: xm :ns: xmpp- sessi on

-t urn:xmpp:ping' () {}

-'vecard-tenp' () {}

zlib () {}

) {}
) {}
S0 {1}

}

Possible values: DSL format plugins list and configurations.
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Available since: 8.0.0
priority-queue-implementation
Default value: ti gase. util.PriorityQueueRel axed

Example: "priority-queue-inpl ementation' =
"tigase.util.PriorityQueueStrict

Possible values: classname extendingti gase. util . PriorityQueueAbstract.

Description: The pri ority-queue-i npl ement ati on property sets Tigase's internal queue im-
plementation. Y ou can choose between already available and ready to use or you can create own queue
implementation and let Tigase load it instead of the default one. Currently following queue implementa-
tions are available:

1. tigase.util.workqueue.PriorityQueueRelaxed - specialized priority queue designed to efficiently han-
dievery high load and prevent packetslossfor higher priority queues. This meansthat sometimes, under
the system overload packets may arrive out of order in cases when they could have been dropped. Pack-
etsloss (drops) can typically happen for the lowest priority packets (presences) under avery high load.

2. tigase.util.workqueue.PriorityQueueStrict - specialized priority queue designed to efficiently handle
very high load but prefers packet oss over packet reordering. It is suitable for systemswith avery high
load where the packets order is the critical to proper system functioning. This means that the packets
of the same priority with the same source and destination address are never reordered. Packets loss
(drops) can typically happen for all packets with the same probability, depending which priority queue
is overloaded.

3. tigase.util.workqueue.NonpriorityQueue - specialized non-priority queue. All packets are stored in
asingle physical collection, hence they are never reordered. Packets are not prioritized, hence system
critical packets may have to wait for low priority packets to be processed. This may impact the server
functioning and performance in many cases. Therefore this queue type should be chosen very carefully.
Packets of the same type are never reordered. Packets |oss (drops) can typically happen for all packets
which do not fit into the single queue.

Note

Snce the packets are processed by plugins in the SessionManager component and each plugin
has own thread-pool with own queues packet reordering may happen regardless what queue
type you set. The reordering may only happen, however between different packet types. That is
'message’ may take over 'iq' packet or 'iq' packet may take over 'presence' packet and so on...
Thisis unpredictable.

Availablesince: 5.1.0

roster-implementation
Default value: Rost er Fl at . cl ass. get Canoni cal Nane()
Example: ' roster-inpl ementati on' = 'ny. pack. Cust onRosterl| npl"'
Possible values: Class extending tigase.xmpp.impl.roster.RosterAbstract.

Description: Therost er-i npl enent ati on property alows you to specify a different RosterAb-
stract implementation. This might be useful for a customized roster storage, extended roster content, or in
some cases for some custom logic for certain roster elements.
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Available since; 5.2.0

s2s-secret

Default value: none
Example:
"vhost -nman' {

defaults {
-'s2s-secret' = -'sone-s2s-secret’

-}
}

Possible values; 'ascii string.'

Description: This property is a global setting for s2s secrets to generate dialback keys on the Tigase
installation. By default it isnull, which meansthe secret isautomatically generated for each s2s connection
and handshake.

Thisisaglobal property which is overridden by settings for each VHost (see the section called “ Add and
Manage Domains (VHosts)”)

Asinthe example provided, ‘defaults settingsfor all virtual hostsfor which the configuration isnot defined.
This settings is useful mostly for installations with many virtual hosts listed in the init.property file for

whichthereisnoindividual settings specified. It allowsto configure adefault valuesfor all of them, instead
of having to provide individual configuration for each vhost.

Availablesince: 5.2.0
scripts-dir
Default value: scri pt s/ adm n
Example: ' scripts-dir' = "''/opt/adnm n-scripts'
Possible values: path to adirectory on the file system.

Description: This property sets the directory where all administrator scripts for ad-hoc commands are
stored.

Available since: 4.3.0

ssl-container-class
Default value: t i gase. i 0. SSLCont ext Cont ai ner

Example: r oot Ssl Cont ext Cont ai ner (cl ass:
cl ass. i npl enenti ng. SSLCont ext Cont ai ner | FC) {}

Possible values: a classimplementing tigase.io.SSL ContectContainerlfc.

Description: Ther oot Ssl Cont ext Cont ai ner property allows you to specify a classimplementing
storage for SSL/TL S certificates. The class presented in the example to this description allows for loading
certificates from PEM files which is a common storage used on many systems.
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Available since: 5.0.0

stats

The stats block contains settings for statistics collection. To begin the stats block, use the following:
stats {}

Default value: 'By default, statsisnot listed intheconf i g. t dsl file

Description

Tigase XM PP Server can store server statistics internally for a given period of time. This alows you to
connect to arunning system and collect al the server metrics along with historic data which are stored on
the server. Thisis very useful when something happens on your production system you can connect and
see when exactly this happened and what other metrics looked around this time. Please be awar e that
Tigase XM PP Server produces about 1,000 different metrics of the system. Therefor e caching large
number of statistics setsrequireslots of memory.

stats-history-size

Stats-history defines the size of the history buffer. That is how many complete sets of historic metrics to
store in memory.

stats {
-'stats-history-size' = -'2160
}

stats-history-interval
Setsthe interval for which statistics will be gathered from the server.

stats {
-'stats-history-interval' = -'10
}

stats-logger

Allow enabling and configuring components responsible for storing statistic information. Note that this
controls the logging system for retrieving using JIMX, clients, or ad-hoc commands.

stats {
-'stats-1ogger' (class: value) {
<ot her settings>
-}
}

Currently following classes are available:

* tigase. stats. Count erDat aArchi vi zer - every execution put current basic server metrics
(CPU usage, memory usage, number of user connections, uptime) into database (overwrites previous
entry)

e tigase. stats. Count er Dat aLogger - every execution insert new row with new set of number
of server statistics (CPU usage, memory usage, number of user connections per connector, number of
processed packets of different types, uptime, etc) into the database
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e tigase.stats. Count erDat aFi | eLogger - every execution store all server statistics into sep-
aratefile.

frequency

stats-logger may also be controlled using frequency, which isthe time interval between executions of the
archiver . execut e() method in seconds.

stats {

-'stats-1ogger' (class: tigase.stats. CounterDatalLogger) ({
repository() {

"default' () {
'data-source' = -'default';
}
}
frequency = -' 60
-}

}
stats-file-logger

This allows configuring of statistics gathering to an external file. This only has one class, and may be
controlled independently from the internal statistics.

stats {

-'stats-file-logger' (class: tigase.stats. CounterDataFil eLogger) ({
<ot her settings>
-}

}

frequency

stats-file-logger may also be controlled using frequency, which isthe time interval between executions of
the archiver . execut e() method in seconds.

stats {

-'stats-file-logger' (class: tigase.stats. CounterDataFilelLogger) {
frequency = -' 60
-}

}
file configuration

You can customize the file output for stats-file-logger using the following setting options, these are all

optional.
stats {
-'stats-history-size' = -'2160
-'stats-update-interval' = -'10
-'stats-file-logger' (class: tigase.stats. CounterDataFil eLogger) ({
frequency = -' 60
-'stats-datetine' = -'true'
-'stats-datetine-format' = -'HH: mm ss’
-'stats-directory' = -'logs/server_statistics'
-'stats-filenane' = -'stat'
-'stats-level' = -'FINEST
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-'stats-unixtime' = -'false’
» 'stats-datetime' - Whether to include date & time timestamp.
» 'stats-datetime-format' - Specifies the formatting of datetime timestamp.
» 'stats-directory' - Thedirectory to which the statistics file should be saved.
» 'stats-filename' - The filename prefix to name the output statistics file.
» 'statslevel' - Setsthelevel of statisticsto be gathered.
e 'stats-unixtime' - Control the format of the timestamp to use java DateFormat pattern.

which configures accordingly: directory to which files should be saved, filename prefix, whether to in-
clude or not unix timestamp in filename, whether to include or not datetime timestamp, control format
of timestamp (using java DateFormat pattern) and also set level of the statistics we want to save (using
javalLogger.Level)

Database logger

This allows configuring of statistics gathering to a database. Without additional configuration def aul t
data source will be used but it' s possible to store statistics in any database - simply define new data source
and configure logger with it's name.

Note

After enabling the component it’ s database schema shoul d be loaded by executing . / scri pt s/
ti gase. sh upgrade-schena etc/tigase. conf fromthe main Tigase directory

stats {
-'stats-logger' (class: tigase.stats. CounterDatalogger) {
repository() {

"default' () {
' dat a- source' = -'custonDat aSour ceNamne';
}
}
frequency = -' 60
-}
}
Example configuration block
stats {
-'stats-history-size' = -'2160
-'stats-update-interval' = -'10
-'stats-file-logger' (class: tigase.stats. CounterDataFil eLogger) ({
frequency = -'120
-'stats-datetime’ = -'false’
-'stats-datetine-format' = -'HH mm ss’
-'stats-directory' = -'logs/statistics'
-'stats-filename' = -'output’
-'stats-level' = -'"WARNI NG
-'stats-unixtime' = -'"true'
-}

-'stats-logger' (class: tigase.stats. CounterDatalogger) {
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repository() {

"default' () {
"data-source' = -'default';
}
}
frequency = -' 60
-}

}
Available since: 8.0.0
stream-error-counter
Description: Add stream-error-counter to comma separated processors of components for which you wish

to count the number of stream errors made. Without enabling this, statisticswill return 0. This setting turns
on stream-error-counter for both c2s and ws2s:

c2s {
-'streamerror-counter' () {
active = true
-}
}
ws2s {
-'streamerror-counter' () {
active = true
-}
}

Y ou may if you wish turn off stream error counters by settingacti ve = fal se.
Default value: Stream error counters are not turned on by default, thus no default value is set.
Example:

<conponent > {
-'streamerror-counter' () {
active = true

-}
Availablesince: 7.1.0

stringprep-processor

Description: The' stri ngprep- processor' property setsthe stringprep processor for all JDs han-
dled by Tigase. The default 'simple’ implementation uses regular expressions to parse and check the user
JID. Although it does not fulfill the RFC-3920 requirements, it also puts much less stress on the server
CPU, henceimpact on the performanceis very low.

Other possible values are;

"1i bidn' -providesfull stringprep processing exactly as described in the RFC-3920. It requires | ots of
CPU power and significantly impacts performance.

"enpty' - doesn't do anything to JIDs. JIDs are accepted in the form they are received. No impact on
the performance and doesn’'t use any CPU. Thisis suitable for use in automated systems where JIDs are
generated by some algorithm, hence there is no way incorrect JIDs may enter the system.
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test

tls-jdk-

trusted

Default value: si npl e
Example: ' stri ngprep-processor' = 'libidn'
Possiblevalues: si npl e| | i bi dn| enpty

Available since: 8.0.0

Default value: By default test mode is disabled.

Description: This property setsthe server for test mode, which meansthat all logging isturned off, offline
message storage is off, and possibly some other changes to the system configuration are being made.

The idea behind this mode is to test Tigase XM PP Server with minimal performance impact from envi-
ronment such as hard drive, database and others...

Test function has been replaced by the following setting:

| oggi ng {
root Level = -'WARNI NG
}

Available since: 8.0.0

nss-bug-workaround-active

Default value: f al se

Example: ' t| s-j dk- nss- bug-wor kar ound- active' = true
Possiblevalues: t rue| f al se

Description: Thisisaworkaround for TLS/SSL bug in new JDK7 using the native library for keys gen-
eration and connection encryption used with new version of nsslibrary.

This caused a number of problems with Tigase installed on systems with JDK7 and the new library in-
stalled, such as hanging connections, or broken SSL/TLS. Our earlier suggestion wasto avoid using either
JDK7 or the problematic native library. Now we have a proper fix/workaround which allows you to run
Tigase with JDK7.

* http://stackoverflow.com/g/10687200/427545

« http://bugs.sun.com/bugdatabase/view_bug.do;jsessi onid=b509d9ch5d8164d90e6731f5fc44?
bug_id=6928796

Note, while this setting is still supported, the issues mentioned above are fixed in v8 JDK.

Available since: 8.0.0

Default value: none

Example: trusted = [ 'user@omin.com [nailto:user@onain.cony’ ,
"user-2@lomai n2. com [ mai | t 0: user-2@lomai n2. conj ' ]
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Possible values; comma separated list of user bare JIDs.

Description: Thet r ust ed property allows users to specify alist of accounts which are considered as
trusted, thus whom can perform some specific actions on the server. They can execute some commands,
send a broadcast message, set MOTD and so on. The configuration is similar to admi ns setting.

Available since: 8.0.0
Repository
authRepository

Description: Container specifying authentication repository. This container replaces the old aut h- db
property types, and may contain some other configuration values.

Default value:

aut hRepository {
<confi guration>

}

Thisisthe basic setup for authRepository, where <configuration> settings are global for all authentication
databases. However, you may configure multiple databases individually.

Example:

aut hRepository {

- aut h-repo- pool -si ze' = 50

domai n1.com () {
cls = -"tigase. db.jdbc. JDBCRepository’
-'data-source' = -'domainl'

-}

domai n2. com () {
cls = -"tigase. db.jdbc. JDBCRepository’
-'"data-source' = -'domain2
-'aut h-repo- pool -si ze' = 30

-}

}
Configuration Values:

Container has the following options
pool-size

This property sets the database connections pool size for the associated User Reposi t ory.

Note

in some casesinstead of default for this property settingfor dat a- r epo- pool - si ze isusedif
pool-sizeis not defined in user Reposi t or y. This depends on the repository implementation
and the way it isinitialized.

aut hRepository {
default ()
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-' pool -size' = 10

}
Thisisaglobal property that may be overridden by individual repository settings:

user Repository {

default () {

-' pool -size' = 10
-}
speci al -repo () {

-' pool -size' = 30
-}

cls

Defines the class used for repository connection. Y ou can use thisto specify specific drivers for different
DB types.

Unless specified, the pool class will use the one included with Tigase. You may configure individual
repositories in the same way. This replacesthe former - - aut h- r epo- pool property.

Note

File conversion will not remove and convert this property, it MUST BE DONE MANUALLY.

Available since: 8.0.0

authRepository

Description: Container specifying repository URIs. This container replaces the old aut h- db- uri and
user - db- uri property types.

Default value:

dat aSource {
default () {
uri = -'"jdbc:nysqgl://Iocal host/tigasedb?user=ti gase&passwor d=ti gasel?2’

}

Once your configuration is setup, you will see the uri of your user database here. If other databases need
to be defined, they will be listed in the same dataSource bean.

Example:

dat aSour ce {

default () {
uri = -'"jdbc:nysqgl://Iocal host/tigasedb?user=ti gase&password=ti gasel2’
-}
-'default-auth' () {
uri = -'"jdbc:nysqgl://Iocal host/ti gasedbat h?user=ti gase&password=ti gasel?2’
-}

}

Possible values. Broken down list of customized namesfor DB URIs. Each name must have adefined uri
property. DB name can be customized by the bean name.
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Note

URI name may be used as shorthand to define DB location URI in other containers, so be sure
to name them uniquely.

Note
default () URI setting replacesthe user - db- ur i aswell astheaut h-r epo- uri property.
MSSQL

MSSql support works out of the box, however Tigase provides an open source driver for the database. We
recommend using Microsoft’s own driver for better functionality.

dat aSource () {

default () {
uri = -'"jdbc:jtds:sqgl server://|ocal host; dat abaseNanme=t i gasedb; user =ti gase_
-}
}
Where the uri is divided as follows: jdbc:<driver>:sqlserver://<server

address>;databaseName=<database = name>;user=<username for db>;password=<password for
db>;schema=dbo;lastUpdateCount=fal se;cacheM etaData=false We do not recommend modification of
schema and onward unless you are explicit in your changes.

MongoDb

For using mongoDB as the repository, the setting will look slightly different:

dat aSource () {
default () {
uri = -'nongodb: // username: passwor d@ ocal host/ dbnane'

-}

MySQL

MySQL support works out of the box, however Tigase uses prepared callsfor calling procedures accessing
data stored in database. While this works very fadt, it takes time during Tigase XMPP Server startup to
prepare those prepared calls. Since version 8.2.0, it is possible to enable workaround which will force
Tigase XMPP Server to use prepared statements instead of prepared calls, that will improve startup time
but may have dight impact on performance during execution of queries and disables startup verification
checking if stored procedures and function in database exist and have correct parameter types. To enable
this mode you need to set useCal | abl eMysqgl Wor kar ound tot r ue.

dat aSour ce {

default () {
uri = -'"jdbc:nysqgl://Iocal host/tigasedb?user=ti gase&passwor d=ti gasel?’
useCal | abl eMysqgl Wor karound = -'true’
-}
}
pool-size

Dat aSour ce is an abstraction layer between any higher level data access repositories such as user -
Reposi t ory or aut hReposi t or y and SQL database or JDBC driver to be more specific. Many im-
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plementations use Dat aSour ce for DB connections and in fact on many installations they also share the
same DataRepository instance if they connect to the same DB. In this case it is desired to use a specific
connection pool on this level to an avoid excessive number of connections to the database.

To do so, specify the number of humber of database connection as an integer:

dat aSource {
default () {
uri = -'"jdbc:nysqgl://1ocal host/tigasedb?user=ti gase&passwor d=ti gasel?2’
-' pool -si ze' = -'50'
-}
}

By default, the number of connectionsis 10.

Available since: 8.0.0
Cluster

cl-comp
Description: Container specifying cluster component configuration.

Default value: By default, the cl-comp container is not listed intheconfi g. t dsl file.

Example:
"cl-comp' {
<confi gurati on>
}
connect-all

The cl ust er - connect - al | property is used to open active connections to all nodes listed in the
cluster-nodes configuration property. This property should be used only on the node which is added to the
live cluster at later time. Normally this new cluster node is not listed in the configuration of the existing
cluster nodes. Thisiswhy they can not open connections the new node. The new node opens connection
to all existing nodes instead. False is the default value and you can skip this option if you want to have
it switched off which it is by default.

Example
"cl-comp' {

-'connect-all' = true
}

Thisreplacesthe- - cl ust er - connect - al | property.

Available since: 8.0.0

cluster-mode

Description: The property is used to switch cluster mode on. The default value is f al se so you can
normally skip the parameter if you don’t want the server to run in cluster mode. Y ou can run the server in
the cluster mode even if there is only one node running. The performance impact is insignificant and you
will have the opportunity to connect mode cluster nodes at any time without restarting the server.
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Default value: f al se Tigase by default does not run in clustered mode.
Example: ' cl uster-node' = 'true'
Possiblevalues: t rue| f al se

Available since: 8.0.0

cluster-nodes
Default value: none

Example: ' cl uster-nodes' = [ ' nodel. donuai n: pass: port' ,
' node2. donmai n: pass: port' , 'node3.donain: pass: port' ]

Possible values: acomma separated list of hostnames.

Description: The property isused to specify alist of cluster nodes running on your installation. The node
isthefull DNS name of the machine running the node. Please note the proper DNS configurationiscritical
for the cluster to work correctly. Make sure the 'hostname' command returns a full DNS name on each
cluster node. Nodes don’t have to be in the same network athough good network connectivity is aso a
critical element for an effective cluster performance.

All cluster nodes must be connected with each other to maintain user session synchronization and exchange
packets between users connected to different nodes. Therefore each cluster node opens a 'cluster port'
on which it is listening for connections from different cluster nodes. As there is only one connection
between each two nodes Tigase server has to decide which nodes to connect to and which has to accept
the connection. If you put the same list of cluster nodes in the configuration for all nodes this is not a
problem. Tigase server has a way to find and void any conflicts that are found. If you however want to
add a new node later on, without restarting and changing configuration on old nodes, there is no way the
old nodes will try to establish a connection to the new node they don’t know them. To solve this particular
case the next parameter is used.

Note

Cluster nodes are not required to be configured, asthey can automatically find/add/remove cluster
nodes. Thisisfor installations where nodes will be limited and static!

Available since: 8.0.0
User connectivity

bosh-close-connection
Default value: f al se
Example: ' bosh- cl ose-connection' = true
Possiblevalues: t rue| f al se

Description: Thisproperty globally disables Bosh keep-alive support for Tigase server. It causesthe Bosh
connection manager to force close the HTTP connection each time data is sent to the Bosh client. To
continue communication the client must open anew HTTP connection.

This setting israrely required but on installations where the client cannot control/disable keep-alive Bosh
connections and keep-alive does not work correctly for some reason.

354



Tigase XMPP Server Distri-
bution Administration Guide

Available since: 8.0.0

bosh-extra-headers-file
Default value: ' et ¢/ bosh- extra- headers. t xt'
Example: ' bosh- extra- headers-file' = "''/path/to/file.txt’
Possible values: 'path to afile on the filesystem.'

Description: This property allows you to specify apath to atext file with additional HT TP headers which
will be sent to a Bosh client with each request. This gives some extra flexibility for Bosh clients running
on some systems with specia requirements for the HTTP headers and some additional settings.

By default afile distributed with the installation contains following content:

Access-Control -AllowOrigin: *

Access- Control - Al | ow Met hods: GET, POST, OPTI ONS
Access- Control - Al | ow Headers: Content-Type
Access- Cont r ol - Max- Age: 86400

This can be modified, removed or replaced with a different content on your installation.

Available since: 8.0.0
client-access-policy-file
Default value: et ¢/ cl i ent - access- pol i cy. xm

Example: 'client-access-policy-file' = "' /path/to/access-poli-
cy-file.xm"

Possible values: path to afile on the filesystem.

Description: Thecl i ent - access- pol i cy-fi | e property allowscontrol of the crossdomain access
policy for Silverlight based web applications. The cross domain policy is controlled via XML file which
contains the policy and rules.

By default Tigase is distributed with an example policy file which allows for full access from all sources
to the whole installation. This is generally okay for most Bosh server installations. The configuration
through the property and XML files alows for avery easy and flexible modification of the policy on any
installation.

Availablesince: 5.2.0
client-port-delay-listening

Description: The property alows to enabled or disable delaying of listening for client connections in
cluster mode until the cluster is correctly connected.

Default value: t rue
Example:

<conponent > {
-'port-delay-listening’ = fal se
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-}
Possiblevalues: t r ue, f al se

In cluster mode, in order to ensure correct user status broadcast, we are delaying opening client ports
(components. c2s, ws2s, bosh) and enable those only after cluster isfully and correctly connected (i.e.
either there is only single node or in case of multiple nodes all nodes connected correctly).

It's possible to enable/disable this on per-component basis with the following configuration:

bosh {

-'port-delay-listening' = true
}
c2s {

-'port-delay-listening' = true
}
ws2s {

-'port-delay-listening' = true
}

Maximum delay time depends on the component and it’s multiplication of Connect i onManager de-
fault connection delay times 30s - in case of client connection manager this delay equals 60s.

Note
Only applicableif Cluster Modeis active!

Availablesince: 7.1.0
cross-domain-policy-file

Default value: et ¢/ cr oss- domai n- pol i cy. xm

Example: ' cross-donmai n-policy-file' "'/ path/to/cross-do-

mai n-policy.xm"’
Possible values: path to afile on the file system.

Description: This property allows you to set a path to a file with cross domain access policy for flash
based clients. Thisis astandard XML file which is sent to the flash client upon request.

A default file distributed with Tigase installations allows for full access for al. This is good enough for
most use cases but it can be changed by simply editing the file.

Thisisaglobal property that can aso be overridden by configuring connection managers|[ ¢2s, s2s, ws2s,
bosh, ext, etc] and they may all have their own policies.

c2s {
-'cross-domain-policy-file' = -'/path/to/cross-donain-policy.xm"

}
Availablesince: 5.1.0

domain-filter-policy

Default value: ALL
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Example: domai n-filter-policy' = 'LOCAL

Possible values: ALL| LOCAL| OAWN| BLOCK| LI ST=donmai n1; domai n2|
BLACKLI ST=domai n1; domai n2

Description: The domai n-fil ter-policy property isagloba setting for setting communication
filtering for vhosts. This function is kind of an extension of the same property which could be set on a
single user level. However, in many casesit isdesired to control users communication not on per user-level
but on the domain level. Domain filtering (communication filtering) allows you to specify with whom
users can communicate for a particular domain. It enables restriction of communications for a selected
domain or for the entire installation. A default value ALL renders users for the domain (by default for all
domains) able to communicate with any user on any other domains. Other possible values are:

1. ALL a default value alowing users to communicate with anybody on any other domain, including
external servers.

2. LOCAL dlows users to communicate with all users on the same installation on any domain. It only
blocks communication with external servers.

3. OMN alows users to communicate with all other users on the same domain. Plus it allows users to
communicate with subdomains such as muc.domain, pubsub.domain, etc...

4. BLOCK vaue completely blocks communication for the domain or for the user with anybody else. This
could be used as a means to temporarily disable account or domain.

5. LI ST property allows to set alist of domains (users' JIDs) with which users on the domain can com-
municate (i.e. whitelist).

6. BLACKLI ST - user can communicate with everybody (like ALL), except contacts on listed domains.

Thisisaglobal property which isoverridden by settingsfor particular VHosts (see the section called “ Add
and Manage Domains (VHosts)”).

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hosts listed in the init.property file for which there is no indi-
vidual settings specified. It allows default value for al of servers, instead of having to provide individual
configuration for each vhost.

ALL isalso applied as a default value for all new vhosts added at run-time.

Availablesince: 5.2.0

see-other-host

--cmSeeOtherHost has been replaced with using seeQt her Host setting, and can be configured for each
connection manager (c2s, s2s, €tc..)

Default value: ti gase. server. xmppcl i ent . SeeQt her Host Hashed
Example:

<connect i onManager > {
seeQt her Host (class: value) { -}

}

Possible values: 'none' 'or class implementing SeeOtherHostlfc.'
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Description: Allows you to specify aload balancing mechanism by specifying SeeOtherHostlfc imple-
mentation. More details about functionality and implementation details can be found in Tigase Load Bal-
ancing documentation.

Available since: 8.0.0

watchdog_timeout
Default value: 1740000
Example: wat chdog_ti meout =60000
Possiblevalues: any i nt eger.

Description: Thewat chdog_t i neout property alowsfor fine-tuning ConnectionManager Watchdog
(service responsible for detecting broken connections and closing them). Timeout property relates to the
amount of time (in miliseconds) after which lack of response/activity on agiven connectionwill considered
such connection as broken an closeit. In addition to global configuration presented above aper component
configuration is possible:

<Connect i onManager > {
wat chdog_ti meout = 60000L

}

for example (for C2SConnectionManager):

c2s {
wat chdog_ti neout = 150000L

}

All related configuration options:
» watchdog Ping Type

» watchdog_delay

» watchdog_timeout

Available since: 8.0.0

watchdog_delay
Default value: 600000
Example: wat chdog_del ay = ' 30000'
Possible values: 'any integer.'

Description: wat chdog_del ay configuration property alows configuring delay (in milliseconds) be-
tween subsequent checks that ConnectionManager Watchdog (service responsible for detecting broken
connections and closing them) will use to verify the connection. In addition to global configuration pre-
sented above a per component configuration is possible:

<Connect i onManager > {
wat chdog_del ay = 60000L

}
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for example (for ClusterConnectionManager):
"cl-comp' {
wat chdog_del ay = 150000L
}
All related configuration options:
» watchdog_Ping_Type
» watchdog_delay
» watchdog_timeout

Available since: 8.0.0

watchdog_ping_type
Default value: whi t espace
Example: wat chdog_pi ng_type = ' XMPP'
Possible values: WHI TESPACE, XVPP

Description: wat chdog_pi ng_t ype configuration property allows configuring of thetype of ping that
ConnectionManager Watchdog (service responsible for detecting broken connections and closing them)
will use to check the connection. In addition to global configuration presented above a per component
configuration is possible:

<Connect i onManager > {

wat chdog_pi ng_type = -' XVWPP'
}
for example (for ClusterConnectionManager):
cl-comp {
wat chdog_pi ng_type = -' WH TESPACE
}

All related configuration options:
» watchdog_ping_type

» watchdog_Delay

» watchdog_timeout

Available since: 8.0.0
ws-allow-unmasked-frames
Default value: f al se

Example: ' ws- al | ow- unmasked-franes' = true

Possiblevalues: t rue| f al se
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Description: RFC 6455 specifies that all clients must mask frames that it sends to the server over Web-
socket connections. If unmasked frames are sent, regardless of any encryption, the server must close the
connection. Some clients however, may not support masking frames, or you may wish to bypass this se-
curity measure for development purposes. This setting, when enabled true, will allow connections over
websocket to be unmasked to the server, and may operate without Tigase closing that connection.

Available since: 8.0.0

External

bind-ext-hostnames

Default value: none
Example: ' bi nd- ext - host names' = [ ' pubsub. host. domain' ]
Possible values: comma separated list of domains.

Description: This property enables setting alist of domains to be bound to the external component con-
nection. Let’s say we have a Tigase instance with only MUC and PubSub components |oaded and we want
to connect thisinstance to the main server via external component protocol. Using --external property we
can define adomain (perhaps muc.devel .tigase.org), password, TCP/IP port, remote host address, connec-
tion type, etc... Thiswould make one of our components (MUC) visible on the remote server.

To make the second component (PubSub) visible we would need to open another connection with the
domain name (pubsub.devel.tigase.org) for the other component. Of course the second connection is re-
dundant as all communication could go through a single connection. Thisiswhat this property is used. In
our example with 2 components you can just put the 'pubsub.devel.tigase.org’ domain as a value to this
property and it will bind the second domain to a single connection on top of the domain which has been
authenticated during protocol handshaking.

Available since: 5.0.0

default-virtual-host

ext

Description: Thedef aul t - vi rt ual - host property alows setting of the name of default virtual host
that is served by the installation. It is loaded during startup of the application and stored in the database.
It may only contain single domain name!

Any additional configuration options or additional virtual hosts domains should be added and configured
using ad-hoc commandssuchasAdd new i t emUpdate itemconfi gurati onandRenove an
i t emavailableat the JID of theVHost Manager component of your installation (vhost - man@our -
server-domai n).

Available since: 8.0.0

Description: This property defines parameters for external component connections.

The component is loaded the same way as all other Tigase components. Inyour confi g. t dsl fileyou
need to add the external class:

ext (class: tigase.server.ext.ConponentProtocol) {}
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This will load the component with an empty configuration and is practically useless. You have to tell
the component on what port to listen to (or on what port to connect to) and external domains list with
passwords.

Those values need to be configured while the Tigase XM PP Server is running using XM PP ad-hoc com-
mandssuchasAdd new i t emUpdate itemconfi gurati onandRenove an it emavailable
at the JID of the external component which you have just enabled (ext @ our - ser ver - domai n).

Possible values: external domains parameterslist.
Availablesince: 4.3.0

Removed in: 8.0.0

Performance

cm-ht-traffic-throttling
Default value: xnmpp: 25k: 0: di sc, bi n: 200m 0: di sc
Example:' cmht-traffic-throttling = 'xmpp: 25k: 0: di sc, bi n: 200m 0: di sc'
Possible values: comma separated list of traffic limits settings.

Description: This property is used to specify traffic limit of non-user connections, that is s2s, externa
components and other high traffic server connections. The meaning of the property and values encoded
arein the same way as for the cm-traffic-throttling property.

Available since: 8.0.0

cm-traffic-throttling
Default value: xnmpp: 2500: 0: di sc, bi n: 20m 0: di sc
Example:' cmtraffic-throttling' = 'xnpp:2500: 0: di sc, bi n: 20m 0: di sc'
Possible values: comma separated list of traffic limits settings.

Description: Thecm traffi c-throttl i ng property allowsyoutolimit traffic on user connections.
Theselimitsare applied to each user connection and if alimit isexceeded then aspecified actionisapplied.

The property vaue is a comma separated list of traffic limits settings. For example the first part:
xnpp: 2500: 0: di sc specifiestraffic limitsfor XMPP datato 2,500 packets allowed within last minute
either sent to or received from a user and unlimited (0) total traffic on the user connection, in case any
limit is exceeded the action isto disconnect the user.

» [xmpp|bin] traffic type, xmpp - XMPP traffic, that is limits refer to a number of XM PP packets trans-
mitted, bin - binary traffic, that is limits refer to a number of bytes transmitted.

» 2500 maximum traffic allowed within 1 minute. 0 means unlimited, or no limits.
» 0 maximum traffic allowed for the life span of the connection. 0 means unlimited or no limits.

* [disc|drop] action performed on the connection if limits are exceeded. disc - means disconnect, drop
- means drop data.

Available since: 5.1.3
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elements-number-limit
Default value: 1000

Possible values: any integer.

Description: el ement s- nunber - 11 ni t configuration property allows configuring a Denia of Ser-
vice protection mechanism which limits number of elements sent in stanza. It must be configured on a
per ConnectionManager basis:

' <Connecti onManager>' {

-'elements-nunber-limt"' = ###
}
for example (for ClusterConnectionManager):
"cl-comp' {

-'elements-nunber-linmt" = 100000

Availablesince: 5.2.0

hardened-mode
Default value: secur e
Example: ' har dened- node' = secure
Possiblevalues: r el axed| secure| stri ct

Description: Adjusting hardened mode affects handling of security aspects within Tigase. The higher the
level the more strict are therules: * r el axed - uses default security capabilities from installed JVM; *
secur e - disables old SSLv2 and SSLv3, disables weak cyphers; * stri ct - in additionto secure
level changesit alsodisablesTLSv1 and TLSv1. 1 aswell asciphersthat don’t support Forward secrecy.

On older VM versions it required UnlimitedJCEPolicyJDK [http://www.oracle.com/technetwork/ja-
valjavase/downl oadg/jce-7-downl oad-432124.html] installed. It s not required with OpenJDK 8 and newer
an Oracle]lVM 11 and newer.

Availablesince: 5.2.0

max-gueue-size
Default value: default queue size is variable depending on RAM size.
Example: ' max- queue-si ze' = 10000
Possible values: integer number.

Description: The max- queue- si ze property setsinternal queues maximum size to a specified value.
By default Tigase sets the queue size depending on the maximum available memory to the Tigase server
process. It set’s 1000 for each 100MB memory assigned for VM. This is enough for most cases. If you
have however, an extremely busy service with Pubsub or MUC component generating huge number of
packets (presence or messages) this size should be equal or bigger to the maximum expected number of
packets generated by the component in a single request. Otherwise Tigase may drop packets that it is
unable to process.

362


http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html
http://www.oracle.com/technetwork/java/javase/downloads/jce-7-download-432124.html

Tigase XMPP Server Distri-
bution Administration Guide

Availablesince: 5.1.0
net-buff-high-throughput

Default value: 64k

Example: ' net - buf f - hi gh-t hroughput' = ' 256k’

Possible values: network buffer size asinteger.

Description: The net - buf f - hi gh-t hr oughput property sets the network buffer for high traffic
connections like s2s or connections between cluster nodes. The default is64k and is optimal for medium
traffic websites. If your cluster installation can not cope with traffic between nodes try to increase this
number.

Availablesince: 4.3.0

net-buff-standard
Default value: 2k
Example: ' net - buf f - standard’ = ' 16k’
Possible values: network buffer size as integer.

Description: This property sets the network buffer for standard (usualy c2s) connections, default value
is 2k and is optimal for most installations.

Availablesince: 4.3.0
nonpriority-queue

Default value: f al se

Example: ' nonpriority-queue' = true

Possiblevalues: t rue| f al se

Description: Thenonpri ori ty property can be used to switch to non-priority queues usagein Tigase
server (value set to 'true’). Using non-priority queues prevents packets reordering. By default Tigase uses
priority queues which means that packets with highest priority may take over packets with lower priority
(presence updates) which may result in packets arriving out of order.

This may happen however only for packets of different types. That is, messages may take over presence
packets. However, one message never takes over another message for the same user. Therefore, out of
order packet delivery isnot an issue for the most part.

Available since: 5.0.0

VHost / domain

vhost-anonymous-enabled

Default value: t rue

Example: ' vhost - anonynous-enabl ed' = 'fal se’
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Possiblevalues: t rue| f al se

Description: The vhost - anonynous- enabl ed property specifies whether anonymous user logins
are alowed for the installation for all vhosts.

Thisisaglobal property which isoverridden by settings for particular VHost (see the section called “ Add
and Manage Domains (VHosts)").

Default settings for al virtual hosts are used when this property is not defined. This settings is useful
mostly for installations with many virtual hosts listed in the confi g. t dsl file for which there is no
individual settings specified. It allowsthe configuration of default valuesfor all of them, instead of having
to provide individual configuration for each VHost.

Available since: 8.0.0

vhost-disable-dns-check
Default value: f al se
Example: ' vhost - di sabl e-dns-check' = 'true'
Possiblevalues: t rue| f al se

Description: This property disables DNS validation when adding or editing vhostsin Tigase server. This
also exempts administrative accounts from validation. With this property enabled, you will not benefit
from seeing if proper SRV records are set so other people can connect to specific vhosts from outside
your network.

Thisisaglobal property which isoverridden by settings for particular VHost (see the section called “Add
and Manage Domains (VHosts)”).

Available since: 8.0.0

vhost-max-users
Default value: 0
Example: ' vhost - max- users' = '1000'
Possible values: integer number.

Description: Thevhost - max- user s property specifies how many user accounts can be registered on
theingtalations for al vhosts.

0 - zero meansunlimited and thisisadefault. Otherwise greater than zero val ue specifies accounts number
limit.

Thisisaglobal property which is overridden by settings for particular vhost.

The default setting is used for al virtual hosts for which the configuration is not defined. This settingsis
most useful for installations with many virtual hosts listed inthei ni t . pr oper ty file for which there

is no individual settings specified. It provides an ability to use default values for al of them, instead of
having to provide individual configuration for each vhost.

Thisisaglobal property which is overridden by settings for particular VHost (see the section called “Add
and Manage Domains (VHosts)”).
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Available since: 8.0.0

vhost-message-forward-jid
Default value: <null>

Example: ' vhost-nmessage-forward-jid' = "ar chi ve@omai n. com
[mai |l to: archi ve@onai n. com’

Possible values; 'valid JID'

Description: Thisis a global property for message forwarding for the installation. This property is nor-
mally specified on the vhost configuration level, however if you want to forward all messages on your
installation and you have many virtual domains this property allows to set message forwarding for all of
them. A valid JID must be specified asthe forwarding destination. Also amessage forwarding plugin must
be loaded and activated on the installation for the message forwarding to work.

The null value is used as a default when no configuration is set. This setting is mostly useful for installa
tions with many virtual hostslistedinthei ni t. pr oper ty filefor which thereisno individual settings
specified. It provides the ability to configure a default values for al of them, instead of having to provide
individual configuration for each vhost.

It is also applied as adefault value for all new vhosts added at run-time.

Thisisaglobal property which is overridden by settings for particular VHost (see the section called “ Add
and Manage Domains (VHosts)").

Available since: 8.0.0

vhost-presence-forward-jid
Default value: <nul | >

Example: ' vhost - presence-forward-jid" = 'presence-collector@onain. com
[mai | t o: presence-col | ect or @omai n. cony'

Possible values; valid JID.

Description: Thisisaglobal property for presence forwarding function for theinstallation. All user status
presenceswill be forwarded to given XM PP address which can be a component or any other XM PP entity.
If the destination entity is abot connected via c2s connection it probably should be addressed viafull JD
(with resource part) or the standard XMPP presence processing would refuse to deliver presences from
users who are not in the contact list.

Thisisaglobal property which is overridden by settings for particular vhost.

The null valueisused as adefault when no configurationisset. This settingsisuseful for installationswith
many virtual hostslisted inthei ni t . pr operty filefor which thereisno individual settings specified.
It enables the ability to configure default values for al of them, instead of having to provide individual
configuration for each vhost.

It isalso applied as a default value for all new vhosts added at run-time.
This may be used on a per-VHost (see the section called “ Add and Manage Domains (VHosts)”).

Available since: 8.0.0
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vhost-register-enabled
Default value: t r ue
Example: ' vhost -regi st er-enabl ed" = fal se
Possiblevalues: t rue| f al se

Description: vhost - r egi st er - enabl ed isaglobal property which allows you to switch on/off user
registration on the installation. Setting this property to f al se does not disable the registration plugin on
the server. Y ou can enable registration for selected domains in the domain configuration settings.

Thisisaglobal property which is overridden by settings for particular vhost.

Thet r ue valueis used as a default when no configuration is set. This settings is useful for installations
with many virtual hostslistedinthei ni t . pr opert y filefor which thereisno individual settings spec-
ified. It allows admins to configure default values for all of them, instead of having to provide individual
configuration for each vhost.

It isalso applied as adefault value for all new vhosts added at run-time.
This may be used on a per-VHost (see the section called “ Add and Manage Domains (VHosts)”).

Available since: 8.0.0

vhost-tls-required
Default value: f al se
Example: ' vhost-tls-required’ = true
Possiblevalues: t rue| f al se

Description: This property is a global settings to switch on/off TLS required mode on the Tigase instal-
lation. Setting this property to f al se does not turn TLS off. TLSis still available on the server but as
an option and this is the client’s decision whether to use encryption or not. If the property is set to true
the server will not allow for user authentication or sending any other user data before TLS handshaking
is completed.

Thisisaglobal property which is overridden by settings for particular vhost.

Thef al se valueisused as adefault when no configuration is set. This settingsis useful for installations
with many virtual hostslistedinthei ni t . property filefor which thereisno individual settings spec-
ified. It allows admins to configure default values for al of them, instead of having to provide individual
configuration for each vhost.

It isalso applied as a default value for all new vhosts added at run-time.
This may be used on a per-VHost (see the section called “ Add and Manage Domains (VHosts)”).

Available since: 8.0.0
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Chapter 3. Tigase Server Extras -
MDNS support

Overview

Tigase MDNS component provides you with ability to publish domain name of your XM PP server (ending
with. | ocal ) inthelocal network using multicast DNS (also known as DNS-SD, Zeroconf or Bonjour).

Enabling mDNS

To enable this component you need to add mDNS component to your configuration file:

mdns () {
}

Thislineswill enableMDNS support and will start broadcasting hostname of your host in thelocal network
ashost nane. | ocal and will broadcast DNS records for XM PP server hosted at this domain.

Using different domain name

If you are hosting different domain than hostname of your server with . | ocal suffix, then you can set
it in mDNS component settings by setting ser ver Host property to the name of your domain without
suffix . | ocal .

Example of broadcasting mDNS for domain exanpl e. | ocal .

nmdns () {
serverHost = -'exanpl ¢
}

Forcing single server for domain

It is possible to enforce Tigase mMDNS component to check if there is no other host providing services
for chosen domain name. By setting property si ngl eSer ver tot r ue. If thisfeature is enabled, then
mMDNS component checks if chosen domain is aready in use (broadcasted in multicast DNS) and if so it
stops startup of the server. This feature make it possible to start up Tigase and broadcast XM PP server
MDNS information if already existing mDNS information resolvesto the IP address of the host on which
you are starting Tigase XM PP Server.

Example enabling single server maode.

mdns () {
singl eServer = true
}
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Chapter 4. Tigase Advanced Clustering
Strategy (ACS)

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01 :numbered:

Design and implementation
ACS

ACS isour general purpose, commercial clustering strategy designed for more or less typical XMPP in-
stallations easily scaling to millions and beyond of online users without limit on cluster nodes. The load
testswe have run over the code were included a user database with 100min accounts and an average roster
size of up to 150, but that’s not the limit.

Design

The clustering strategy is based on sharing information between cluster nodes about online users. Who
is online and where the user is connected. Communication between cluster nodes is processed with the
highest priority to ensure minimal delays with online user data population. An efficient synchronization
mechanism allows for aminimal traffic between cluster nodes and distributing accurate data about con-
necting and disconnecting users.

Tigase ACS SM Installation

Tigase ACS SM component is by default provided with Tigase XMPP Server release (@-dist-max@
flavour of archive) soit’s enough to enable it in the configuration. It can be also obtained fromt i gase-
acs distribution package.

After downloading the archiveit’ s simply matter of extracting it and copying contentsof j ar s/ directory
of extracted archivetothej ar s/ directory inti gase- server/ instalation directory, eg. under * nix
systems (assuming the archive was downloaded to main Tigase Server directory):

tar --xf tigase-acs-${version}.tar.gz
cp --R tigase-acs-${version}/jars/ tigase-server/jars/

Tigase ACS SM Configuration

In order to user Advanced Clustering Strategy, clustering mode first needs to be turned on:
"cluster-node' = true
and then an ACS strategy needs to be enabled:

'sess-man' {
strategy (class: tigase.server.cluster.strategy.OnlineUsersCachi ngStrategy) {}
}
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Tigase Advanced Clustering Strategy (ACS)
Release Notes

Welcome to Tigase Advanced Clustering Strategy (ACS)! Thisis a feature release for with a number of
fixes and updates.

Tigase Advanced Clustering Strategy (ACS) 3.2.0 Re-
lease Notes

Major Changes

Deprecate Deprecate PartitionedStrategy in ACS-PubSub

All Changes

#acs-8 [https.//projects.tigase.net/issue/acs-8]: Fix NotAuthorizedException: Session has not been yet
authorised. in OnlineUsersCachingStrategy

#acsmix-1 [https://projects.tigase.net/issue/acsmix-1]: Implement clustering support for M1X
#acsmix-3 [https.//projects.tigase.net/issue/acsmix-3]: Fix NPE in DefaultPubSubL ogic

#acsmix-4 [https://projects.tigase.net/issue/acsmix-4]: Fix NPE in
DefaultPubSubL ogic.subscribersOf Notifications()

#acsmuc-23 [ https://projects.tigase.net/issue/acsmuc-23]: Fix NPE in ClusteredRoomStrategyV 2
#acsmuc-25 [ https://projects.tigase.net/issue/acsmuc-25]: Fix NPE in OccupantChangedPresenceCmd

#acspubsub-20 [https://projects.tigase.net/issue/acspubsub-20]: Fix NPE in pubsub-nodes-changed-
cmd

#acspubsub-21 [https://projects.tigase.net/issue/acspubsub-21]: Fix Multiple notifications for single
publication

#acspubsub-22 [ https://projects.tigase.net/issue/acspubsub-22] : Fix Presences informations are kept in-
definitely

#acspubsub-24 [https://projects.tigase.net/issue/acspubsub-24]: Fix caps-changed-cmd not processed
correctly

#acspubsub-25 [https.//projects.tigase.net/i ssue/acspubsub-25]: Deprecate PartitionedStrategy

#acspubsub-27 [https://projects.tigase.net/issue/acspubsub-27]: Review and improve clustering docu-
mentation

Supported components

Tigase Advanced Clustering Strategy for Multi User Chat
(ACS-MUC)

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01 :numbered:
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Overview

ACSfor MUC alows seamless clustering of MUC rooms across Tigase XMPP server cluster installation.
ACSfor MUC isrequired for clustered MUC deployments. If offers various strategies to handle distrib-
ution of traffic and rooms across the cluster, which alows fine-tune configuration of the deployment to
individual needs.

Tigase ACS MUC Configuration

In order to use ACS for MUC, main Advance Clustering Strategy isrequired. Onceit’ s enabled, clustered
version of MUC component will be selected by default during startup therefore it’s not required to con-
figureit explicitly (make sure no class is configured).

muc () {}
It's also possible to explicitly configure the class with the following configuration:
muc (class: tigase. muc. cluster. MJCConponent Cl ustered) {}

With the above configuration default MUC clustering strategy will be used. In order to select different
strategy you have to configureit’'sclassin st r at egy bean within muc component bean:

nmuc () {
strategy (class: tigase.nuc.cluster.Shardi ngStrategy) {}
}

ACS MUC Strategies
ShardingStrategy

Thisisdefault clustering strategy used by Tigase ACS - MUC component. It should be used in most cases
when we do not have small number of rooms with many occupants.

Short description

Thisis default clustering strategy used by Tigase ACS - MUC component. In this strategy MUC rooms
are partitioned so each room is hosted only on one node. Every node contains full list of rooms with list
of occupants available in each room and map which contains room address as a key and node as a value.
If room is aready opened (hosted) on some node, then node hosting this room is resolved using map of
room to node. In other case node is selected by hash of room address using following agorithm

Mat h. abs(roomli d. hashCode()) % connect edNodes. si ze()

which gives aindex of node on connected nodes list. So if node is not opened, then every cluster node
should forward packets related to this room to the same node.

Connection to cluster

Once node connects to a cluster then map of hosted rooms and it’s occupants is synchronized between
connecting node and any other already connected node.

Disconnection from cluster

If node is disconnected from a cluster dueto server failure, then every other node will send "kick" stanzas
to every occupant of every room hosted on disconnected node.
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If node is disconnected due to node shutdown then node which is shutting down will send "kick" stanzas
onit'sown, but it will notify every node about shutdown before disconnection from cluster.

Configuration

This is default strategy thus it's used if no strategy configuration is present, but if you wish
to enable this strategy and keep it enabled even if deafult clustering strategy will change in
the future then you need to set cl ass property of strategy bean within muc component to
tigase. muc. cl ust er. Shardi ngStr at egy.

Example:

muc () {
strategy (class: tigase.nuc.cluster. Shardi ngStrategy) {}
}

ClusteredRoomStrategy

Thisisclustering strategy which can be used for by Tigase ACS- MUC component, whichisrecommended
for installations with relatively few rooms but rooms itself having alot of occupants.

Short description

In this strategy MUC rooms are persistent and each room is hosted on every node. Every node contains
full list of rooms (as they are persistent). Room on each node has knowledge only about occupants which
joined room on this node. If remote user has joined room on one node and then it's packets are delivered
by S2Sto other node, then packets will be forwarded to node to on which user joined room. Packets from
user are processed by node on which they joined to room and notifications about joining room, leaving
room, change of presences or about new message are sent to all other nodes and those other nodes are
responsible for delivering proper notifications to users which joined room on them.

Connection to cluster
Once node connectsto a cluster then map of occupants and their rooms are synchronized with other nodes.
Disconnection from cluster

If node is disconnected from a cluster, then every other node will send "kick" stanzas to every occupant
of every room hosted on disconnected node.

Configuration

To enable this strategy you have to set cl ass property of st rat egy bean within muc component to
tigase. muc. cluster. d ust eredRoontt r at egy.

Example:

muc () {
strategy (class: tigase.nuc.cluster.d usteredRoontStrategy) {}
}

ClusteredRoomStrategyV2
This is clustering strategy which can be used for by Tigase ACS - MUC component, which is recom-

mended for installations with relatively few rooms but rooms itself having a lot of occupants - contains
improvements over ClusteredRoomStrategy
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Short description

In this strategy MUC rooms are persistent and each room is hosted on every node. Every node contains
full list of rooms (as they are persistent). Room on each node has knowledge only about occupants which
joined room on this node. If remote user has joined room on one node and then it's packets are delivered
by S2Sto other node, then packets will be forwarded to node to on which user joined room. Packets from
user are processed by node on which they joined to room and notifications about joining room, leaving
room, change of presences or about new message are sent to all other nodes and those other nodes are
responsible for delivering proper notifications to users which joined room on them.

This version containsimprovements over the section called “ ClusteredRoomStrategy” which leadsto im-
proved performance and reduced trafic over cluster connection dueto changesin logic of processing pack-
ets.

Connection to cluster
Once node connectsto a cluster then map of occupants and their rooms are synchronized with other nodes.
Disconnection from cluster

If node is disconnected from a cluster, then every other node will send "kick" stanzas to every occupant
of every room hosted on disconnected node.

Configuration

To enable this strategy you have to set cl ass property of strat egy bean within nuc component to
tigase. muc. cl uster. C ust er edRoontt r at egyV2.

Example:

muic () {
strategy (class: tigase.nmuc.cluster. d usteredRoonttrategyVv2) {}
}

Tigase Advanced Clustering Strategy for PubSub (ACS-
PubSub)

Tigase Team <team(@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01 :numbered:

Overview

ACSfor PubSub allows seamless clustering of PubSub nodes across Tigase XM PP server cluster installa-
tion. ACS for PubSub isrequired for clustered PubSub deployments. If offers various strategies to handle
distribution of traffic and nodes across the cluster, which allows fine-tune configuration of the deployment
to individual needs.

Tigase ACS PubSub Configuration

In order to use ACS for PubSub, main Advance Clustering Strategy (ACS) isrequired. Onceit’s enabled,
clustered version of PubSub component will be selected by default during startup thereforeit’ snot required
to configure it explicitly (make sure no other classis configured).

pubsub () {}

It's aso possible to explicitly configure the class with the following configuration:
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pubsub (class: tigase. pubsub. cl uster.PubSubConmponent Cl ustered) {}

With the above configuration default ACS PubSub clustering strategy will be used. In order to select
different strategy you have to configureit’sclassfor st r at egy bean within pubsub component bean:

pubsub () {
strategy (class: tigase.pubsub.cluster.PartitionedStrategy) {}

}
ACS PubSub Strategies
ACS-PubSub Partitioned Strategy

Warning
This strategy is now deprecated.
Short description

This is the simplest strategy that can be used by Tigase ACS - PubSub component in which particular
PubSub node is handled by only one cluster node.

Description of processing

In this strategy all configuration of nodes of the same PubSub service JID is done by the same node of a
cluster which is dynamically selected based on hash of service JID and number of connected nodes within
cluster. After any change to node configuration is done, then node established for processing manipulation
of this particular PubSub node is notified about details of the PubSub node and detailed changes made to
it's configuration. Remaining nodes do not require to know about changes.

Presences sent from users to PubSub service will be handled on the local node of the cluster and then
distributed to every node of acluster as events.

Messages sent from users to PubSub service will be handled on the local node of the cluster.
Presence and 1Q stanzas will be processed according to rules outlined below.
Rules of processing packets:

* presence - packets are processed on the local cluster node and then other cluster nodes are notified
about changed presence as each cluster node is responsible for handling different PubSub nodes

* nessage - isaways processed locally
* i g - cluster node which will process this packet is selected based on following rules:
» CAPS query responses will be processed on the local node
* non-PubSub packets (no pubsub subelement) are processed on local node
» PubSub related packetswithout PubSub node name or packetsthat change PubSub node configuration
(and containsnode name and one of the following subelements. cr eat e,confi gure,def aul t,
del et e) are processed on cluster node selected on hashcode derived from t o attribute (service

JID) and number of cluster nodes (this is done deal with concurrency issues between configuration
changes)
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» remaining PubSub packets (non-configuration and containing node name) are processed on cluster
node selected based on t o attribute of packet and name of PubSub node

Note

This strategy for every packet should force processing of packet on only one cluster node

Note

This strategy will react on PubSub configuration node change and will send notification to cluster
node responsible for processing items for PubSub node (selected based ont o attribute of packet,
name of PubSub node) to trigger cached PubSub node configuration refresh

Note

Result of packets generated on remote node should not befiltered, so if packet from one cluster
node was forwarded to other cluster node for processing, then response packet should not be
filtered when this PubSub clustering strategy is used.

ACS-PubSub Clustered Node Strategy

Short description

Thisstrategy isused by default by Tigase ACS - PubSub component in which each PubSub nodeishandled
on every cluster node but each cluster node will contain only partial information about user connections.
This way strategy is better suited for deployments with PubSub nodes having a lot of subscribers. The
benefit of using ClusterNodeStrategy in this caseisreduced network traffic on cluster connections, as most
of notifications and retrieval of itemswill be handled on the same cluster node to which user is connected.

Description of processing

In this strategy almost all packets are processed on the local cluster node. Only packets related to set-
tings default options (such as pubsub packets containing subelements opt i ons or def aul t) will be
forwared to al cluster nodes and processed on each of them. If packets will result in the node configura
tion, subscriptions or affiliations changes other nodes will be notified to refresh node configuration/sub-
scriptiongaffiliations.

Presences sent from users to PubSub service will be handled on the local node of the cluster and then
distributed to every node of acluster as events.

M essages sent from users to PubSub service will be handled on the local node of the cluster.

If every other 1Q stanza sent to PubSub service which is does not change configuration of a node and is
item publication stanza then this stanza will always be processed on local node (as data retrieval/removal
may be done only on one node as items are not cached).

|Q stanzas which are stanzaresponsible for publication are processed on thelocal cluster node. In thiscase
PubSub will able to properly send notifications (as notification are generated always on local user node,
if user is connected, which reduces cluster network traffic).

Rules of processing packets:

* presence - packetsare delivered to every cluster node as each cluster nodeisresponsiblefor handling
different PubSub nodes

* message - isaways processed locally
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* i g - cluster node which will process this packet is selected based on following rules:
* CAPS query responses will be processed on the local node

« non-PubSub packets (no pubsub subelement) are processed on local node

L]

PubSub related packets without PubSub node name are processed on the local node. If packets will
result in the node configuration changes, other nodes will be notified to refresh node configuration.

PubSub related packets containing subelements named opt i ons or def aul t will be forwarded
to al connected cluster nodes

« remaining PubSub packets are processed on the local cluster node. If packets will result in the node
configuration changes, other nodes will be notified to refresh node configuration.

Note

This strategy will react to PubSub configuration node change and will send notification to every
cluster node (as every cluster node is responsible for processing items for every PubSub node)
to refresh particular PubSub node configuration.

Note

Result of processing of packets generated on remote node should be filtered if packet was also
processed on local node, so if packet from one cluster node was forwarded to other cluster node
for processing but was not processed locally, then response packet should be filtered when this
PubSub clustering strategy is used.

In a nutshell

Cl ust ered Node Strat egy distributes processing of nodes across cluster by processing all requests
locally - each cluster node has complete knowledge of all PubSub nodes and processed requests for all of
them, but generates notifications only for users connected to this particular node.

Partitioned Strategy assigns PubSub node to cluster node and handle all processing on that
particular cluster node (configuration change, generating notification packets).

Tigase Advanced Clustering Strategy for WorkGroup
(ACS-WG)

Tigase Team <team@tigase.com [mailto:team@tigase.com]> v8.2.0, 2022-03-01

Overview

ACSfor WorkGroup allows seamless clustering of WorkGropu nodes across Tigase XM PP server cluster
installation. ACS for WorkGroup is required for clustered WorkGroup deployments. If offers various
strategiesto handledistribution of traffic and nodes acrossthe cluster, which allowsfine-tune configuration
of the deployment to individual needs.

Tigase ACS WorkGroup Configuration

In order to use ACS for WorkGroup, main Advance Clustering Strategy (ACS) is required. Once it's
enabled, clustered version of WorkGroup component will be selected by default during startup therefore
it's not required to configure it explicitly (make sure no other classis configured).
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wg () {}
It's also possible to explicitly configure the class with the following configuration:
wg (class: tigase.wrkgroupqueues. cl uster.WrkgroupQueuesd ust er edConponent) {}

With the above configuration default ACS WorkGroup clustering strategy will be used. In order to select
different strategy you have to configureit'sclassin st r at egy bean within wg component bean:

wg () {
strategy (class: tigase.workgroupqueues.cluster.C usteredStrategy) {}
}
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Chapter 5. HTTP APl component

Tigase HTTP APl component is a generic container used to provide other HTTP related features as mod-
ules. Itisconfigured by default to run under name of ht t p. Installations of Tigase XMPP Server run this
component enabled by default under the same name even if not configured.

Tigase HTTP-API Release Notes

Welcometo Tigase HTTP-API 2.2.0! Thisis afeature release for with a number of fixes and updates.

Tigase HTTP-API 2.2.0 Release Notes

Major Changes

Enable HTTP File Upload by default with additional, optional, AWS S3 compatible backend
Improvements to Web Setup to make installation even more straightforward

Allow exposing . wel | - known in the root context to facilitate XEP-0156: Discovering Alternative
XMPP Connection Methods [ https.//xmpp.org/extensions/xep-0156.html]

Add option to redirect requests from http to https

All Changes

#http-65 [https://projects.tigase.net/issue/http-65]: More detailed logs

#http-86 [https://projects.tigase.net/issue/http-86]: Add s3 backend for http-upload

#http-91 [https://projects.tigase.net/issue/http-91]: Itemsin setup on Features screen are misaligned
#http-93 [https://projects.tigase.net/issue/http-93]: Update web-installer documentation

#http-95 [https://projects.tigase.net/issue/http-95]: Enable HTTP File Upload by default

#http-96 [ https.//projects.tigase.net/issue/http-96]: Enabling cluster mode/ ACSdoesn’t add it to result-
ing configuration file

#http-98 [https://projects.tigase.net/issue/http-98]: Setup tests are failing since Septempter

#http-99 [https://projects.tigase.net/issue/http-99]: Enforce max-file-size limit

#http-100 [ https.//projects.tigase.net/issue/http-100]: Prevent enabling all Message* plugins
#http-101 [https://projects.tigase.net/issue/http-101]: Prevent enabling all Mobile* plugins

#http-102 [https://proj ects.tigase.net/issue/http-102]: Last activity plugins handling should beimproved

#http-103 [https://projects.tigase.net/issue/http-103]: Enabling http-upload should give an info about
reguirement to set domain/store

#http-105 [ https://projects.tigase.net/issue/http-105]: Handle forbidden charactersin filenames
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#http-106 [ https://projects.tigase.net/issue/http-106]: Can’'t remove user for non-existent VHost

#http-107 [https://projects.tigase.net/issue/http-107]: Allow exposing . wel | - known in the root con-
text

#http-108 [ https://projects.tigase.net/issue/http-108]: Add option to redirect requests from http to https

#http-109 [https://projects.tigase.net/issue/http-109]: openAccess option is missing after migrating the
component to TK

#http-110 [https://proj ects.tigase.net/issue/http-110] : Add support for querying and managing uploaded
files

#http-111 [https://projects.tigase.net/issue/http-111]: DefaultL ogic.removeExpired removal of slot
failed

#http-113 [https.//projects.tigase.net/issue/http-113]: Add condition to redirect only if the X-Forward-
ed-Proto has certain value

#http-114 [https://projects.tigase.net/issue/http-114]: TigaseDBException: Could not allocate slot

#http-116 [https://projects.tigase.net/issue/http-116]: Limiting list of VHosts doesn’t work for JDK
based http-server

#http-117 [https://projects.tigase.net/issue/http-117]: Http redirection doesn’t work in docker

#http-119 [ https://projects.tigase.net/issue/http-119]: Can’t change VHost configuration viaAdmin We-
buUI

#http-120 [https://projects.tigase.net/issue/http-120]: Improve S3 support for HTTP File Upload to ac-
cept custom URL and credentials for S3 storage configuration

#http-121 [https.//projects.tigase.net/issue/http-121]: Deprecate DnsWebService and rewrite /.well-
known/host-meta generator

Available modules

Admin Ul module

This is very smple module for administration of Tigase XMPP Server using HTTP browser. It allows

administrators to execute ad-hoc commands from HTTP browser allowing to change some configuration
options at runtime. It can be accessed by pointing your browser to http://server.address.8080/admin/ and
logging in with admin credentials.

Index module

Thismoduleisdeployed at/ by default and provideslist of installed and available modulesfor the virtual

host when requested.

REST module

Thismodule provides REST-like API for accessing Tigase XM PP Server. It uses Groovy scriptsto process
HTTP requests and prepare responses.
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Server status module

Warning

Thismoduleis still awork in progress!

Thismoduleis designed to present current server status and report possible issues.

Setup module

Moduleis created to act asaweb based installer and configuration utility for Tigase XM PP Server. Allows
you to modify basic Tigase XMPP Server settings, ie. related to database access. Changes may be saved
to configuration file from this module.

Web Ul module

This module contains full web client based on Tigase JaX M PP [http://www.tigase.net/content/jaxmpp-
library:] client library alowing user to chat, manage contacts list (roster), browse message archive, etc.
For moreinformation on thismodule, consult the Administration Guide [ http://docs.tigase.org/tigase-serv-
er/snapshot/Administration_Guide/html/# _use_of the http_api].

DNS Web Service module

For web based XMPP clients it is not possible to execute DNS SRV requests to find address of XMPP
server hosting for particular domain. To solve thisthe DNS Web Service module was created.

It handles incoming HTTP GET request and using Host HTTP header executes DNS requests as
specified in XEP-0156: Discovering Alternative XMPP Connection Methods [https.//xmpp.org/exten-
sions/xep-0156.html]. Results are returned in XML or JSON as specified in the XEP mentioned before.

By default it is deployed a dns-webservice and path for XML response is /dns-
webservi ce/ . wel | - known/ host -meta and for JSON is /dns-webservi ce/ - known/
host - net a. j son.

User Status Endpoint module

This module is designed as an endpoint required for REST APl User Status to work properly. It is not
accessible using HTTP/REST AP, so it can (and in most cases should) be active.

Common module configuration

Enabling/disabling module

Every module can be activated or disabled by adjusting it’s activity in following way:

http {
%odul e_id% (active: false) {}
}

Note

Y ou need to replace %odul e_i d%with the id of module which you want to change activity
(in this case, it will disable module).
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Disabling REST module.

http {
rest (active: false) {}

}
Context path

This property alows you to change the context path that is used by module. In other words, it allows you
to change the prefix used by module. By default every module (with exception of the Index module) uses
a context path that is the same as module id. For example, the REST module ID results in the context
path/ r est

Changing context path for REST moduleto/ api .

http {
rest ({
context-path = -'/api’
-}
}

List of virtual hosts

This provides the ability to limit modules to be available only on listed virtual hosts, and allows to set
context pathto/ for morethan one module. Property acceptslist of strings, which in the case of config.tdsl
fileformat islist of comma separated domain namesand in DSL it iswritten aslist of strings (see Complex
Example).

Moving the REST moduleto be available only for requestsdirected to api . exanpl e. com

http {
rest {
vhosts = [ -'api.exanmple.com -]
-}
}

Complex example

In this example we will disable the Index module and move REST module to http://
api . exanpl e.com andhttp://rest. exanpl e.com

http {
i ndex (active: false) {}
rest {
context-path = -'/'
vhosts = [ -'api.exanmple.com, -'rest.exanple.com -]
-}
}

Module specific configuration

Tigase will try to start a standalone Jetty HTTP server at port 8080 and start up the default modules,
including Rest Modul e which will add context for REST API in the /rest path. Rest Modul e will also
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load all groovy scripts located in scri pt s/ rest/* directories and will bind them to proper actions
forthe/ rest/ * paths.

NOTE: Scriptsthat handle HT TP requestsare availableinthe component repository insr ¢/ scri opt s/
groovy/tigasel/rest/ directory.

Tigase's REST Component comes with two modules that can be enabled, disabled, and configured
separately. Common settings for modules for component properties are used in the following format:

conponent _nane (nodul e: val ue) {} thefollowing settings are available for both listed mod-
ules:

* acti ve - Boolean values true/false to enable or disable the module.
» cont ext - pat h - Path of HTTP context under which the module should be available.

* vhost s - Comma separated list of virtual hosts for which the module should be available. If not con-
figured, the module will be available for al vhosts.

Rest Module

Thisisthe Module that provides support for the REST API. Available properties:

e rest-scripts-dir -Providesability to specify path to scripts processing REST requestsif you do
not wish to use default (scripts/rest).

API keys

In previousversion it was possibleto configureapi - keys for REST module using entrieswithin config-
uration file. In the recent version we decided to remove this configuration option. Now, by default Tigase
XMPP Server requires APl key to be passed to al requests and you need to configure them before you
will be ableto use REST API.

Instead, you should use ad-hocs available on the REST module JID to:

» Add APl key (api - key- add)

» Update API key (api - key- updat e)

» Remove APl key (api - key-renpve);
Tip
If you have Admin Ul enabled, you may log in using admin credentials to this Ul and when you
select CONFI GURATI ON section on the left sidebar, it will expand and allow you to execute any

of those ad-hoc commands mentioned above.

Requests made to the HTTP service must conclude with one of the APl keys defined using
ad-hoc commands: htt p: / /| ocal host : 8080/ r est / adhoc/ sess- nan@lomnai n. conapi -
key=test1l

Note

If you want to allow accessto REST API without usage of any keys, itis possible. To do so, you
need to add an API key with APl key field value equal open_access.
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Note

Y ou can also completely disable api-keys by adding' open- access' = truetothe TDSL
configuration file, either in ht t p bean or any of the modules of that bean, e.g. r est , “admin, etc

DNS Web Service module

For web based XMPP clients it is not possible to execute DNS SRV requests to find address of XMPP
server hosting for particular domain. To solve thisthe DNS Web Service module was created.

It handles incoming HTTP GET request and using passed dormai n and cal | back HTTP parameters
executes DNS requests as specified in XEP-0156: Discovering Alternative XM PP Connection Methods
[https://xmpp.org/extensions/xep-0156.html]. Results are returned in JSON format for easy processing by
web based XM PP client.

By default it is deployed at dns- webser vi ce

Parameters
domain Domain name to ook for XMPP SRV client records.
callback Dueto security reasons web based client may not be able to access some DNS Web Service

due to cross-domain AJAX requests. Passing optional cal | back parameter sets name of
callback for JSONP requests and results proper response in JSONP format.

Discover way to connect to XMPP server

Using host - net a
Y ou should access endpoint available at / dns- webser vi ce/ . wel | - known/ host - net a.

To make it follow specification you should configure a redirection from the root path of your http server
to above path. For example, using nginx:

location -/.well-known/ {
proxy_pass http://Ilocal host: 8080/ dns-webservice/.well-known/;
proxy_set header Host $host;

}
Query particular domain.
If we want to know connectivity optionsfor sur e. i mwe should send HTTP GET requesttohtt p: //

our - xnmpp- server : 8080/ dns- webser vi ce/ ?domai n=sur e. i m&ver si on=2. We will re-
ceive following response:

{
domain: -'sure.in,
c2s: |
{

host: -'tigase.ne',
ip: ['198.100.157.101","'198.100. 157.103","'198. 100. 153. 203" ],
port: 5222,
priority: 5
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-}

_]'

bosh: [
{url:"http://blue.sure.i m5280/bosh'},
{url:"http://green.sure.imb5280/bosh'},
{url:"http://orange.sure.imb5280/bosh'}

_]'

websocket: [
{url:"ws://blue.sure.im5290/"},
{url:"ws://green.sure.imb5290/"'},
{url:"ws://orange.sure.im5290/"}

-]

}

Asyou can seein here we have names and I P address of XM PP servershosting sur e. i mdomain aswell
aslist of URI for establishing connections using BOSH or WebSocket.

This module is activated by default. However, if you are operating in atest environment where you may
not have SRV and A records setup to the domain you are using, you may want to disable this in your
config.tddl file with the following line:

rest {
-'dns-webservice' (active: false) {}
}

Enabling password reset mechanism

It ispossibleto provide users with amechanism for apassword changein caseif they forgot their password
to the XM PP account. To do that you needto havet i gase- extr as. j ar inyour classpath (it ispart of
- di st - max distribution package), enable mai | er and account - emai | - passwor d-resetter.

Example configuration.

account - emai | - password-resetter () {}
mai l er (class: tigase.extras.mailer.Miler) {

-'"mailer-fromaddress' = -'email - address@ o- send-emai | s-froni
-'mailer-sntp-host’ = -'"sntp.enmail.server. coni
-'mail er-snt p-password’ = -'password-for-emil-account’
-'mailer-snp-port' = -'"587" # Email server SMIP port
-'mail er-sntp-usernane’ = -'username-for-emil-account'

}
Note

Y ou need to replace example configuration parameters with correct ones.

With this configuration in place and after restart of Tigase XMPP Server at url http://local host:8080/rest/
user/resetPassword will be available web form which may be used for password reset.

Note

This mechanism will only work if user provided real email address during account registration
and if user still remembers and has access to email address used during registration.
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Admin Ul Guide

The Admin User Interface isan HTTP-based interface that sends REST commands to the server to update
configurations, change settings, and retrieve statistics.

A Note about REST

REST stands for REpresentational State Transfer which is a stateless communication method that in our
case passes commands using HTTP GET, PUT, POST, and DELETE commands to resources within the
Tigase server.

General overview of the Ul

After navigating to the Admin WebUI you will see basic information about navigation. The panel itself
consists of two main parts: * left navigation menu, which groups all configuration items into categories,
* central, main configuration page displaying configuration options of the selected items.

Wz

CONFIGURATION

First steps

+ Main configuration categories are located on the left.
After expanding them you can see a list of items from the group.
Each item has name (upper line) and associated component (lower line).

Each configuration item has name (upper line) and associated component (lower line) as some features
can be executed in the context of different component (for example Updat e |t em Confi gurati on
can be executed for VirtualHost Manager or External Connection Manager)

Configuration

Allows you to configure some of the servers settings, such as message of the day, welcome message or
initialize shutdown of the cluster node.
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Example Scripts

Thisisalist of script examplesthat can be run and do menial functionsfor each component. They may not
have particular value themselves, but are present to be used as reference when writing custom scripts. Get
list of available commands is one script, that is present for every component that is active on the server,
and asitstitleimplies, will provide alist of all commands for that component. Lastly, the two scriptsfrom
the Scripting section of this guide. Generally, there is not much needed to seein this section.

Notifications

This section has one simple command: to be able to send a mass message to all logged in users. There
are three types of messages that can be sent from this section: - normal Messages will show as a pop-
up in most clients. - headline Certain clients will take headline messages and insert them into MUC or
chats between users, otherwise it will create a pop-up like normal messages. - chat Chat messages will
open up achat dialog with users.

Other

This section contains a considerable list of options and settings affecting server functions.

Activate log tracker for a user

This alows you to set alog file to track a specific user. Set the bare or full JD of the user you want to
log, and a name of the files you wish the log to be written to. The files will be written in the root Tigase
directory unless you give a directory like logs/filename. The log files will be named with a .0 extension
and will be named .1, .2, .3 and so on as each file reaches 10M B by default. filename.0 will always be the
most recent. Logging will start once the command has been issued, and cease once the server restarts.

Add SSL certificate

Here you can add SSL certificates from PEM filesto specific virtual hosts. Although Tigase can generate
its own self-signed certificates, this will override any default certificates. The certificates cannot contain
a passphrase, or be encrypted. Be sure that the contents contain both the certificate and private key data.
Y ou a'so have the option to save the certificate to disk, making the change permanent.

Add listener script
This section allows you to create a custom function for the eventbus component. These scripts can have

the server conduct certain operations if set criteria are met. Y ou may write the script in either Groovy or
EMCAscript. Please see the eventbus section for more details.

Add Monitor Task

Y ou can write scripts for Groovy or ECMA Script to add to monitor tasks here. This only adds the script
to available scripts however, you will need to run it from another prompt. Note that these scripts may only
work with the monitor component.

Add Monitor Timer Task

This section alows you to add monitor scripts in Groovy while using a delay setting which will delay
the start of the script.
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Add New Item - ext

Depending on whether you have any external components loaded or not, this may show. This allows you
to add additional external components to the running instance of Tigase.

Add New Item - Vhost

This alows you to add new virtual hosts to the XMPP server. A breakdown of the fieldsis as follows:

Domain name: the full domain name of the new vhost. Tigase will not add anything to this domain, so
if it isti be a subdomain of example.com, you will need to enter sub.domain.com.

Enabled: Whether the domain is turned on or off.

Anonymous enabled: Allow anonymous logins.

In-band registration: Whether or not to allow users to register accounts upon login.
TLSrequired: Require logins to the vhost to conduct a TLS handshake before opening streams.

S2S secret: aserver-generated code to differentiate traffic between servers, typically thereis no need to
enter your own, but you may if you need to get into low level code.

Domainfilter policy: Setsthefilter policy for thisdomain, see This section for adescription of therules.
Domain filter domains: a specific setting to restrict or control cross domain traffic.
Max users. maximum users allowed to be registered to the server.

Allowed C2S, BOSH, Websocket ports: Comma separated list of ports that this vhost will check for
all of these services.

Presence forward address. specific address where presence information is forwarded too. This may be
handy if you are looking to use a single domain for presence processing and handling.

Message forward address: Specific address where all messages will be sent too. This may be useful to
you if you have asingle server handling AMP or message storage and want to keep the load there.

Other Parameters: Other settings you may wish to passto the server, consider this a section for options
after acommand.

Owner: The owner of the vhost who will also be considered an administrator.
Administrators. comma separated list of JIDswho will be considered admins for the vhost.
XEP-0136 Message Archiving Enabled: Whether to turn on or off this feature.

XEP-0136 Required store method: If XEP-0136 is turned on, you may restrict the portion of message
that is saved. Thisisrequired for any archiving, if null, any portion of the message may be stored.

Client certificate required: Whether the client should submit a certificate to login.
Client certificate CA: The Certificate Authority of the client certificate.
XEP-0136 retention period: integer of number of days message archives will be set.

Trusted JIDs: Comma separated list of JDs who will be added to the trusted list, these are JIDS that
may conduct commands, edit settings, or other secure work without needed secure logins.
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XEP-0136 retention type: Sets the type of data that retention period will use. May be User defined
(custom number type), Unlimited, or Number of Days.

XEP-0136 - store MUC messages. Whether or not to store MUC messages for archiving. Default is
user, which allows users to individually set this setting, otherwise true/false will override.

see-other-host redirection enabled: in servers that have multiple clusters, this feature will help to auto-
matically repopulate the cluster list if one goes down, however if this is unchecked, that list will not
change and may attempt to send traffic to a down server.

XEP-0136 Default store method: The default section of messages that will be stored in the archive.

Change user inter-domain communication permission

Hereyou can restrict usersto be able to communicate on specific domains, thisworks similar to thedomain
filtering policy using the same rule sets. For more details, see Domain Based Packet Filtering section for
rule details and specifics. Note that the changes may be made to multiple JIDs at the same time.

Connections Time

Lists the longest and average connection time from clients to servers.

Create Node

This section allows you to create anew node for the pubsub component. Hereis abreakdown of the fields:

The node to create: thisis the name of the node that will be created.

Owner JID: user JD who will be considered the owner of the node.

pubsub#node type: sets the type of node the the new node will be. Options include:
« |eaf Node that can publish and be published too.

« collection A collection of other nodes.

A friendly name for the node: Allows spaces and other characters to help differentiate it from other
nodes.

Whether to deliver payloads with event notifications: asit says, to publish events or not.
Notify subscribers when the configuration changes: default isfalse

Persist items to storage: whether or not to physically store items in the node.

Max # of itemsto persist: Limit how many items are kept in the node archive.

The collection with which the node is affiliated: If the node is to be in a collection, place that node
name here.

Specify the subscriber model: Choose what type of subscriber model will be used for this node. Options
include:

« authorize - Requires all subscriptions to be approved by the node owner before items will be pub-
lished to the user. Also only subscribers may retrieve items.

e open - All users may subscribe and retrieve items from the node.
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» presence - Typicaly used in an instant message environment. Provides a system under which users
who are subscribed to the owner JID’ s presence with afrom or both subscription may subscribe from
and retrieve items from the node.

e roster - Thisisalso used in an instant message environments, Users who are both subscribed to the
owners presence AND is placed in specific allowed groups by the roster are able to subscribe to the
node and retrieve items from it.

« whitelist - Only explicitly allowed JDs are allowed to subscribe and retrieve items from the node,
thislist is set by the owner/administrator.

Specify the Publisher model: Choose what type of publisher model will be used for this node. Options
include:

e open - Any user may publish to this node.
¢ publishers- Only userslisted as publishers may be able to publish.
 subscribers- Only subscribers may publish to this node.

When to send the last published item: This allows you to decide if and when the last published item to
the node may be sent to newly subscribed users.

¢ never - Do not send the last published item.
< on_sub - Send the last published item when a user subscribes to the node.

e on_sub_and_presence - Send the last published item to the user after a subscription is made, and
the user isavailable.

The domains allowed to access this node: Comma separated list of domains for which users can access
this node. By default isis blank, and there is no domain restriction.

Whether to deliver items to available users only: Items will only be published to users with available
status if thisis selected.

Whether to subscription expired when subscriber going offline: This will make all subscriptionsto the
node valid for a single session and will need to be re-subscribed upon reconnect.

The XSL transformation which can be applied to payloads in order to generate an appropriate message
body element: Sinceyou want aproperly formatted <body> element, you can add an X SL transformation
here to address any payloads or extra elements to be properly formatted here.

The URL of the X SL transformati on which can be applied to payloadsin order to generate an appropriate
message body element: This would be the URL of the XSL Transform, e.g. http://www.w3.0rg/1999/
XSL/Transform.

Roster groups allowed to subscribe: alist of groups for whom users will be able to subscribe. If thisis
blank, no user restriction will be imposed.

Notify subscribers when owner changes their subscription or affiliation state: This will have the node
send amessage in the case of an owner changing affiliation or subscription state.

Allows get list of subscribers for each subscriber: Allows subscribers to produce a list of other sub-
scribers to the node.

Whether to sort collection items by creation date or update time: options include
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« byCreationDate - [tems will be sorted by the creation date, i.e. when the item was made.

* byUpdateTime - Itemswill be sorted by the last update time, i.e. when the item was | ast edited/pub-
lished/etc..

DNS Query

A basic DNS Query form.

Default config - Pubsub

Here you may set the default configuration for any new pubsub node. These changes will be made for all
future nodes, but will not affect currently active nodes.

Default room config

This page allows admins to set the default configuration for any new MUC rooms that may be made on
the server.

Delete Monitor Task

This removes a monitor task from the list of available monitor scripts. This action is not permanent as it
will revert to initial settings on server restart.

Delete Node

Provides a space to remove a node from the server. It must be the full name of the node, and only one
node can be removed at atime.

Deleting ALL Nodes

This page allows the logged in admin to delete all nodes from the associated vhost. This change isirre-
versible, be sure to read and check the box before submitting the command.

Fix User’'s Roster
Y ou can fix ausers roster from this prompt. Fill out the bare JID of the user and the names you wish to add

or remove from the roster. Thiswill NOT edit a user’sroster, but rather compare client roster to database
and fix any errors between them.

Fix User’'s Roster on Tigase Cluster

This does the same as the Fix User’s Roster, but can apply to users who may not be logged into the local
vhost, but are logged into a clustered server.

Get User Roster

As the title implies this gets a users' roster and displays it on screen. You can use a bare or full JD to
get specific rosters.

Get any file

Enables you to see the contents of any file in the tigase directory. By default you arein the root directory,
if you wish to go into directory use the following format: logs/tigase.log.0
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Get Configuration File

If you don’t want to type in the location of a configuration file, you can use this prompt to bring up the
contents of either tigase.conf or config.tddl.

Get config.tdsl File

Will output the current config.tdd file, this includes any modifications made during the current server
session.

Get list available commands

This may be listed multiple times for different components, but thiswill do as the section suggest and list
available commands for that particular component.

Load test

Here you can run a test with the pubsub component on any node to test functionality and proper settings
for the node.

Load Errors

Will display any errorsthe server encounters in loading and running. Can be useful if you need to address
any issues.

New command script
This space allows you to create a new command script that will work within the associated component.

Note that under the hyperlinked title, there is a listing of muc.server.org or pubsub.server.org, use these
to determine where the new command will operate.

OAuth Credentials

This alows the setting of new custom OAuth credentials for the server, and you can also require the use
of OAuth tokens for users when they login. Thisis a setting for the specific host you are logged into. If
you are logged into xmppl.domain.com, it will not affect settings for xmpp2.domain.com.

Pre-Bind BOSH user session
This alows a JID to be paired with a BOSH session before that user logs in, can reduce CPU use if you

have a user that logsin viaBOSH on aregular basis, or aweb client that will regularly connect. Y ou may
also specify HOLD and WAIT integers to affect how BOSH operates with the associated JID.

Publish item to node

Thiswindow allowsyou to not only test, but publish an item to the specified node. All fields must be filled
inin order to avoid the server dropping an improperly formatted stanza.

Read ALL nodes

Thiswill load atree of pubsub nodesin memory, it will not output anything asitismainly for devel oper use.
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Rebuild database

This will force Tigase to rebuild databases for the pubsub component, this may be useful for pubsub
subscribers who continue to get pushed events after they unsubscribe.

Reload component repository

Thiswill reload any vhosts that the server isrunning. This may be useful if oneis disconnected or broken
during runtime.

Remove an item

Thiswill remove arunning vhost from the server, you will be presented with alist to pick from.

Remove command script
Like new command script, take a look at the subheading to determine which component you want to
remove the script from. Once there, select the command you wish to remove from the server. If remove

from disk is selected, then the change will be permanent. Otherwise, the command will be removed until
the next server restart.

Remove listener script

Select from alist the listener script you wish to remove. Thiswill only affect custom listener scripts added
to the eventbus component.

Remove room

This provides fields to remove a room from the MUC component. you may suggest an alternative room
which will move occupants to the alternative room once the current one is removed.

Retrieve items
Here you can retrieve items from PubSub nodes, this simulates the get | Q stanza from the pubsub compo-
nent. - Service name - The address of the pubsub component. - Node name - Item node to retrieve items

from. - Item ID - The item ID of the item you wish to retrieve. - Items Since - UTC timestamp to start
search from: YYYY-MM-DDTHH:MM:SSZ

S2S Bad State Connections
This will list any connections to other servers that are considered bad or stale. This will populate very

rarely as Tigase automatically adjusts around clustered servers that go down. In the event a connection
stays bad, it is recommended to reset those connections in the next space.

S2S Reset Bad State Connections

This will reset the connections with other servers that are considered bad and have shown up in the S2S
Bad State Connections page.

S2S Get CID Connection State

For internal developer use only.
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Subscribe to a node

This provides a space for an administrator to manually have a JID subscribe to a particular node.

Unsubscribe from node

Here you can unsubscribe users from a particular node. Users can be a comma separated list.

Update item configuration

Typically youwill seeonly oneitem for vhost-man, but some additional components (ie. ext) may provided
them as well. They each have their own sections, but provide for a plethora of server options. Changes to
the server are donein real time, and may not be permanent.

vhost-man

You will be presented with a list of domains that Tigase is currently hosting, you will be able to change
settings for one domain at a time using this function. Once a domain is selected, you will be able to set
or change the following settings:

Domain name: the full domain name of the new vhost. Tigase will not add anything to this domain, so
if it isti be asubdomain of example.com, you will need to enter sub.domain.com.

Enabled: Whether the domain is turned on or off.

Anonymous enabled: Allow anonymous logins.

In-band registration: Whether or not to allow users to register accounts upon login.

TLS required: Require logins to the vhost to conduct a TL S handshake before opening streams.

S2S secret: aserver-generated code to differentiate traffic between servers, typically there is no need to
enter your own, but you may if you need to get into low level code.

Domainfilter policy: Setsthefilter policy for thisdomain, see This section for adescription of the rules.
Domain filter domains: a specific setting to restrict or control cross domain traffic.
Max users. maximum users alowed to be registered to the server.

Allowed C2S, BOSH, Websocket ports: Comma separated list of ports that this vhost will check for
all of these services.

Presence forward address: specific address where presence information is forwarded too. This may be
handy if you are looking to use a single domain for presence processing and handling.

Message forward address: Specific address where all messages will be sent too. This may be useful to
you if you have asingle server handling AMP or message storage and want to keep the load there.

Other Parameters: Other settings you may wish to pass to the server, consider this a section for options
after acommand.

Owner: The owner of the vhost who will also be considered an administrator.
Administrators: comma separated list of JIDs who will be considered admins for the vhost.

XEP-0136 Message Archiving Enabled: Whether to turn on or off this feature.
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XEP-0136 Required store method: If XEP-0136 is turned on, you may restrict the portion of message
that is saved. Thisisrequired for any archiving, if null, any portion of the message may be stored.

Client certificate required: Whether the client should submit a certificate to login.
Client certificate CA: Client Certificate Authority.
XEP-0136 retention period: Integer of number of days message archives will be set.

Trusted JIDs: Comma separated list of JDs who will be added to the trusted list, these are JIDS that
may conduct commands, edit settings, or other secure work without needed secure logins.

XEP-0136 retention type: Sets the type of data that retention period will use. May be User defined
(custom number type), Unlimited, or Number of Days.

XEP-0136 - store MUC messages. Whether or not to store MUC messages for archiving. Default is
user, which allows usersto individually set this setting, otherwise true/false will override.

see-other-host redirection enabled: in serversthat have multiple clusters, this feature will help to auto-
matically repopulate the cluster list if one goes down, however if this is unchecked, that list will not
change and may attempt to send traffic to a down server.

XEP-0136 Default store method: The default section of messages that will be stored in the archive.

Update user roster entry

This section allows adminsto edit individual usersrosters, although it provides similar functionality to fix
users roster, thisis designed for precision editing of a user roster.

Roster owner JID: The BarelJID of the user roster you wish to edit.

JID to manipulate: The specific BareJID you want to add/remove/change.

Comma separated groups: Groups you wish to add the JID too.

Operation Type: What function will be performed?

e Add - Add the JID to manipulate to the owner JID’ s roster and groups.

¢ Remove - Remove the JID to manipulate from the owner JID’ s roster and groups.

Subscription type: The type of subscription stanza that will be sent to the server, and subsequently
between the two users will be employed.

« None - Select this if neither the owner or the user to be manipulated wishes to receive presence
information.

e From - The Roster Owner will not receive presence information from the JID to manipulate, but the
opposite will betrue.

e To - The JD to manipulate will not receive presence information from the Roster Owner, but the
opposite will betrue.

* Both - Both JDswill receive presence information about each other.

Update user roster entry extended version

This section is an expanded version of the previous one, all fields aready specified are the same with
these additions:
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Scripts

Roster owner name: A friendly name or nickname if you wish to change/create one. not required
Comma separated of owner groups: Groups that the user wants to join/leave. not required

Roster item JID: The specific JID that needs to be edited.

Roster item name: A friendly name or nickname that will be changed/created. not required

Comma separated list of item groups: A group or list of groups that the roster item JID will be added
to/removed from.

Action:

¢ Add/updateitem - Will add or update the item JID in the roster owner’ s roster.

* Removeitem - Will remove theitem JID from the roster owner’ s roster.

¢ Add/update both rosters- Will add or update the item in both roster owner and roster item’ sroster.

* Remove from both rosters - Will remove the item from both roster owner and roster item'’ s roster.

This section will enable administrators to custom write or enter their own scripts for specific components.
Each active component will have an entry for new and remove command scripts and scripts written there
will be for that component.

New Command Script

Description: A friendly name of the script, will be the title of the link in the menu on the left.
Command ID: Internal command that Tigase will use when referencing this script.

Group: The group for the script, which may be any of the headings on the left (Configuration, Example
scripts, Notifications, Other etc..) or your own. If no group exists, anew one will be created.

Language: The language the script is written in. Currently Tigase supports Groovy and EM CA Script.
Script text: the fulltext of the script.

Save to disk: Scriptsthat are saved to disk will be permanently stored in the server’s directory /scripts/
admin/[ Component]/commandID.jsNOTE Scriptsthat are NOT saved to disk will not survive a server
restart.

Remove Command Script

As with New Command Script, there is an entry for each component. This page will provide a space to
remove commands for the selected component. Y ou will be provided alist of scripts associated with that
component. Y ou aso have the open to remove from disk, which will permanently delete the script from
the hard drive the server is on. If thisis unchecked, the script will be unavailable until the next restart.

Statistics

This section is more useful to test statistics scripts and components, as many of them produce very small
amounts of information, however these may be collected by other components or scripts for a better in-
formation display.
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Get User Statistics
Provides a script output of user statisticsincluding how many active sessionsarein use, number of packets

used, specific connections and their packet usage and location. All resources will return individual stats
along with | P addresses.

Get Active User List

Provides a list of active users under the selected domain within the server. An active user is considered
auser currently logged into the XM PP server.

Get list of idle users

Provides alist of users who are idle on the server.

Get list of online users

Provides alist of users who are currently online.

Get number of active users

Provides alist of active users, users who are not idle or away.

Get number of idle users

Provides a number of idle users.

Get top active users

Will produce alist of user-limited users who are considered most active in packets sent.
Users
Add User

Here you can add new users to any domain handled by vHosts, users are added to database immediately
and are ableto login. NOTE: You cannot bestow admin statusto these usersin this section.

Change User Password
This enables you to change the password of any user in the database. Although changes will take effect
immediately, users currently logged in will not know the password has been changed until they try to log
inagain.

Delete User

This removes the user or users (comma separated) from the database. The deleted users will be kicked
from the server once submit is clicked.

End user session

Disconnects the current selected user by ending their session with the server.

395



HTTP API component

Get User Info

This section allows admins to get information about a specific user including current connections as well
as offline and online messages awaiting delivery.

Get registered user list

Thiswill display all registered users for the selected domain up to the number specified.
Modify User

Allows you to modify some user details including E-mail and whether it is an active user.

Tigase Web Client

Tigase now has a fully featured XM PP client built right into the HTTP interface. Everything you would
expect from an XM PP client can now be done from the comfort of your browser window with no software
install required!

The web client is active and available by default on serversv7.2.0 and later.
To access the client, point a browser to the following address: xmpp.your-server.net:8080/ui/

It will ask you for alogin, any bare JID of users registered with the server will work. NOTE: Use your
bare JID for login

Once you have logged in successfully, you will be presented with the following screen.

Fuw B T il bointew Tiakesy T Bl Mg Qi
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Chat

The commands are broken into categories shown here. All changes made in these sections are instant and
should be seen the same as if you were using an external XMPP client like Psi.

NOTE The BOSH client will automatically translate all requests to the server name. In some rare cases
this may not be resolvable by the browser and you will be unable to login. Should that happen, you may
disable that feature using the following line in your config.tdsl:

bosh {
-' send- node- host name' = fal se

}
Y ou may have to specifically designate the bosh URL when using the advanced tag in the login screen.

This is the default window, and your main interface for chatting inside XMPP with this server. NOTE:
you can only communicate to userslogged onto the current server, or connected clusters Usersfrom
your roster will be on the left panel, the right all active discussions and MUCs, as well as the currently
selected chat will be available.

Sure  TigaselM JabberToday TigaseNet Tigase.Org

Chat History Discovery Management —Statistics

Usersthat arelogged in and on your roster will be displayed on the left side. Double-clicking will bring up
anew chat window with the user. Y ou can Right-click on them to bring up a sub menu with the following;

SurelM TigaselM Jabber.Today

Chat History Discovery M
Crai

@ Ceo

P

- John

-
Chat
Modity
Delete
Information

 Chat replicates a double-click and opens a new window for chat.
» Modify brings up a dialogue that allows you to change the JID of the contact, a nickname, and group.

» Delete removes the user from your roster. This will also remove subscription authorization for the se-
lected user to receive presence information effectively removing you from their roster. NOTE: thiswill
not block user packetsfrom your JID

* Info brings up the User Info (this is the disco#info command for the selected user)

The top right section has a few icons with specific functionality, they are;

. adds a new user to your roster.
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. creates a new Multi-user chatroom.
. allows you to edit your user information such as picture and nickname.
. closes the active chat window.

. provides a place to change your password or publish changes to your user info. NOTE: you are
limited to changing the General fields

Discovery

Thisis your service discovery panel, which breaks down by component in the sidebar. Each component
name and its associated JI D islisted to help you find what you need. Most components give you an option
to Execute commands with afew exceptions alowing browsing and the ability to joinaMUC.

Browse allows you to dig deeper into certain components; for example list the chatrooms available in the

MUC component. At thetop of the pagethe specific JID of the component areyou inwill bedisplayed. This
isatext field, and can be edited to reflect the JID of the component (or just the server name) to navigate.

Join to Room will join you to aMUC room that is selected. Alternatively, selecting Join to Room while
MUC component is selected, you can join and start a new MUC room.

Execute Command Provides a hierarchy of commands and options to view and edit settings, run com-
mands and scripts, view contents of files, and see statistics. Since each Component can have a unique
structure it is best to explore each to see what options are available.

Management

Thisis an advanced window for settings and management for the XM PP server.

Configuration

Here you can manage some of the server settings.

Notifications
This section has one simple command: to be able to send a mass message to al logged in users. Y ou may

choose to change the type of message to headline or Normal which will show as a pop-up in most XMPP
clients. Chat messages will open up a chat dialog with users.

Other

This section contains a considerable list of options and settings affecting server functions.

Activate log tracker for a user

This allows you to set alog file to track a specific user. Set the bare or full JID of the user you want to
log, and a name of the files you wish the log to be written to. The files will be written in the root Tigase
directory unless you give a directory like logs/filename. The log files will be named with a .0 extension
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and will be named .1, .2, .3 and so on as each file reaches 10M B by default. filename.0 will always be the
most recent. Logging will cease once the server restarts.

Add SSL certificate

Here you can add SSL certificates from PEM filesto specific virtual hosts. Although Tigase can generate
its own self-signed certificates, thiswill override those default certificates.

Add Monitor Task

Y ou can write scripts for Groovy or ECMA Script to add to monitor tasks here. This only adds the script
to available scripts however, you will need to run it from another prompt.

Add Monitor Timer Task

This section allows you to add monitor scripts in Groovy while using a delay setting which will delay
the start of the script.

Add New Item - ext

Provides amethod to add external componentsto the server. By default you are considered the owner, and
the Tigase load balancer is automatically filled in.

Add New Item - Vhost

This allows you to add new virtual hosts to the XM PP server. A breakdown of the fieldsis as follows:

« Domain name: the full domain name of the new vhost. Tigase will not add anything to this domain, so
if itisti be asubdomain of example.com, you will need to enter sub.domain.com.

» Enabled: Whether the domain is turned on or off.

» Anonymous enabled: Allow anonymous logins.

* In-band registration: Whether or not to allow users to register accounts upon login.

e TLSrequired: Require logins to the vhost to conduct a TL S handshake before opening streams.

o S2Ssecret: aserver-generated code to differentiate traffic between servers, typically thereis no need to
enter your own, but you may if you need to get into low level code.

» Domainfilter policy: Setsthefilter policy for thisdomain, see This section for adescription of therules.
» Domain filter domains: a specific setting to restrict or control cross domain traffic.
» Max users. maximum users allowed to be registered to the server.

» Allowed C2S, BOSH, Websocket ports: Comma separated list of ports that this vhost will check for
al of these services.

* Presence forward address: specific address where presence information is forwarded too. This may be
handy if you are looking to use a single domain for presence processing and handling.

» Message forward address: Specific address where all messages will be sent too. This may be useful to
you if you have asingle server handling AMP or message storage and want to keep the load there.
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 Other Parameters. Other settings you may wish to pass to the server, consider this a section for options
after acommand.

» Owner: The owner of the vhost who will aso be considered an administrator.
« Administrators. comma separated list of JDswho will be considered admins for the vhost.
» XEP-0136 Message Archiving Enabled: Whether to turn on or off this feature.

» XEP-0136 Required store method: If XEP-0136 is turned on, you may restrict the portion of message
that is saved. Thisisrequired for any archiving, if null, any portion of the message may be stored.

* Client certificate required: Whether the client should submit a certificate to login.
 Client certificate CA: The Certificate Authority of the client certificate.
» XEP-0136 retention period: integer of number of days message archives will be set.

* Trusted JDs: Comma separated list of JIDs who will be added to the trusted list, these are JIDS that
may conduct commands, edit settings, or other secure work without needed secure logins.

» XEP-0136 retention type: Sets the type of data that retention period will use. May be User defined
(custom number type), Unlimited, or Number of Days.

* XEP-0136 - store MUC messages: Whether or not to store MUC messages for archiving. Default is
user, which alows usersto individually set this setting, otherwise tue/false will override.

* see-other-host redirection enabled: in servers that have multiple clusters, this feature will help to auto-
matically repopulate the cluster list if one goes down, however if this is unchecked, that list will not
change and may attempt to send traffic to a down server.

» XEP-0136 Default store method: The default section of messages that will be stored in the archive.
Change user inter-domain communication permission
You can restrict users to only be able to send and receive packets to and from certain virtual hosts. This

may be helpful if you want to lock usersto a specific domain, or prevent them from getting information
from a stati stics component.

Connections Time

Lists the longest and average connection time from clients to servers.

DNS Query

A basic DNS Query form.

Default config - Pubsub

This section enables you to change the default pubsub node configuration for al future nodes. Note: these
changeswill be reset on server restart. - pubsub#node type: sets the type of node the the new node will
be. Optionsinclude:

* leaf Node that can publish and be published too.

» collection A collection of other nodes.
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« A friendly name for the node: Allows spaces and other characters to help differentiate it from other
nodes.

* Whether to deliver payloads with event notifications: asit says, to publish events or not.
« Notify subscribers when the configuration changes: default isfalse

* Persist itemsto storage: whether or not to physically store items in the node.

* Max # of itemsto persist: Limit how many items are kept in the node archive.

< The callection with which the node is affiliated: If the node is to be in a collection, place that node
name here.

 Specify the subscriber model: Choose what type of subscriber model will be used for this node.
Optionsinclude:

authorize - Requires all subscriptionsto be approved by the node owner before itemswill be published
to the user. Also only subscribers may retrieve items.

open - All users may subscribe and retrieve items from the node.

presence- Typically used in an instant message environment. Provides a system under which userswho
are subscribed to the owner JID’ s presence with a from or both subscription may subscribe from and
retrieve items from the node.

roster - Thisis aso used in an instant message environments, Users who are both subscribed to the
owners presence AND is placed in specific allowed groups by the roster are able to subscribe to the
node and retrieve items from it.

whitelist - Only explicitly alowed JDs are allowed to subscribe and retrieve items from the node, this
list is set by the owner/administrator.

« Specify the Publisher model: Choose what type of publisher model will be used for thisnode. Options
include:

open - Any user may publish to this node.
publishers- Only userslisted as publishers may be able to publish.
subscribers - Only subscribers may publish to this node.

« When to send the last published item: This allows you to decide if and when the last published item
to the node may be sent to newly subscribed users.

never - Do not send the last published item.
on_sub - Send the last published item when a user subscribes to the node.

on_sub_and_presence - Send the last published item to the user after a subscription is made, and the
user isavailable.

» Thedomainsallowed to accessthisnode: Commaseparated list of domainsfor which users can access
this node. If left blank thereis no domain restriction.

* Whether to deliver itemsto available users only: Itemswill only be published to users with available
statusiif thisis selected.
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» Whether to subscription expired when subscriber going offline: This will make all subscriptions to
the node valid for a single session and will need to be re-subscribed upon reconnect.

e The XSL transformation which can be applied to payloads in order to generate an appropriate mes-
sage body element: Since you want aproperly formatted <body> element, you can add an XSL trans-
formation here to address any payloads or extra elements to be properly formatted here.

e The URL of the XSL transformation which can be applied to payloads in order to generate an
appropriate message body element: This would be the URL of the XSL Transform, e.g. http:/
www.w3.0rg/1999/X SL/Transform.

« Roster groups allowed to subscribe: alist of groups for whom users will be able to subscribe. If this
is blank, no user restriction will be imposed.

« Notify subscribers when owner changes their subscription or affiliation state: Thiswill have the node
send a message in the case of an owner changing affiliation or subscription state.

» Allows get list of subscribers for each subscriber: Allows subscribers to produce alist of other sub-
scribers to the node.

« Whether to sort collection items by creation date or update time: options include
» byCreationDate - Itemswill be sorted by the creation date, i.e. when the item was made.

» byUpdateTime - Items will be sorted by the last update time, i.e. when the item was last edited/pub-
lished/etc..

Default room config

Allows you to set the default configuration for new MUC rooms. This will not be able to modify current
in use and persistent rooms.

Delete Monitor Task

This removes a monitor task from the list of available monitor scripts. This action is not permanent as it
will revert to initial settings on server restart.

Fix User’'s Roster

You can fix a users roster from this prompt. Fill out the bare JID of the user and the names you wish to
add or remove from the roster. Y ou can edit ausers roster using this tool, and changes are permanent.

Fix User’'s Roster on Tigase Cluster

This does the same as the Fix User’ s Roster, but can apply to usersin clustered servers.

Get User Roster

As the title implies this gets a users roster and displays it on screen. You can use a bare or full JD to
get specific rosters.

Get any file

Enables you to see the contents of any file in the tigase directory. By default you arein the root directory,
if you wish to go into directory use the following format: logs/tigase.log.0
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Get Configuration File

If you don’t want to type in the location of a configuration file, you can use this prompt to bring up the
contents of either tigase.conf or config.tdsl.

Get config.tdsl File

Will output the current config.tdd file, this includes any modifications made during the current server
session.

Load Errors

Will display any errors the server encountersin loading and running. Can be useful if you need to address
any issues.

New command script - Monitor

Allowsyou to write command scriptsin Groovy and store them physically so they can be saved past server
restart and run at any time. Scripts written here will only be able to work on the Monitor component.

New command script - MUC

Allowsyou to write command scriptsin Groovy and store them physically so they can be saved past server
restart and run at any time. Scripts written here will only be able to work on the MUC component.

OAUth credentials

Uses OAuth to set new credentials and enable or disable a registration requirement with a signed form.

Pre-Bind BOSH user session

Allows admins to pre-bind a BOSH session with afull or bare JD (with the resource automatically pop-
ulated on connection). Y ou may aso specify HOLD or WAIT parameters.

Reload component repository

Thiswill show if you have any external components and will reload them in case of any stuck threads.

Scripts

This section provides a list of command scripts for all active components. Each component has the fol-
lowing options - New command script provides a method to author new command scripts for specific
components written in EMCA Script or Groovy. You do have an option to save the script to disk which
will make the script permanent within the server. - Remove command script allows you to remove the
selected script from the repository. If Remove from disk isnot checked, the script will be unavailable until
server restart. If it is, it will be permanently removed from the server.

Newly made commands will be listed under the Group listing in the left column.
Statistics

These statistics might be more useful as script resultsyield small bits of data, but you may find them useful
when looking for server loads or finding user issues.
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Get User Statistics
Provides ascript output of user statisticsincluding how many active sessionsarein use, number of packets
used, specific connections and their packet usage and location. All resources will return individual stats
along with | P addresses.

Get Active User List

Provides a list of active users under the selected domain within the server. An active user is considered
auser currently logged into the XM PP server.

Get list of idle users
Thiswill list al idle users separated by vhost.

Get list of online users

Thiswill list users separated by the vhost they are connected to. The list will include the bare JID as well
as any resources for that JID.

Get number of active users
This displays the number of current active users.
Get number of idle users
This section returns the number of active users per specific vhost.

Get top active users

Thiswill list the top number of active users by packets sent and online time. This list will only be built
with users currently online and from all vhosts.

Users

Add New User

Here you can add new users to any domain handled by vHosts, users are added to database immediately
and are ableto login. NOTE: You cannot bestow admin statusto these usersin this section.

Change user password
Allowsfor adminsto change the password of aspecific user without needing to know the original password

for the selected bare JID. Users currently logged in will not know password has been changed until they
attempt to re-login.

Delete user
Provides atext window for adminsto input the bare JID of the user they wish to remove from the server.

Get User Info

This section allows admins to get information about a specific user including current connections as well
as offline and online messages awaiting delivery.
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Get registered user list

Providesalist of vhoststo search and a maximum number of usersto list. Oncerun, the script will display
alist of registered bare J Ds of users from the selected vhost.

Modify User

Allows you to modify some user details including E-mail and whether it is an active user.
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Chapter 6. HTTP File Upload
component

Tigase's HTTP File Upload component is an implementation of XEP-0363 HTTP File Upload [http://
xmpp.org/extensions/xep-0363.html:] specification. This allows file transfer between XMPP clients by
uploading afileto HTTP server and sending only link to download file to recipient.

This implementation makes use of the HTTP server used by Tigase XMPP Server and Tigase HTTP API
component to provide web server for file upload and download.

By default this component is disabled and needs to be enabled in configuration file before it can be used.

Another requirement is that the proper database schema needs to be applied to database which will be
used by component.

Enabling HTTP File Upload Component

Configuration.

upl oad() {}

Metadata repository

Running the component requires a repository where it can store information about allocated slots. For
this, a metadata repository is used. It is possible to specify a specific implementation of Fi | eUpl oad-
Reposi t ory for every domain.

By default, metadata for all domainswill be stored inthedef aul t repository. Implementation of which
will be selected based on kind of data source defined asdef aul t .

DummyFileUploadRepository

Thisis very simple repository which does not store any data. Due to that, it can be very fast! However, it
is not able to remove old uploads and apply any upload limits.

JDBCFileUploadRepository

This repository implementation stores datain database used to store procedures and functions. By defaullt,
data should be stored inthe ti g_hf u_sl ot s table but it can be changed by modification of stored
procedures or reconfiguration of the repository implementation to use different stored procedures and
functions than provided.

Storage

Component contains a pluggabl e storage mechanism, which means that it isrelatively easy to implement
custom storage provisions. By default Di r ect or y St or e based storage is used.

Currently following storage providers are available out of the box.
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DirectoryStore

This storage mechanism places filesin subdirectories with names that correspond to theid of allocated slot
[http://xmpp.org/extensions/xep-0363.htmi#intro:]. If required, it is possible to group al slot directories
allocated by single user in adirectory containing this user name.

By default there is no redundancy if this store is used in clustered environment. Every file will be stored
on asingle cluster node.

Available properties:

path Contains path to directory in which subdirectory with files will be created on the
local machine. (default: dat a/ upl oad)

group-by-user Configuresif slots directories should be grouped in user directories. (default: false)

Logic

Logicisresponsible for generation of URI and applying limits. It groups al configuration settings related
to dlocation of dots, etc.

Available properties:

local-only Allow only users with accounts on the local XM PP server to use this com-
ponent for slot alocation. (default: true)

max-file-size Set maximum size of asingle alocated slot (maximum file size) in bytes.
(default: 5000)

port Specifiesthe port which should be used in generating the upload and down-
load URI. If it is not set, then secured (HTTPS) server port will be used if
available, and plain HTTP in other case. (default: not set)

protocol Protocol which should be used. This is only used in conjunction with
port . Possible values are:

* http
 https

serverName Server nameto use as domain part in generated URI. (default: server host-
name)

upload-uri-format Template wused in generation of URI for file upload.

(default: { prot o}://{serverNane}: {port}/upl oad/ {user-
Jid}/{slotld}/{filenane})

download-uri-format Template used in generation of URI for file
download. (default: {proto}://{serverNane}:{port}/ up-
| oad/ {slotld}/{fil enane})

URI template format

Every block in the template between{ and} isanamed part which will be replaced by the property value
during generation of URI for dlot.
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Blocks possible to use:
proto Name of protocol.

serverName Domain name of server.

port Port on which HTTPS (or HTTP) server islistening.
userJid JID of user requesting slot allocation.
domain Domain of user requesting slot allocation.
slotld Generated |D of slot.
filename Name of file to upload.
Note

slotldandfil enane arerequired to be part of every URI template.

Warning

Inclusion of user Ji d or donmai n will speed up the lookup for slot id during upload and down-
load operation if more than one metadata repository is configured. However, this may lead to
leak of user JID or user domain if message with URI containing this part will be send to recipient
which is unaware of the senders JID (ie. in case of anonymous MUC room).

File upload expiration

From time to time it is required to remove expired file to make place for new uploads. This is done by
theexpi rati on task.

Available properties:

expiration-time How long the server will keep uploaded files. Vaue in Java Period
format [https://docs.oracle.com/javase/8/docs/api/javaltime/Period.html#parse-
java.lang.CharSequence-:] (default: P30D - 30 days)

period How often the server should look for expired filesto remove. Valuein JavaPeriod
format [https://docs.oracle.com/javase/8/docs/api/javaltime/Period.html#parse-
java.lang.CharSequence-:] (default: P1D - 1 day)

delay Time since server start up before the server should look for expired files to re-
move. Valuein JavaPeriod format [https://docs.oracle.com/javase/8/docs/api/ja
valtime/Period.html#parse-java.lang.CharSequence-:] (default: 0)

limit Maximum number of filesto remove during asingle execution of expi r at i on.
(default: 10000)

Examples

Complex configuration example

Configuration with aseparate repository for metadatato exanpl e. compointingtofi | e_upl oad data
source, custom upload and download URI, maximum file size set to 10M B, expiration done every 6 hours
and grouping of dlot folders by user jid.
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Complex configuration example.

upl oad() {
logic {
| ocal -only = fal se
max-file-size = 10485760
upl oad-uri-format = -'{proto}://{serverNane}: {port}/upl oad/{userdid}/{sl ot
downl oad-uri-format = -'{proto}://{serverNane}:{port}/upl oad/ {donain}/{slo

-}

expiration {
peri od = P6H
-}

repositoryPool {
-'example.com () {

dat a-source = -"file_upl oad"
-}
-}
store {
group- by-user = true
-}

}
Example configuration for clustering with HA

Configuration for high availability in a cluster with common storage at / rmt / shar ed and both servers
availableasupl oad. exanpl e. com

Example configuration with HA.

upl oad() {
logic {
upl oad-uri-format = -'{proto}://upl oad. exanpl e. com {port}/upl oad/ {userJi d}
downl oad-uri-format = -'{proto}://upl oad. exanpl e. com {port}/upl oad/ {donai n
-}
store {
path = -'/mt/shared/ upl oad’
-}
}

S3 support for HTTP File Upload

By default HTTP File Upload component shipped with Tigase XM PP Server stores uploaded fileslocally
in the directory structure. If you are using AWS it may be better to store data using external service like
S3 which are better suited for this task and are more resilient.

Note

For this feature to work please make sure that you are using all required dependencies (ei-
ther by using - di st - max package or obtaining them from tigase-extras aws module [https.//
github.com/tigase/tigase-extras/tree/master/aws])
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Enabling storage in S3

To enable storage in S3, you need to add following lines to your configuration file:

upl oad () {
store (class: tigase.extras. http.upload. S3Store, active: true, exportable: tru
bucket = -'bucket - nane’
-}
}

Thiswill enable HTTP File Upload component and configure it to be used with S3 bucket named buck-
et - name in the same region as your EC2 instance on which Tigase XMPP Server is running.

Warning

Y ou would need to manually create this S3 bucket and allow your EC2 instance to accessit (read
and write). Alternatively, you could add aut ocr eat eBucket = trueinsidest or e block,
which will enable Tigase XM PP Server to create this S3 bucket in the local AWS region.

If youwish to use S3 bucket from another AWS region, you can do that by adding settingr egi on property
in the st or e block to the id of the AWS region, ie. set tous-west - 2 touse US West (Oregon)

region:
upload () {
store (class: tigase.extras. http.upload. S3Store, active: true, exportable: tru
bucket = -'bucket - nane'
region = -'us-west-2'
-}
}

If you wish to share the same S3 bucket between different install ations of Tigase XM PP Server, you should
configure bucket KeyPr ef i x property of st or e with different identifiers for each installation. That
will allow you to easily filter data uploaded for each installation and will allow Tigase XMPP Server to
provide you with correct storage usage for each installation.

upload () {
store (class: tigase.extras. http.upload. S3Store, active: true, exportable: tru
bucket = -'bucket - nane'
bucket KeyPrefix = -'45252AF
-}
}
S3Store requires appropriate IAM policy:
{
-"Version": -"2012-10-17",
-"Statenent": |
{
-"Sid": -"Visual EditorQ",
-"Effect": -"Alow',
-"Action": |

-"s3: Li st St orageLensConfi gurations”,
-"s3: Get AccessPoi nt",

-"s3: Put Account Publ i cAccessBIl ock",
-"s3: Get Account Publ i cAccessBIl ock",
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-"s3: Li st Al'l MyBucket s",
-"s3: Li st AccessPoi nts",
-"s3: Li stJobs",
-"s3: Put St or ageLensConfi guration”,
-"s3: Creat eBucket ",
-"s3: Get Bucket Locat i on”

_]'

-"Resource": -"*"

_}'
{

-"Sid": -"Visual Editor1",

-"Effect”: -"Alow',

-"Action": |
-"s3:*"

_]'

-"Resource": |
-"arn: aws: s3::: bucket - nane",
-"arn: aws: s3::: bucket - nane/ *",
-"arn:aws: s3: *:441807014745: accesspoi nt/*",
-"arn:aws: s3:*:441807014745: st or age- | ens/ *",
-"arn: aws: s3: *: 441807014745 j ob/ *"
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HTTP server instanceisprovided asht t pSer ver by default. The server will only be active and enabled
if either the HTTP API component or HTTP File Upload component is enabled. This project uses the
default implementation of an http server provided by HttpServer [https://docs.oracle.com/javase/8/docs/
jrefapi/net/httpserver/spec/com/sun/net/httpserver/package-summary.html] found embedded in Java JDK.

Note

Thisimplementation is good only for small installations of if thereisno requirement for ahigh
performance HTTP server. If thisis do not match your requirements, it is recommended to use
Jetty as the embedded HTTP server using Tigase HTTP API - Jetty HTTP Server project.

Dependencies

The default HTTP server implementation requires almost no dependencies as most calls are already em-
bedded within JDK 8. However as acommon API for processing HTTP requestsis needed, asisthe same
for HTTP server from JDK and Jetty, we have decided to use HTTP Servlet APl in version 3.1.

The required files can be downloaded from Tigase HTTP API project [https.//projects.tigase.org/projects/
tigase-http-api/files] section or using following link servlet-api-3.1.jar [https://projects.tigase.org/attach-

ments/download/1504/servlet-api-3.1.jar]

Please note that thisfileisincluded in dist-max, exe, and jar installer distributions of Tigase XM PP server.

Configuration Properties

The HTTP server can be configured using any of all of the following properties. Note that these settings
only apply to the default implementation provided by Tigase HTTP API.

ports

connections

This property is used to configure on which ports on HTTP server should listen for
incoming connections. If it is not set then default port 8080 will be used

It is used to group configurations passed to ports

{port}

For every { port } you can pass separate configuration. To do so you will
need to replace { port } with port number, ie. 8080. For every port you
can pass following properties:

socket

domain

Setstype of socket used for handling incoming connections. Ac-
cepted values are;

* pl ai n - port will work in plain HTTP mode (default)
* ssl| - port will work in HTTPS mode

This property is used to configure domain name of SSL certifi-
cate which should be used by HTTP server running on this port
(if socket issettossl ). If itisnot set (or it will be omitted)
then Tigase XM PP Server will try to use SSL certificate for the
host to which client tries to connect. If there will be no SSL
certificate for that domain name, then default SSL certificate of
Tigase XMPP Server will be used.

412


https://docs.oracle.com/javase/8/docs/jre/api/net/httpserver/spec/com/sun/net/httpserver/package-summary.html
https://docs.oracle.com/javase/8/docs/jre/api/net/httpserver/spec/com/sun/net/httpserver/package-summary.html
https://docs.oracle.com/javase/8/docs/jre/api/net/httpserver/spec/com/sun/net/httpserver/package-summary.html
https://projects.tigase.org/projects/tigase-http-api/files
https://projects.tigase.org/projects/tigase-http-api/files
https://projects.tigase.org/projects/tigase-http-api/files
https://projects.tigase.org/attachments/download/1504/servlet-api-3.1.jar
https://projects.tigase.org/attachments/download/1504/servlet-api-3.1.jar
https://projects.tigase.org/attachments/download/1504/servlet-api-3.1.jar

HTTP server

Additional properties of embedded HTTP server

With embedded HT TP server, you have afew additional propertieswithin execut or section, which you
can passto adjust thisHTTP server.

executor Name of the subsection

threads This property is used to configure the number of threads used to
handle HTTP requests, ie. 10

reguest-timeout Property used to set timeout for processing asingle HTTP request
(in milliseconds), ie. 30000

accept-timeout Property used to set timeout for reading HT TP request headers (in
milliseconds), ie. 2000

Examples

Below are few examples for use in DSL based configuration format and older properties based format.

HTTPS on port 8443 with SSL certificate for
example.com

In configuration file ht t pSer ver related configuration should look like this:

htt pServer ({
connections {

8443 () {

socket = ssli

domain = -'exanpl e. coni
-}

-}
}

Changing port from 8080 to 8081

htt pServer {
connections {
8080 (active: false) {}
8081 () {}
-}
}

Redirections from HTTP to HTTPS

It sbeneficial to use HTTPS as much as possible, however often it requires adding redirection fromht t p
toht t ps. Whileit's possible to have it done using external solutions (additional http servers like nginx
or apache or some sort of |oad balancer with such feature) it’'s convenient to have it build-in.

Feature implemented in Tigase XM PP Server allows specifying r edi r ect Ur i which consists of desti-
nation hostname and optionally port and path. Specifying any query parametersISNOT supported. r edi -
rect Uri hassupportfor{host} variablewhich can be used to keep original server namein theredirec-
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tion from the original request, ie.redi rect Uri = ' https://{host}: 8089" to redirect request
to the same server but on port 8089 (original path URI and query string will be automatically appended
to theredirection URL).

It's also possible, that Tigase XMPP server handles on it's plain socket port regular ht t p request as
well as ht t ps handled by load balancer/proxy that terminates HTTPS traffic and forwards the request
using ht t p protocol. In that case unconditional request would result in infinite redirection. Fortunately
it's possible to specify condition under which redirection should happen using r edi r ect Condi ti on
option. It hasto be set for the redirection to wrok. Currently following values are supported (they should
be self-explanatory):

* never,
e http,

* https,
e al ways

htt pServer ({
connections {

8080 () {
redirectCondition = -'http'
redirectUi = -'"https://{host}: 443
-}

-}
}

Usage of Jetty HTTP server as HTTP server

As mentioned before it is possible to use Jetty as HTTP server for improved performance. Jetty APl can
be used in one of two forms: Standalone and OSGi.

Standalone

In this case the Jetty instance is created and configured internally by Tigase HTTP API. This alows for
the same configuration properties used as for default HTTP server configuration.

Configuration with use of standalone Jetty HTTP Server.

htt pServer (class: tigase.http.jetty.JettyStandal oneHttpServer) {

}
HTTP/2 and Jetty HTTP Server

If Jetty HTTP server is used in standalone mode, JDK which Tigase is using is newer then JDK 8 and
HTTP server is configured to serve data over encrypted (ssl or t | s) connections then HTTP/2 will be
enabled by default.

However it is possible to disable HTTP/2 by setting use- ht t p2 property of encrypted portto f al se,
ie. for port 8443:

httpServer (class: tigase.http.jetty.JettyStandal oneHttpServer) {
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-'8443" () {
socket = ssli
-'use-http2' = fal se

-}

OSGi

This can only be used when Tigase isrunning inside OSGi container. If thisisused Tigase HTTP API will
try to retrieve Jetty HTTP server from OSGi container and use it.

Note

Jetty HTTP server instance is not configured by Tigase. We would only use this instance for
deployment.

Configuration in OSGi mode with use of Jetty HTTP Server.

httpServer (class: tigase.http.jetty.JettyOSG HttpServer) ({

}
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Chapter 8. Tigase Message Archiving
Component

Tigase Team <team@tigase.net [mailto:team@tigase.net]> :toc: :numbered: :website: http://tigase.net
:Date: 2016-11-11

Welcome to Tigase Message Archiving component guide

Tigase Message Archiving Component

Tigase Message Archiving Component originated as implementation of XEP-0136: Message Archiving
[http://xmpp.org/extensions/xep-0136.html:] to add support for archiving of messages exchanged using
Tigase XMPP Server. In current version component supports also XEP-0313: Message Archive Man-
agement [ http://xmpp.org/extensions/xep-0313.html] specification to allow easier accessto archived mes-

sages.

Tigase Message Archiving Release Notes

Welcome to Tigase Message Archiving 3.0.0! This is a feature release for with a number of fixes and
updates.

Tigase Message Archiving 3.0.0 Release Notes

Major Changes
* Add support for urn:xmpp:mam:2

» Add support for XEP-0308: Last Message Correction [https://xmpp.org/extensions/xep-0308.html]

All Changes

* #mam-47 [https://projects.tigase.net/issue/mam-47]: Add support for urn:xmpp:mam:2
 #mam-49 [https://proj ects.tigase.net/issue/mam-49]: Historical message duplication
* #mam-50 [https://proj ects.tigase.net/issue/mam-50]: X EP-0308: Last Message Correction

» #mam-51 [https://projects.tigase.net/issue/mam-51]: Fix OMEMO encrypted messages are not stored
by MA or MAM

* #mam-54 [https://projects.tigase.net/issue/mam-54]: Fix NPE in MAM/Message Archiving

e #mam-55 [https://projects.tigase.net/issue/mam-55]: Fix Illega ArgumentException in Mes
sageArchiveV HostltemExtension

» #mam-56 [https://projects.tigase.net/issue/mam-56]: Fix upgrade-schema failes
 #mam-58 [https://proj ects.tigase.net/issue/mam-58]: Change message archiving rules

* #mam-60 [https://projects.tigase.net/issue/mam-60]: Fix Message carbons stored in MAM
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 #mam-61 [https://projects.tigase.net/issue/mam-61]: Adjust schemato use new primary keys

» #mam-65 [https.//projects.tigase.net/issue/mam-65]: Fix archiveMessage: Data truncation: Data too
long for column _body

* #mam-66 [https://projects.tigase.net/issue/mam-66] : Fix NPE in
AbstractM AM Processor.updatePrefrerences()

» #mam-67 [https.//projects.tigase.net/issue/mam-67]: Fix Incorrect datetime value in JDBCMes-
sageArchiveRepository

 #mam-68 [https://projects.tigase.net/issue/mam-68]: Add option to disable local MAM archive

» #mam-69 [https://projects.tigase.net/issue/mam-69]: Fix Data truncation: Data too long for column
' stanzald'

» #mam-70 [https://projects.tigase.net/issue/mam-70]: Fix Schema is inconsistent (tigase.org mysgl vs
clean postgresql)

* #mam-72 [https://projects.tigase.net/issue/mam-72]: Fix Deadlock on inserting message
Previous Releases

Tigase Message Archiving 2.x release

Major changes
Tigase Message Archiving component has undergone a few major changes to our code and structure. To
continue to use Tigase Message Archiving component, afew changes may be needed to be made to your
systems. Please see them below:

Database schema changes

We decided to no longer use in-code database upgrade to update database schema of Message Archiving
component and rather provide separate schema files for every supported database.

Additionally we moved from in-code generated SQL statements to stored procedures which are now part
of provided database schemafiles.

To continue usage of new versions of Message Archiving component it is required to manually load new

component database schema, see the section called “Preparation of database” section for informations
about that.

Warning

Loading of new database schemais required to use new version of Message Archiving compo-
nent.

New features

Support for Message Archive Management protocol

Now Tigase Message Archiving component supports searching of archived message using XEP-0313;
Message Archive Management [http://xmpp.org/extensions/xep-0313.html:] protocol.
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For details on how to enable this feature look into the section called “ Support for MAM”
Support for using separate database for different domains

Since this version it is possible to use separate archived messages based on domains. This allows you to
configure component to store archived message for particular domain to different database.

For more informations please look into the section called “ Using separate store for archived messages’

Additional features

Tigase Message Archiving Component contains few additional features useful for working with message
archives.

Querying in all messages

Feature allows user to search al of his archived messages without a need to specify who was send/receiver
of this message. To search in all messages, request sent to retrieve archived messages should not contain
wi t h attribute. Asaresult, whenwi t h attributeisomitted <chat / > element of responsewill not contain
wi t h attribute but every <t o/ > and <f r oml > element will contain wi t h attribute.

Querying by part of message body

This feature allows user to query for messages or collections containing messages which in body of a
message contained text passed by user.

To execute request in which user wants to find messages with "test failed" string XMPP client needs to
add following element

<query xm ns="http://tigase.org/protocol/archive#query">
<cont ai ns>t est fail ed</contains>
</ query>

as child element of @retrieve@ or @list@ element of request.
Example query requests

Example 1

Retrieving messageswith "test failed" stringwithuserj ul i et @apul et . combetween2014- 01- 01
00: 00: 00 and 2014- 05- 01 00: 00: 00

<iqg type="get" id="query2">
<retrieve xm ns='urn:xnmpp: archi ve
wi th="juliet@apul et.con
fronr' 2014- 01- 01T00: 00: 00Z
end=' 2014- 05- 01T0O0: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archive#query">
<cont ai ns>t est fail ed</contai ns>
</ query>
</retrieve>
<lig>
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Example 2

Retrieving collections containing messages with "test failed" string with user j ul i et @apul et. com
between 2014- 01- 01 00: 00: 00 and 2014- 05- 01 00: 00: 00

<iq type="get" id="query2">
<list xm ns="urn: xnpp: ar chi ve
wi th="juliet@apul et.coni
from=' 2014-01- 01TOO: 00: 00Z
end=' 2014- 05- 01T00: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archi ve#query">
<cont ai ns>test fail ed</contains>
</ query>
</list>
</ig>

Querying by tags

Thisfeature adds support for tagging messages archived by Message Archiving component and by default
is disabled (to learn how to enable this feature please see the section called “Enabling support for tags”
section).

Tagging can be done only by user sending message as to tag message tag needs to be included in message
content (message body to be exact).

Currently there are 2 types of tags supported:
* hasht ag - words prefixed by "hash” (#) are stored with prefix and used astag, i.e. #Ti gase
* nmenti on - words prefixed by "at" (@) are stored with prefix and used astag, i.e. @i gase

Custom feature allows user to query/retrieve messages or collections from archive only containing partic-
ular tag or tags. To execute request in which user wants to retrieve only messages tagged with @Jser 1
and #Peopl e XMPP client executing request needs to add following element as child element of <r e-
trievel/ >elementor<list/>eement:

<query xm ns="http://tigase.org/protocol/archive#query">
<t ag>#Peopl e</ t ag>
<tag>@Jser 1</ t ag>

</ query>

Querying/retrieving list of messages or collections

Example 1

Request to retrieve messages tagged with @ser1l and #Peopl e from chat with user
juliet@apul et. combetween2014- 01- 01 00: 00: 00 and2014- 05- 01 00: 00: 00

<iqg type="get" id="query2">
<retrieve xm ns="urn:xnpp:archive'
wi th="juliet@apul et.com
frons' 2014- 01- 01T00: 00: 00Z'
end=' 2014- 05- 01T0O0: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archive#query">
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<t ag>#Peopl e</ t ag>
<t ag>@Jser 1</t ag>
</ query>
</retrieve>
<lig>

Example 2:

Request to retrieve collections containing messages tagged with @Jser 1 and #Peopl e from chat with
userj ul i et @apul et . combetween 2014- 01- 01 00: 00: 00 and 2014- 05- 01 00: 00: 00

<iq type="get" id="query2">
<list xm ns='"urn: xnmpp: archi ve
with="juliet@apul et.con
froms' 2014- 01- 01T00: 00: 00Z
end=' 2014- 05- 01T00: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archive#query">
<t ag>#Peopl e</ t ag>
<tag>@Jser 1</ t ag>
</ query>
</list>
</ig>

Retrieving list of tags used by user starting with some text

To search for hashtags or user names aready used following request might be used:

<ig type="set" id="query2">
<tags xm ns="http://tigase.org/protocol/archive#query" |ike="#test"/>
</ig>

whichwill return suggested similar hashtags which where found in database for particular user if following
response:

<iq type="result" id="query2">
<tags xm ns="http://tigase.org/protocol/archive#query" |ike="#test">
<t ag>#t est 1</ t ag>
<t ag>#t est 123</t ag>
<set xm ns="http://jabber.org/protocol/rsni>
<first index="0">0</first>
<l ast >1</| ast >
<count >2</ count >
</set>
</tags>
</ig>

Automatic archiving of MUC messages

If this feature is enabled MUC messages are stored in Message Archiving repository and are added
in same way as for any other messages and j i d of MUC room is used as j i d of message sender,
so if MUC message sent from t est @ruc. exanpl e. comwas stored then to retrieve this messages
t est @ruc. exanpl e. comneedsto be passed aswi t h attribute to message retrieve request. Retrieved
MUC messages will be retrieved in same format as normal message with one exception - each message
will contain nane attribute with name of occupant in room which sent this message.
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Thisfeatureis by default disabled but it is possible to enable it for particular user. Additionally it is possi-
ble to change default setting on installation level and on hosted domain level to enablethisfeature, disable
feature or allow user to decide if user want this feature to be enabled. For more information about config-
uration of thisfeature look at the section called “ Configuration of automatic archiving of MUC messages”

Note

* Itisworth to mention that even if more than on user resource joined same room and each re-
source will receive same messages then only single message will be stored in Message Archv-
ing repository.

* Itisalsoimportant to note that MUC messages are archived to user message archive only when
user isjoined to MUC room (so if message was sent to room but it was not sent to particular
user)

Database

Preparation of database

Before you will be able to use Tigase Message Archiving Component and store messages in particular
database you need to initialize this database. We provide few schemas for this component for MySQL,
PostgreSQL, SQL Server and DerbyDB.

They are placed in dat abase/ directory of installation package and named in dbt ype- nes-
sage- ar chi vi ng- ver si on. sql , wheredbnane in name of database type which this schema sup-
portsand ver si on isversion of a Message Archiving Component for which this schemais designed.

Y ou need to manually select schemafor correct database and component and load this schemato database.
For more information about |oading database schema look into the section called “ Database Preparation”
section of ?7?7?

Upgrade of database schema

Database schema for our components may change between versions and if so it needs to be updated be-
fore new version may be started. To upgrade schema please follow instructions from the section called
“Preparation of database” section.

Note

If you use SNAPSHOT builds then schemamay change for same version as this are versions we
are till working on.

Schema description

Tigase Message Archiving component uses few tables and stored procedures. To make it easier to find
them on database level they are prefixed witht i g_na_.

Tabletig ma jids

Thistable stores all jids related to stored messages, ie. fromt o and f r omattributes of archived stanzas.

Field Description Comments
jid_id Database ID of aJID
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Field Description Comments

jid Value of abare JID

jid_shal SHA1 value of lowercased bare JID Used for proper bare JID comparison dur-
ing lookup.

(N/A to PostgreSQL schema)

domain Domain part of abare JID Stored for easier lookup of messages
owned by users of a particular domain

Tableti g _ma_nsgs

Table stores archived messages.
Field Description Comments
stable id Database |D of a message Unique with matching owner _i d
owner_id ID of abare JD of amessage owner Referencesj i d_i dfromtig ma jids
buddy _id ID of abare JID of a message recipi- Referencesj i d_i d fromtig _ma_jids
ent/sender (different than owner)
ts Timestamp of a message Timestamp of archivization or delayed de-
livery
body Body of a message
msgy Serialized message
stanza id ID attribute of archived message
is ref Marks if message is areference to other
message

ref_stable id |st abl e_i d of referenced message

Tabletig ma_tags

Table storestags of archived messages. It stores one tag for many messagesusingti g _ma_nsgs_t ags
to store relation between tag and a message.

Field Description Comments

tag_id Database ID of atag

owner_id ID of abare JID of atag owner ID of bare JID of owner for which mes-
sages with this tag were archived

tag Actual tag value

Tabletig ma_nsgs_tags

Table stores relations between tags and archived messages with this tags.

Field Description Comments

msg_owner_idID of abare JID of atag owner ID of bare JID of owner for which mes-
sages with this tag were archived

msg_stable id Database ID of a message Unique with matching nsg_owner _i d

tag id Database ID of atag Referencest ag_i d fromti g ma_tags
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Configuration

To enable Tigase Message Archiving Component you need to add following block to et c/
config.tdsl file

message-archive () {

}

It will enable component and configure it under name message- ar chi ve. By default it will also use
database configured asdef aul t data source to store data.

Custom Database

Y ou can specify acustom database to be used for message archiving. To dothis, definethe archive-repo-uri
property.

'message-archive' () {
-'archive-repo-uri' = -"jdbc:nysql://1 ocal host/ nmessagear chi vedb?user =t est &pass

}
Here, messagear chi vedb hosted on localhost is used.

XEP-0136 Support

To be able to use Message Archiving component with XEP-0136: Message Archiving [http://xmpp.org/
extensions/xep-0136.html:] protocol, you additionally need to enablenessage- ar chi ve- xep- 0136
SessionManager processor:

sess-man {
nessage- ar chi ve- xep-0136 () {
-}

}

Thisisrequired for some advanced options.

Support for MAM

If you want to use Message Archiving component with XEP-0313: Message Archive Management [http://
xmpp.org/extensions/xep-0313.html:] protocol, then you need to enable ur n: xnpp: mam 1 Session-
Manager processor:

sess-man {
-turn:xnpp:mam 1t () {
-}

}

Setting default value of archiving level for message on a
server

Setting this property will change default archiving level for messagesfor every account on server for which
per account default archiving level is not set. User will be able to change this value setting default modes
as described in XEP-0136 section 2.4 [http://xmpp.org/extensi ons/xep-0136.html#pref-default]
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Possible values are:

fase Messages are not archived
body Only message body will be stored. Message without abody will not be stored with thisvalue
Set

message  While message stanza will be archived (if message should be stored, see the section called
“Saving Options”)

stream In this mode every stanza should be archived. (Not supported)

To set default level to nessage you need to set def aul t - st or e- met hod of nessage- ar chi ve
processor to nessage:

sess-man {
nessage- ar chi ve {
defaul t-store-nethod = -' nessage’
-}
}

Setting required value of archiving level for messages
on a server

Setting this property will change required archiving level for messages for every account on server. User
will beableto changethisto any lower value by setting default modes as described in X EP-0136 section 2.4
[http://xmpp.org/extensi ons/xep-0136.htmli#pref-default] but user will be allowed to set higher archiving
level. If this property is set to higher value then default archiving level is set then this setting will be used
as default archiving level setting.

Possible values for this setting are the same as values for default archiving level setting, see the section
called “ Setting default value of archiving level for message on a server” for list of possible values.

To set required level to body you need to set r equi r ed- st or e- net hod of message- ar chi ve
processor to body::

sess-man {
nmessage- ar chi ve {
requi red-store-nethod = -'body’
-}
}

Enabling support for tags

To enable this feature Message Archiving component needs to be configured properly. You need
to add t ags- support = true lineto message- ar chi vi ng configuration section of et c/
confi g. tdsl file Likeinfollowing example:

nessage- ar chi ve {
tags-support = true

}

where:

e nessage- ar chi ve - isname of configuration section under which Message Archiving component
is configured to run
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Saving Options

By default, Tigase Message Archivewill only store the message body with some metadata, thiscan exclude
messages that are lacking a body. If you decide you wish to save non-body elements within Message
Archive, you can now can how configurethisby setting msg- ar chi ve- pat hs tolist of elements paths
which should trigger saving to Message Archive. To additionally store messages with <subj ect/ >
element:

sess-man {
nessage- ar chi ve {
nsg-archive-paths = [ -'-/nessage/result[urn:xmpp: mam 1]' -'/nessage/ body'
-}
}

Where above will set the archive to store messages with <body/> or <subject/> elements and for message
with<resul t xm ns="urn: xnpp: mam 1"/ > element not to be stored.

Warning

It is recommended to keep entry for not storing message with <result
xm ns="ur n: xnpp: mam 1"/ > element as this are results of MAM query and contain mes-
sages already stored in archive!

Tip

Enabling this for elements such as i, or presence will quickly load the archive. Configure this
setting carefully!

Configuration of automatic archiving of MUC messages

As mentioned above no additional configuration options than default configuration of Message Archiving
component and plugin is needed to let user decide if he wants to enable or disable this feature (but it is
disabled by default). In this case user to enable this feature needs to set settings of message archiving
adding muc- save attribute to <def aul t / > element of request with value settot rue (ortof al se
to disable this feature).

To configure state of thisfeature oninstallation level, itisrequired to set st or e- muc- nessages prop-
erty of message- ar chi ve SessionManager processor:

sess-man {
nmessage- ar chi ve {
store-nuc- nmessages = -'val ue'

whereval ue may be one of following values:
user alows value to be set on domain level or by user if domain level setting allows that

true  enablesfeature for every user in every hosted domain (cannot be overridden by on domain or
user level)

fal se disablesfeature for every user in every hosted domain (cannot be overridden by on domain or
user level)
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To configure state of this feature on domain level, you need to execute vhost configuration command. In
list of fields to configure domain, field to set thiswill be available with following values:

user alows user to stat of thisfeature (if allowed oninstallation level)
true  enablesfeaturefor users of configured domain (user will not be able to disable)

fal se disablesfeature for users of configured domain (user will not be able to disable)

Purging Information from Message Archive

This feature allows for automatic removal of entries older than a configured number of days from the
Message Archive. It is designed to clean up database and keep its size within reasonable boundaries. If
itisset to 1 day and entry is older than 24 hours then it will be removed, i.e. entry from yesterday from
10:11 will be removed after 10:11 after next execution of purge.

There are 3 settings available for this feature: To enable the feature:
' message- ar chive' ({

-'renove- expi red- nessages' = true

This setting changes the initial delay after the server is started to begin removing old entries. In other
words, MA purging will not take place until the specified time after the server starts. Default setting is
PT1H, or one hour.

-'renove- expi r ed- nessages-del ay' = -'PT2H

This setting sets how long MA purging will wait between passes to check for and remove old entries.
Default setting is P1D which is once a day.

-'renove- expi r ed- nessages-peri od' = -'PT2D
You may use all settings at onceif you wish.

NOTE that these commands are also compatible with uni f i ed- ar chi ve component, just replace
nmessage withuni fi ed.

Configuration of number of days in VHost

VHost holds a setting that determines how long a message needs to be in archive for it to be considered
old and removed. This can be set independently per Vhost. This setting can be modified by either using
the HTTP admin, or the update item execution in adhoc command.

This configuration is done by execution of Update item configuration adhoc command of vhost-man
component, where you should select domain for which messages should be removed and then in field
XEP-0136 - retention type select value Number of daysand in field XEP-0136 - retention period (in days)
enter number of days after which events should be removed from MA.

In adhoc select domain for which messages should be removed and then in field XEP-0136 - retention
type select value Number of days and in field XEP-0136 - retention period (in days) enter number of days
after which events should be removed from MA.

In HTTP Ul select Other, then Update Item Configuration (Vhost-man), select the domain, and from there
you can set XEP-0136 retention type, and set number of days at XEP-0136 retention period (in days).

426



Tigase Message
Archiving Component

Using separate store for archived messages

It ispossibleto use separate storefor archived messages, to do so you need to configurenew Dat aSour ce
in dat aSour ce section. Here we will use message- ar chi ve- st or e as a name of a data source.
Additionally you need to pass name of newly configured data source to dat aSour ceNane property of
def aul t repository of Message Archiving component.

Example:

dat aSource {
nmessage- archi ve-store () {
uri = -'jdbc: postgresql://server/ nessage-archi ve- dat abase'
-}
}

nessage- ar chi ve {
repositoryPool {
default () {
dat aSour ceNane = -' nessage- ar chi ve-store'
-}
-}
}

It is also possible to configure separate store for particular domain, i.e. exanpl e. com Here we will
configure data source with name exanpl e. comand useit to store data for archive:

dat aSour ce {
-'example.com () {
uri = -'jdbc:postgresql://server/exanpl e-dat abase’
-}
}

nmessage- ar chi ve {
repositoryPool {
-'example.com () {
# we may not set dataSourceNane as it matches name of domain
-}
-}

Note

With this configuration messagesfor other domainsthanexanpl e. comwill be stored in default
data source.

Setting Pool Sizes

There are a high number of prepared statements which are used to process and archive messages as they
go through the server, and you may experience an increase in resource use with the archive turned on. It is
recommended to decrease the repository connection pool to help balance server load from this component
using the Pool Size property:

' message-archive' (class: tigase.archive. MessageArchi veConponent) {
-tarchive-repo-uri' = -"jdbc:nysql://1ocal host/ messagear chi vedb?user =t est &ass
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-' pool -size' = 15

}
Message Tagging Support

Tigase now is able to support querying message archives based on tags created for the query. Currently,
Tigase can support thefollowing tagsto hel p search through message archives: - hasht ag Wordsprefixed
by ahash (#) are stored with a prefix and used as atag, for example #Tigase - nent i on Words prefixed
by an at (@) are stored with a prefix and used as atag, for example @Tigase

NOTE: Tags must be written in messages from users, they do not act aswildcards. To search for #Tigase,
amessage must have #Tigase in the <body> element.

This feature allows users to query and retrieve messages or collections from the archive that only contain
one or more tags.

Activating Tagging

To enable this feature, the following line must be in the config.tdd file (or may be added with Admin
or Web Ul)

' message-archive' (class: tigase.archive. MessageArchi veConponent) {
-'tags-support' = true
}

Usage

To execute a request, the tags must be individual children elements of theretri eve orl i st element
like the following request:

<query xm ns="http://tigase.org/protocol/archive#query">
<t ag>#Peopl e</ t ag>
<tag>@Jser 1</ t ag>

</ query>

Y ou may also specify specific senders, and limit the time and date that you wish to search through to keep
the resulting list smaller. That can be accomplished by adding more fields to the retrieve element such as
'with','from, and 'end' .Takealook at the below example:

<iqg type="get" id="query2">
<retrieve xm ns="urn:xnpp:archive'
wi th="juliet@apul et.com
from' 2014-01-01T00: 00: 00Z'
end=' 2014- 05- 01T00: 00: 00Z' >
<query xm ns="http://tigase.org/protocol/archive#query">
<t ag>#Peopl e</ t ag>
<t ag>@Jser 1</t ag>
</ query>
</retrieve>
</ig>

This stanza is requesting to retrieve messages tagged with @User1 and #people from chats with the user
juliet@capul et.com [mailto:juliet@capul et.com] between January 1st, 2014 at 00:00 to May 1st, 2014 at
00:00.
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NOTE: All timesarein Zulu or GMT on a 24h clock.

You can add as many tags as you wish, but each one is an AND statement; so the more tags you include,
the smaller the results.

Usage

Now that we have the archive component running, how do we use it? Currently, the only way to activate
and modify the component is through XM PP stanzas. Lets first begin by getting our default settings from
the component:

<iq type='get' id='prefq >
<pref xm ns='urn: xnmpp: archive'/>
</ig>

It's a short stanza, but it will tell us what we need to know, Note that you do not need a from or ato for
this stanza. Theresult isasfollows:

<iqg type='result' id='"prefq to="adm n@onain.comcpu' >
<pref xm ns='urn: xnpp: ar chi ve' >

<auto save='false' />

<default otr='forbid nuc-save="fal se" save="body"/>
<nmet hod use="prefer" type="auto"/>

<net hod use="prefer" type="local"/>

<net hod use="prefer" type="nmanual "/>

</ prefqg>

</ig>

See below for what these settings mean.

XEP-0136 Field Values

<auto/> ¢ Required Attributes
« save= Boolean turning archiving on or off
¢ Optional Settings

» scope= Determinesscopeof archiving, defaultis' st r eam whichturnsoff after
stream end, or may be' gl obal ' which keeps auto save permanent,

<default/> Default element sets default settings for OTR and save modes, includes an option for
archive expiration.

* Required Attribures
» ot r = Specifies setting for Off The Record mode. Available settings are:
e approve Theuser MUST explicitly approve OTR communication.
» concede Communications MAY be OTR if requested by another user.

f or bi d Communications MUST NOT be OTR.

» oppose Communications SHOULD NOT be OTR.
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e pref er Communications SHOULD be OTR.
e requi r e Communications MUST be OTR.
» save= Specifiesthe portion of messages to archive, by default it is set to body.
e body Archives only the items within the <body/> elements.
* nessage Archive the entire XML content of each message.

» st r eamArchive saves every byte of communication between server and client.
(Not recommended, high resource use)

e Optional Settings

e expi r e= Specifies after how many seconds should the server delete saved mes-
sages.

<item/> The Item element specifies settings for a particular entity. These settings will override
default settings for the specified JIDS.

* Required Attributes

« JI D= The Jabber ID of the entity that you wish to put these settings on, it may be
afull JID, bare JID, or just adomain.

» ot r = Specifies setting for Off The Record mode. Available settings are:
e appr ove Theuser MUST explicitly approve OTR communication.
e concede Communications MAY be OTR if requested by another user.
 forbi d Communications MUST NOT be OTR.
e oppose Communications SHOULD NOT be OTR.
e pref er Communications SHOULD be OTR.
e requi r e Communications MUST be OTR.
» save= Specifiesthe portion of messages to archive, by default it is set to body.
e body Archives only the items within the <body/> elements.
* nessage Archive the entire XML content of each message.

» st reamArchive saves every byte of communication between server and client.
(Not recommended, high resource use)

e Optional Settings

e expi r e= Specifies after how many seconds should the server delete saved mes-
sages.

<method/> This element specifies the user preference for available archiving methods.
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» t ype= Thetype of archiving to set
* aut o Preferences for use of automatic archiving on the user’s server.
» | ocal Settouseloca archiving on user’s machine or device.
» manual Preferencesfor use of manual archiving to the server.
e use= Setslevel of usefor thetype
» pref er The selected method should be used if it isavailable.
» concede Thiswill be used if no other methods are available.
» forbi d The associated method MUST not be used.
Now that we have established settings, lets send a stanza changing a few of them:
<iq type='set' id='pref2'>
<pref xm ns='urn: xnpp: ar chi ve' >
<auto save='true' scope='global'/>
<itemjid="domain.com otr="forbid save=' body'/>
<nmet hod type='auto' use='prefer'/>
<net hod type='local' use='forbid />
<nmet hod type=' manual' use='concede' />

</ pref>
</ig>

This now sets archiving by default for all users on the domain.com server, forbids OTR, and prefers auto
save method for archiving.

Manual Activation

Turning on archiving requires a simple stanza which will turn on archiving for the use sending the stanza
and using default settings.

<iq type='set' id='turnon'>
<pref xm ns='urn: xnpp: ar chi ve' >
<auto save='true'/>

</ pref>
</ig>

A sucessful result will yield this response from the server:
<iqg type='result' to='"user@omain.com id="turnon'/>

Once thisisturned on, incoming and outgoing messages from the user will be storedinti g_nma_nsgs
table in the database.

Limitations

» Component groups messages in collections using date of a messages instead of id of message thread,
due to fact that some clients are sending messages with no thread id (ie. Psi, Psi+).

» Only bare JID is stored of sender or recipient.
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Welcome to Tigase PubSub component guide

PubSub Component

Tigase' s Publish Subscribe component is an X EP-0060 [ http://www.xmpp.org/extensi ons/xep-0060.html]
compliant plugin handling all publish and subscribe activity within Tigase server. Thisis enabled as de-
fault with the pubsub name, however you may include the following line if you wish to customize it's
configuration.

pubsub () {}

Y ou may change the name so long as you specify the pubsub class within parenthesis.

Tigase Pubsub Release Notes

Welcome to Tigase Pubsub 5.0.0! Thisis afeature release for with a number of fixes and updates.

Tigase PubSub 5.0.0 Release Notes

Major Changes

Add publishing executor with rate limiting

Optimisations and fixes

All Changes

#pubsub-102 [ https://projects.tigase.net/issue/pubsub-102]: Add publishing executor with rate limiting
#pubsub-103 [ https://projects.tigase.net/issue/pubsub-103]: Empty message notification id attribute
#pubsub-105 [https://projects.tigase.net/issue/pubsub-105]: NPE in RetrieveltemsModule
#pubsub-106 [https://projects.tigase.net/issue/pubsub-106]: NPE in PubsubPublishM odul e?Eventbus

#pubsub-107 [https.//projects.tigase.net/issue/pubsub-107]: disco#items feature returned on disco#info
request for PubSub node item

#pubsub-108 [https://projects.tigase.net/issue/pubsub-108]: Fix Missing notification for published
events

#pubsub-110 [https://projects.tigase.net/issue/pubsub-110]: Fix Deadlock in TigPubSubRemoveSer-
vice SP on MySQL

#pubsub-111 [https://projects.tigase.net/issue/pubsub-111]: Fix SQLException: At least one parameter
to the current statement is uninitialized.

#pubsub-113 [https://projects.tigase.net/issue/pubsub-113]: Fix StackOverflowError in LRUCache-
WithFuture

#pubsub-114 [https://projects.tigase.net/issue/pubsub-114]: Fix pubsub#persist_itemsis not advertised
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e #pubsub-115 [https.//projects.tigase.net/issue/pubsub-115]: Fix Cannot add or update a
child row: a foreign key congraint fails (ti gasedb.ti g _pubsub itens, CONS
TRAINT tig_pubsub_itens_ibfk_1 FOREIGN KEY (node_id) REFERENCES
ti g_pubsub_nodes (node_i d))

* #pubsub-119 [https.//projects.tigase.net/issue/pubsub-119]: Fix NPE in DiscoveryModule

* #pubsub-120 [https.//projects.tigase.net/issue/pubsub-120]: Fix Empty element in POST payload isin-
correctly parsed

* #pubsub-121 [https://projects.tigase.net/issue/pubsub-121]: Use String.intern() for PEP CAPS nodes
string

* #pubsub-124 [https://projects.tigase.net/issue/pubsub-124]: Fix PubSub sends notifications about last
published item on each presence received from subscriber.

 #pubsub-125 [https.//projects.tigase.net/issue/pubsub-125]: Reported features pubsub#net adat a
should be pubsub#net a- dat a

* #pubsub-126 [https://projects.tigase.net/issue/pubsub-126]: Fix Deadlocksin MySQL schema
* #pubsub-127 [https://projects.tigase.net/issue/pubsub-127]: Fix NPE in UserEntry.remove

* #pubsub-128 [https://projects.tigase.net/issue/pubsub-128]: Fix PatternSyntaxException for users with
emoticonsin resource

Previous Releases

Announcement

Major changes
Tigase pubsub component has undergone a few major changes to our code and structure. To continue to
use Tigase pubsub component, afew changes may be needed to be made to your systems. Please see them
below:

Database schema changes

Current version comes with changes to database schema to improve JID comparison during lookup of
nodes, subscriptions, affiliations, etc.

To continue usage of new versions of pubsub component it is required to manually load new component
database schema, see database preparation section for more information.

Warning
Loading of new database schemais required to use new version of pubsub component.
Changes in REST API
We continuously work on improving usability and making our REST APl easier to use we added support
for handling JSON requests in REST API for pubsub. At the same time we decided to slightly modify
responsesin XML sent by REST API to make responses in JSON and XML similar.

For more informations about current REST API please look into Rest API section.
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New features
Support for using separate database for different domains

Since this version it is possible to use separate pubsub nodes and items based on domains. This allows
you to configure component to store informations about nodes and items for particular domain to different
database.

For more informations please look into using multiple databases.
Support for MAM

In this version we added support for XEP-0313: Message Archive Management [http://xmpp.org/exten-
sions/xep-0313.html:] protocol which allows any MAM compatible XM PP client with pubsub support to
retrieve items published on pubsub nodes using MAM protocol for querying.

Configuration

Pubsub naming

Within Tigase, all pubsub component address MUST be domain-based address and not a JID style
address. This was made to simplify communications structure. Tigase will automatically set com-
ponent names to pubsub.domain, however any messages send to pubsub@domain will result in a
SERVI CE_UNAVAI LABLE error.

Pubsub nodes within Tigase can be found as acombination of JID and node where nodes will be identified
akin to service discovery. For example, to address afriendly node, use the following structure:

<i g to=' pubsub. domai n' >
<query node='friendly node'/>
</ig>

Configure Roster Maximum size
Administrators can configure the maximum allowable roster size per user viathe config.tddl file.
'sess-man' {
-'jabber:iga:roster' {
max_roster _size = -'100'

-}
}

This sets the roster limit to 100 entries per user. It can be set to any integer, however by default no limit
isset and no configurationissetinconfi g. t dsl file.

Store Full XML of Last Presence

Tigase can store a more detailed <unavai | abl e/ > presence stanza to include timestamps and other
information.

Requirements

Ensure that presence- of f1 i ne plugin is enabled in config.tdsl. To do this, add be sure pr es-
ence- of f | i ne islisted under sess- man
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'sess-man' {
-'presence-offline" () {}

}

Thefollowing two linesin sess- man configure options to broadcast probes to offline users.

'sess-man' {
-'skip-offline' = -'fal se'
-'skip-offline-sys' = -'fal se'

}

Without these lines, Tigase will not send presence probes to users that the server knows to be offline.

Thefull XML presenceis stored under thetig_pairstable with apkey of | ast - unavai | abl e- pres-
ence will look like this:

<presence from="user @xanpl e. com' xm ns="j abber:client" type="unavail abl e">
<st at us>Logged out </ st at us>
<del ay stanp="2015-12-29T16: 51: 50. 748Z" xm ns="ur n: xnmpp: del ay"/ ></ pr esence>

As you can see, the plugin has added a delay stamp which indicates the last time they were seen online.
This may be suppressed by using the following line in your config.tddl file.

'sess-man' {
-'del ay-stamp' = -'false’

}

Y ou may also limit probe responses only to newly connected resources.

'sess-man' {
-'probe-full-jid = -"true'

}

When a user logs on, they will receive the same full unavailable presence statements from contacts not
logged in. Also the repository entry containing their last unavailable presence will be removed.

NOTE: Thiswill increase traffic with user swith many people on their rosters.

Using separate store

As mentioned above, by default Tigase pubsub component uses default data source configured for Tigase
XMPP Server. It ispossibleto use separate store by pubsub component. To do so you need to configure new
Dat aSour ceindat aSour ce section. Herewewill usepubsub- st or e asname of newly configured
data source. Additionally you need to pass name of newly configured data sourceto dat aSour ceNane
property of default DAO of pubsub component.

dat aSour ce {
pubsub-store () {

uri = -'jdbc:postgresql://server/pubsub-dat abase’
-}
}
pubsub () {
dao {
default () {
dat aSour ceNane = -' pubsub-store’
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-}
-}
}
It is also possible to configure separate store for particular domain, ie. pubsub. exanpl e. com Here

we will configure data source with name pubsub. exanpl e. comand use it to store data for pubsub
nodes and items at pubsub. exanpl e. com

dat aSource {
-' pubsub. exanpl e. com () {

uri = -'jdbc: postgresql://server/exanpl e- dat abase'
-}
}
pubsub () {
dao {
-' pubsub. exanpl e. com () {
# we may not set dataSourceNane as it matches nanme of dommin
-}
-}
}
Note

With this configuration, datafor other domainsthan pubsub. exanpl e. comwill be storedin
default data source.

Enabling PEP support

To enable XEP-0163: Persona Eventing Protocol [http://xmpp.org/extensions/xep-0163.html] support
it is required to set per si st ent - pep property of pubsub component to t r ue, set send- | ast -
publ i shed-iten on- presence property of componenttot r ue and enable pep SessionManager
processor.

pubsub () {
persistent-pep = true
send- | ast - publ i shed-item on-presence = true

}

sess-man () {
pep () {
-}

}
Note

If your pubsub component uses different name than pubsub then you needto set pubsub-j i d
property of pep processor to JD of pubsub component make it aware of a different name of a
pubsub component.

Example with pubsub component named event s hosted at server named ser ver nane. comand
enabled PEP.

events () {
persi stent-pep = true
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send-| ast - publ i shed-item on-presence = true

iess-nan O) {
pep () {
-' pubsub-jid = -'events@ervernane. coni
-}
}

Enabling REST API

To use REST API for pubsub component it is required that:

» Tigase HTTP API component is installed and configured properly. For information about HTTP AP
component installation please look into HT TP component documentation.

» Tigase pubsub REST scripts are copied to HTTP APl REST scripts directory In installation package
thisis already done and scripts are in proper locations. dd* JID of HTTP APl component needs to be
added to list of trusted jids of Tigase pubsub componentt r ust ed property (if ht t p isnameof HTTP
APl component)

pubsub () {
trusted = [ -'http@clusterNode}' -];

}
Changing nodes cache size

By default Tigase pubsub component caches node configuration of 2000 last loaded nodes. If there are
many requests to database to |oad node configuration and your installation contains many nodesit may be
agood ideato increase number of cached nodes.

To do this you need to set pubsub-r eposi t ory- cache- si ze property of pubsub component to
new size.

pubsub () {
pubsub-repository-cache-size = 4000
}

Enable sending last published item on presence

By default it is not possible to use delivery of last published item when users broadcasts initial presence.
To do so you need to set send- | ast - publ i shed-it ent on- pr esence of pubsub component to
t r ue. Thiswill allow you to configure nodes to send last published item on presence.

pubsub () {
send- | ast - publ i shed-item on-presence = true
}

Throttling sending notifications

Notifications sent by PubSub component may be sent in large batches, if you have a nodes with alot of
subscribers. In those cases, it is useful to throttle publications to improve behaviour and performance of
other parts of Tigase XMPP Server.

To achieve that, PubSub throttles generate notifications to specified throughput. By default it is set to 5k
packets for each CPU core available per second.
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To set it to adifferent value, youcanset | i m t property of publ i shExecut or bean to the expected
number of publications per second, ie. 100000;

Note
This value is a number of total throughput, and will not be adjusted by the number of available
CPU cores.
pubsub () {
publ i shExecutor () {
limt = 10000
-}

}

Publication rateisal so adjusted to current memory usage on a4 point scal e adjusted to the val ue of two con-
figuration options: hi ghMenoryUsageLimt and criti cal MenmoryUsageLi mi t (with default
values: 90% and 98% respectively): * nor mal - if memory usageis below hi ghMenor yUsageLi m
it (i.e. below 90%) * hi gh - memory usage less than halfway between hi ghMenor yUsageLi mi t
andver yHi gh (i.e. between 90% and 94%) * ver yH gh - memory usage more than halfway between
hi ghMenor yUsageLi m t and ver yHi gh (i.e. between 94% and 98%) * cri ti cal - if memory
usageisabovecri ti cal MenoryUsageli m t (i.e above 98%)

It's possible to adjust values of the high and critical limitsin publisher bean:

pubsub () {
publ i shExecutor () {
hi ghMenor yUsageLimt = 90
critical MenoryUsageLimt = 98
-}
}

Disable automatic subscription of node creator
During creation of node pubsub component subscribes creator to pubsub node and delivers notificationsto

creator. If inyour caseyou do not want thisbehavior, you may setaut o- subscri be- node- cr eat or
property of pubsub component tof al se.

pubsub () {
aut o- subscri be-node-creator = fal se
}
Database

Preparation of database

Before you will be ableto use Tigase PubSub Component you need to initialize database. We provide few
schemas for this component for MySQL, PostgreSQL, SQL Server and DerbyDB.

They are placed in dat abase/ directory of installation package and named in dbt ype- pub-
sub- ver si on. sql , where dbnarne in name of database type which this schema supports and ver -
si on isversion of a PubSub component for which this schemais designed.

Y ou need to manually select schemafor correct database and component and load this schemato database.
For more information about |oading database schemalook into database preperation section of this guide.
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Upgrade of database schema
Database schemafor our components may change between versionsand if so it needsto be updated before

new version may be started. To upgrade schema please follow instructions from the database preperation
section.

Note

If you use SNAPSHOT builds then schemamay change for same version as this are versionswe
are till working on.

Schema description

Tigase PubSub component uses few tables and stored procedures. To make it easier to identify tables and
stored procedures used by PubSub component they are prefixed witht i g_pubsub_.

Tableti g _pubsub_service jids

Thistable stores al jids for which PubSub component contains nodes.

Field Description Comments

service id Database ID of aservice JID

service jid |Vaueof aservice JID

service jid_sh@HA1 value of lowercased service JID Used for proper bare JID comparison dur-
ing lookup.

(N/A to PostgreSQL schema)

Tableti g _pubsub_jids

Thistable stores al jids related to PubSub nodes, ie. subscriber, affiliates, creators, publishers, etc.

Field Description Comments

jid_id Database ID of abare JID

jid Value of abare JID

jid_shal SHAZ1 value of lowercased bare JID Used for proper bare JID comparison dur-
ing lookup.
(N/A to PostgreSQL schema)

Tableti g _pubsub_nodes

Table stores nodes tree structure and node configuration.

Field Description Comments
node _id Database ID of anode
service id ID of service JID Referencesser vi ce_i d from
ti g_pubsub_service jids
name Name of PubSub node
name shal |SHA1 of PubSub node name Used for indexing and faster lookup.
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Field Description Comments
(N/A to PostgreSQL schema)
type Type of PubSub node 0 - collection
1-leaf
title Title of PubSub node
description | Description of anode
creator_id ID of JD of creator Referencesj i d_i d from
tig_pubsub_jids
creation_date | Timestamp of creation time

configuration

Serialized configuration of PubSub node

collection_id

Points collection (parent node)

Referencesnode_i d from
ti g_pubsub_nodes

Table stores affiliations between PubSub nodes and jids.

Tableti g pubsub_affiliations

Field Description Comments

node id ID of anode Referencesnode_i d from
ti g_pubsub_nodes

jid_id ID of auser JID Referencesj i d_i d from
tig_pubsub jids

affiliation Affiliation value

Tableti g pubsub_subscri ptions

Table stores subscriptions of jids to PubSub nodes.

Field Description Comments

node_id ID of anode Referencesnode_i d from
ti g_pubsub_nodes

jid_id ID of auser JD Referencesj i d_i d from
tig_pubsub jids

subscription | Subscription value

subscription_idd of a subscription

Tableti g _pubsub_itens

Table stores items of PubSub nodes.

Field Description Comments

node id ID of anode Referencesnode_i d from
ti g_pubsub_nodes

id Id of anitems

id shal SHA1 of itemid Indexed and used for faster
lookup
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(N/A to PostgreSQL schema)
creation_date Creation date
publisher_id ID of publisher JID Referencesj i d_i d from
tig_pubsub jids
update_date Timestamp of last item modifica-
tion
data Item payload

PubSub Schema Changes
Tigase PubSub Component is currently version 3.3.0 which isintroduced in Tigase server v8.0.0.
PubSub 3.2.0 Changes

PubSub v 3.2.0 adds anew procedure TigPubSubGetNodeM eta which supports PubSub metadata retrieval
while conducting a disco#info query on nodes.

Y ou will need to upgrade your databaseif you are not using v3.2.0 schema. Tigase will report being unable
to load PubSub component if you do not have this schema version.

The MySQL schema can be found Here [https.//projects.tigase.org/projects/tigase-pubsub/repository/re-
visions/master/entry/database/mysgl-pubsub-schema-3.2.0.s1].

The Derby schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/derby-pubsub-schema-3.2.0.sq1].

The PostGRESQL schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/postgresgl-pubsub-schema-3.2.0.sq]].

The MS SQL schema can be found Here [https://projects.tigase.org/projects/tigase-pubsub/reposito-
ry/changes/database/sql server-pubsub-schema-3.2.0.sq].

The same files are aso included in all distributions of v8.0.0 in[ti gaser oot]/ dat abase/ . All
changes to database schema are meant to be backward compatible.

For instructions how to manually upgrade the databases, please refer to Tigase v7.1.0 Schema Updates
section.

Upgrading older installations (pre-v3.0.0 Schema)

To update older installations of Tigase to the PubSub Schema v3.0.0 follow these instructions. Note this
should be done before upgrading to PubSub v3.1.0.

Step by Step guide.
Prepare Old Database for Upgrade

In dat abase directory of Tigase installation you will find SQL files which will prepare old
database schema for upgrade using following this naming pattern; <dat abase_t ype>- pub-
sub- schema- 3. 0. 0- pr e- upgr ade. sql Where <dat abase_t ype> can be one of the follow-
ing: nysql , sql server, ie. for MySQL you will find the file nysql - pubsub- schena- 3. 0. 0-
pr e- upgr ade. sql . You need to execute statements from this file on your source database, which will
drop old procedures and functions used to access database and also this statements will rename old tables
by adding suffix _1 to each of old tables. Example:
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MySQL nysql -u tigase -p tigase pubsub < database/nysql-pub-
sub- schema- 3. 0. 0- pr e- upgr ade. sql

MSSQL sglcnmd -S %ervernane% - U % oot _user % - P % oot _pass% -d %lat a-
base%-i dat abase\ sql server - pubsub-schena- 3. 0. 0- pr e- upgr ade. sql

Update Tigase PubSub Component

For this you need to copy the Tigase PubSub Component jar file to jars directory inside Tigase XMPP
Server installation directory. It is also recommended to copy files from database directory of Tigase Pub-
Sub Component to database directory in Tigase XMPP Server installation directory.

If you happen to use one of the the distribution packaged (either installer or -dist-max flavored archive)
then all required files are already available - both new schema files will be available in dat abase/

directory aswell as both versions of PubSub component will be presentinj ar s/ directory - PubSub3 as
tigase-pubsub.jar and PubSub? as tigase-pubsub-2.2.0.jar.old (provided for compatibility reasons).

Load New Schema
Inthe dat abase directory you will find files containing new schemas for:
* MySQL - nysql - pubsub- schena- 3. 0. 0. sql
» PostgreSQL - post gr esql - pubsub- schema- 3. 0. 0. sql
 MSSQL -sql server - pubsub-schena- 3. 0. 0. sql
e DerbyDB - der by- pubsub- schema- 3. 0. 0. sql and pubsub- db- cr eat e- der by. sh

For most databases, with the exception of Derby, you only need to execute statements from the proper
file. For example:

MySQL mysgl -u tigase -p tigase_pubsub < database/nysql-pub-
sub- schema- 3. 0. 0. sql

MS SQL sqlcmd -S Y%ervernane% -U % oot _user% -P 9% oot _pass% -d
%lat abase% -i dat abase\ sql server - pubsub- schema- 3. 0. 0. sql

PostgreSQL psql -h $DB HOST -q -U ${USR NAVE} -d $DB_NAME -f data-
base/ sql server - pubsub- schena- 3. 0. 0. sql

For DerbyDB you need to execute the pubsub- db- cr eat e- der by. sh script and pass proper JIDBC
URI to database to which you want to load schema (if database does not exigt, it will be created).

dat abase/ pubsub- db- cr eat e- der by. sh

NOTE: It ispossible to use same database which was used before - then after upgrade you will have new
tables and old tables with _1 suffix.

Execute Migration Utility

Inthe/ dat abase directory you will find the pubsub- db- i gr at e. sh file which you need to ex-
ecute and pass arguments with JDBC URIs needed to connect to source and destination database. If you
used dedicated tables for PubSub you will also need to pass a class name used to access database (value
of pubsub-repo- cl ass variablefromet ¢/ confi g. t dsl file).

Example for dedicated table used for PubSub:

dat abase/ pubsub-db-m grate. sh --in-repo-class tigase. pubsub. repository. PubSubDAO
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-in -"jdbc:nmysql://1ocal host/tigase_pubsub?user=ti gase&passwor d=passwd’
-out -'jdbc:nysql://Iocal host/tigase_pubsub?user=ti gase&asswor d=passwd’

Example for use without dedicated PubSub tables:

dat abase/ pubsub- db- m grate. sh
-in -"jdbc:nmysql://1ocal host/tigase?user=ti gase&passwor d=passwd’
-out -'jdbc:nysql://local host/tigase?user=ti gase&password=passwd’

Example for use with dedicated tables in a Windows environment:

dat abase/ pubsub-db-m grate.cnd --in-repo-class tigase. pubsub. repository. PubSubDAO
-in -'"jdbc:sql server://<host nane>\\<i nstance>: <port >; dat abaseNanme=<nane>; user =ti ga
-out -'jdbc:sqgl server://<host name>\\<i nstance>: <port >; dat abaseNane=<nanme>; user=ti g

During execution this utility will report information about migration of PubSub data to the new schema,
and the same information will be storein pubsub_db_ri grati on. | og.

Finish
After successful migration you will have al data copied to new tables. Old tables will be renamed by
adding suffix _1. After verification that everything works OK, you can delete old tables and it’s content
asit want be used any more.

Features

AdHoc Commands

Similar tothe HTTP API, AdHoc commands based on groovy scripts can be sent to this component to do
anumber of tasks. All scriptsfor these Ad-hoc commands are found at sec/ mai n/ gr oovy/ ti gase/
adni n in source distributions, or at this link [https://projects.tigase.org/proj ects/tigase-pubsub/reposito-
ry/revisiong/master/show/src/main/groovy/tigase/admin]. To use them, the scripts need to be copied into
thescri pt s/ adm n/ pubsub folder inthe Tigaseinstallation directory. For al examples, the compo-
nent address will be pubsub. exanpl e. com

Create a Node

Ad-hoc command node; cr eat e- node Required role: Service Administrator

Command requiresfieldsnode and pubsub#node_t ype tobefilled with proper valuesfor execution. -
node Field containing id of nodeto create. - pubsub#node_t ype Contains one of two possible values.
* | eaf - node Node that will be published. * col | ect i on Node that will contain other nodes.

Other fields are optional fields that can be set to change configuration of newly create node to different
configuration than default.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renpte pubsub. exanpl e.com create-n

Delete a Node

Ad-hoc command node: del et e- node Required role: Service Administrator
Command requires node field to befilled. - node Field containing id of node to delete.

Example call using TCLMT:
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bin/tclnt.sh --u adm n@xanpl e.com --p adm n123 renote pubsub. exanpl e. com del ete-n

Subscribe to a Node
Ad-hoc command node: subscr i be- node Required role: Service Administrator

Command requires node and j i ds nodes to be filled. - node Field containing node to subscribe to. -
j 1 ds Field containing list of JDsto subscribe to the node.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e. com subscrib

Unsubscribe to a Node

Ad-hoc command node: unsubscr i be- node Required role: Service Administrator

Command requires node and j i ds nodes to befilled. - node Field containing node to unsubscribe to.
-j i ds Field containing list of JIDsto unsubscribe to the node.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renpte pubsub. exanpl e. com unsubscr

Publish an item to a Node
Ad-hoc command node: publ i sh-i t emRequired role: Service Administrator

Command requires fields node and ent r y to befilled. - node Field containing id of node to publish
to.-itemi d Field may contain id of entry to publish, can be empty. - ent ry Field should contain
multi-line entry content that should be valid XML values for items.

This command due to it's complexity cannot be easily executed by TCLMT using default remote script
which provides support for basic adhoc commands. Example call using TCLMT:

bin/tcln.sh --u adnm n@xanpl e.com --p adm n123 renote pubsub. exanpl e. com publ i sh-
Example Groovy script to execute create-node command using JAXMPP2

i mport tigase.jaxnpp.j2se.Jaxnmpp

i mport tigase.jaxmpp.core.client.AsyncCal |l back

i mport tigase.jaxmpp.core.client.exceptions.JaxnppException

i mport tigase.jaxmpp.core.client.xnpp.stanzas. Stanza

i mport tigase.jaxmpp.core.client.Sessi on(hj ect

i mport tigase.jaxmpp.j 2se. Connecti onConfi guration

i mport tigase.jaxnmpp.core.client.xm.El emrent

i mport tigase.jaxmpp.core.client.xm . DefaultEl ement

i mport tigase.jaxmpp.core.client.xnpp.forns. Jabber Dat aEl enent

Jaxnpp j axnmpp = new Jaxnmpp();

jaxmpp.with {
get Connecti onConfi guration().set Connecti onType( Connecti onConfi gurati on. Connect
get Connecti onConfi guration().setUserJl D{"adm n@xanpl e. cont')
get Connecti onConfi guration().set User Passwor d("adm n123")
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j axnmpp. | ogi n(true);

def packet = 1Q create();
packet.setAttribute("to", -"pubsub.exanmple.cont);

El ement conmand = new Def aul t El ement (" command”) ;
conmand. set XMLNS( " htt p:/ /] abber. or g/ prot ocol / commands") ;
conmand. set Attri but e("node", -"create-node");

packet . addChi | d( conmand) ;

El ement x = new Defaul t El enent (" x"
X. set XMLNS("j abber: x: data");

comand. addChi | d(x) ;

def data = new Jabber Dat aEl enent ( x) ;
dat a. addText Si ngl eFi el d("node", -"exanple");
dat a. addLi st Si ngl eFi el d(" pubsub#node_t ype", -"leaf");

j axmpp. send( packet, new AsyncCal | back() {
voi d onError(Stanza responseStanza, tigase.jaxmpp.core.client.XVMPPException. Er
println -"received error during processing request”;

-}

voi d onSuccess(Stanza responseStanza) throws JaxnmppException {
X = responseStanza. get First Chil d("commuand") . getFirstChid("x");
data = new Jabber Dat aEl enment ( x) ;
def error = data.getField("Error");
println -"command executed with result = -" + (error -? -"failure, error =

-}

voi d onTi meout () {
println -"command tined out"”
-}
1)

Thr ead. sl eep(30000) ;
j axnpp. di sconnect () ;

PubSub Node Presence Protocol
Occupant Use Case

Log in to Pubsub Node

To log in to PubSub Node user must send presence to PubSub component with additional information
about node:

<presence
frone' hag66@hakespeare. | it/ pda’
id='nl13nt 3l
t o=" pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub:1' node='princely_rmnusings'/>
</ presence>
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Component will publish thisinformation in node:

<nmessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tems node='princel y_nusings' >
<itene
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
<litenmp
</items>
</ event >
</ message>
<nmessage fron¥ pubsub. shakespeare.lit' to='bernardo@enmark.lit' id=" bar'>
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tenms node='princel y_nusings' >
<itene
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
<litenmp
</items>
</ event >
</ nessage>

And then will send notification with presences of al occupants to new occupant.

Log out from PubSub Node

To logout from single node, user must send presence stanza with type unavailable:

<presence
frone' hag66@hakespeare. | it/ pda'
t ype=' unavail abl €'
t o=' pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub:1' node='princely_mnusings'/>
</ presence>

Component will send eventsto all occupants as described:

<nessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node='princel y_nusings' >
<itemp
<presence xm ns='tigase: pubsub: 1' node='princely musings' jid="hag66@hake
</itenp
</items>
</ event >
</ message>

If component receives presence stanza with type unavail able without specified node, then component will
log out user from all nodes he logged before and publish events.

Retrieving list of all Node Subscribers

Toretrievelist of node subscribers, node configuration optiont i gase#al | ow_vi ew _subscri bers
must be set to true:

<iqg type='set’
fronF' ham et @ennark. it/ el sinore'
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t o=" pubsub. shakespeare.lit’
i d='config2' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<confi gure node='princel y_mnusi ngs' >
<x xm ns='j abber:x:data'" type=' submt'>
<field var=" FORM TYPE type="hidden' >
<val ue>http://j abber. org/ protocol / pubsub#node_confi g</val ue>
</field>
<field var="tigase#al | ow_vi ew subscri bers' ><val ue>1</val ue></fi el d>
</ x>
</ configure>
</ pubsub>
<lig>

When option is enabled, each subscriber may get list of subscribers the same way as owner [http:/
Xmpp.org/extensi ons/xep-0060.html#owner-subscriptions-retrieve] .

<iq type='get'
from=' ham et @enmark. lit/el sinore
t o=' pubsub. shakespeare.lit'
i d=' submanl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princely_nusings'/>
</ pubsub>
</ig>

There is extension to filter returned list:

<iq type='get'
from=" ham et @enmark.lit/elsinore
t o=' pubsub. shakespeare.lit'
i d=' submanl' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princel y_nusi ngs' >
<filter xm ns='tigase: pubsub:1' >
<jid contai ns=' @ennmark.lit' -/>
</filter>
</ subscri ptions>
</ pubsub>
</ig>

In thisexample will be returned all subscriptions of usersfrom domain "denmark.lit". == Offline Message
Sink :author: Bartosz Malkowski :version: v2.0 November 2016. Reformatted for v8.0.0.

M essages sent to offline usersis published in pubsub node, from where that messageis sent to all the node
subscribers as a pubsub notification.

<nessage fron¥ pubsub. cof f eebean. | ocal' to='bard@hakespeare.lit' id=" foo' >
<event xm ns='http://jabber.org/protocol/pubsub#event' >
<i tens node=' message_si nk' >
<item i d="ae890ac52d0df 67ed7cf df 51b644e901" >
<nessage type="chat" xm ns="jabber:client" id="x2ps6u0004"

to="user B_h6x1bt 0002@of f eebean. | ocal "

from="user A_uyhx8p0001@of f eebean. | ocal / 1149352695-ti gase- 20" >
<body>Hel | o</ body>
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</ message>
<litenmp
</itenms>
</ event >
</ message>

Configuration
The pubsub node must be created and configured beforehand:
Create node

<iq type='set'
t o=' pubsub. cof f eebean. | ocal *
id='createl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<creat e node=' nessage_sink' />
</ pubsub>
</ig>

After that is done, you need to add SessionManager as a publisher:
Add sess-man as publisher

<iq type='set'
t o=' pubsub. cof f eebean. | ocal *
id="ent2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<affiliations node='nessage_sink'>
<affiliation jid= sess-man@offeebean.local' affiliation="publisher'/>
</affiliations>
</ pubsub>
</ig>

Finally, the 'msgoffline offline messages processor must be configured as well

config.tdsl configuration

sess-man {
nsgoffline () {
nsg- pubsub-jid = -' pubsub. cof f eebean. | ocal '
nsg- pubsub-node = -' nessage_si nk'
nsg- pubsub- publ i sher = -'sess-man@of f eebean. | ocal '
-}
}

Usage

Because these sinks use a standard pubsub component, administration of the sink node is identical to
any other pubsub node. X EP-0060 [ http://www.xmpp.org/extensions/xep-0060] defines standard pubsub
usage and management.

Managing Subscriptions
Add new Subscriber

<iq type='set’
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t o=" pubsub. cof f eebean. | ocal *
i d=' subman2' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node=' nessage_si nk' >
<subscription jid="bard@hakespeare.lit' subscription="subscribed />
</ subscri ptions>
</ pubsub>
<lig>
Remove Subscriber
<iqg type='set’
t o=' pubsub. cof f eebean. | ocal’
i d=" subman2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<subscri ptions node=' message_si nk' >
<subscription jid=" bard@hakespeare.lit' subscription=" none'/>
</ subscri ptions>

</ pubsub>
</ig>

REST API

All example cals to pubsub REST APl are prepared for pubsub component running at

pubsub. exanpl e. com It isrequired to replace this value with JD of pubsub component from your

installation.

It is possible to provide parameters to requests as:

XML  All parameters passed in content of HTTP request needs to be wrapped with <dat a/ > tag as
root tag of XML document, while returned parameters will be wrapped <r esul t / > tag as root
tag of XML document.

JSON  Parameters must be passed as serialized JSON aobject. Additionally Cont ent - Type header of
HTTP request needs to be set to appl i cat i on/ j son.

Create a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. con cr eat e- node
Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed
to newly created node.

POST
Command requiresfieldsnode and pubsub#node_t ype to befilled with proper valuesfor execution.
» node - field should contain id of node to create

« owner - field may contains jid which should be used as jid of owner of newly created node (will use
jid of Tigase HTTP APl Component if not passed)
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e pubsub#node_t ype - should contain type of node to create (two values are possible: | eaf - node
to which items will be published, col | ect i on - node which will contain other nodes)

Example content to create node of id exanpl e and of type | eaf and with owner set to
adm n@xanpl e. com

Using XML
Request in XML.

<dat a>
<node>exanpl e</ node>
<owner >adni n@xanpl e. conx/ owner >
<pubsub prefix="true">
<node_t ype>| eaf </ node_t ype>
</ pubsub>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

Using JSON

Request in JSON.

{
-"node" -: -"exanple",
-"owner" -: -"adm n@xanpl e.cont,
- "pubsub#node_type" -: -"leaf"
}
Responsein JSON.
{
-"Note": -"Qperation successful"
}

Delete a node

HTTPURI: / rest/ pubsub/ pubsub. exanpl e. conl del et e- node

Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requires field node to be filled.

» node - field should contain id of node to delete
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Example content to delete node with id exanpl e
Using XML
Request in XML.

<dat a>
<node>exanpl e</ node>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

Using JSON
Request in JSON.

{

}
Responsein JSON.

{
}
Subscribe to a node

-"node" -: -"exanple"

-"Note" -: -"Qperation successful"

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. conl subscri be- node

Available HTTP methods:

GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requiresfieldsnode andj i ds to befilled.
* node - field should contain id of node to subscribe to
e jids -field should contain list of jids to be subscribed to node
Example content to subscribe to node with id exanpl e users with jid t est 1@xanpl e. comand
t est 2@xanpl e. com
Using XML
Request in XML.
<dat a>
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<node>exanpl e</ node>
<jids>
<val ue>t est 1@xanpl e. conk/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</result>

Using JSON

Request in JSON.

{
-"node" -: -"exanple",
-"jids" -1 |
-"test 1@xanpl e. cont',
-"test 2@xanpl e. cont
-1
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

Unsubscribe from a node
HTTPURI: / rest/ pubsub/ pubsub. exanpl e. conf unsubscri be- node

Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed.

POST
Command requiresfieldsnode andj i ds to befilled.
* node - field should contain id of node to unsubscribe from
» j i ds -field should contain list of jids to be unsubscribed from node

Example content to unsubscribe from node with id exanpl e users t est 1@xanpl e. com and
t est 2@xanpl e. com

Using XML

Request in XML.
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<dat a>
<node>exanpl e</ node>
<jids>
<val ue>t est @xanpl e. conx/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>

Responsein XML.
<result>

<Not e type="fixed">
<val ue>Qperati on successful </val ue>

</ Not e>
</result>
Using JSON
Request in JSON.
{
-"node" -: -"exanple.conf,
-"jids" - |
- "t est @xanpl e. cont',
-"test 2@xanpl e. cont
-1
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

Publish an item to a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com publ i sh-item
Available HTTP methods:
GET
Method returns example content which contains all required and optional parameters that may be passed.

POST
Command requiresfieldsnode and ent r y to befilled
» node - field should contain id of node to publish to
e itemid -field may containid of entry to publish

* expi re-at -field may contain timestamp (in XEP-0082 [http://xmpp.org/extensions/xep-0082.html]
format) after which item should not be delivered to user

e entry - field should contain multi-line entry content which should be valid XML value for an item
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Example content to publish item withidi t em 1 to nodewithid exanpl e and with content in example
field. P

Using XML

with XML payload
In this example we will use following XML payload:
Payload.

<itementry>

<title>Example 1</title>

<cont ent >Exanpl e cont ent </ cont ent >
</litementry>

Request in XML.

<dat a>
<node>exanpl e</ node>
<itemid>teml</itemid>
<expi re-at >2015- 05- 13T16: 05: 00+02: 00</ expi r e- at >
<entry>
<itementry>
<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</litementry>
</entry>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</resul t>

with JSON payload

It is possible to publish JSON payload as value of published XML element. In example below we are
publishing following JSON object:

Payload.
{ -"key-1" -: 2, -"key-2" -: -"value-2" -}
Request in XML.

<dat a>
<node>exanpl e</ node>
<itemid>teml</itemid>
<expi re-at >2015- 05- 13T16: 05: 00+02: 00</ expi r e- at >
<entry>
<payl oad>{ &quot; key-1&quot; -: 2, &quot; key-2&quot; -: &quot;val ue-2&quot; -}
</entry>
</ dat a>
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Responsein XML.

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</result>

Using JSON
with XML payload

To publish XML using JSON you need to set serialized XML payload as value for ent ry key. In this
example we will use following XML payload:

Payload.

<itementry>

<title>Example 1</title>

<cont ent >Exanpl e cont ent </ cont ent >
</[itementry>

Request in JSON.
{
-"node" -: -"exanple",
-'itemid' -: -"item1",
-"expire-at" -: -"2015-05-13T16: 05: 00+02: 00",
-"entry" -: -"<itementry>

<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</[itementry>"

}
Responsein JSON.
{
-"Note" -: -"Qperation successful"”
}

with JSON payload

As JSON needs to be set as avalue of an XML element it will be wrapped on server side as a vaue for
<pay! oad/ > element.

Payload.
{ -"key-1" -: 2, -"key-2" -: -"value-2" -}
Request in JSON.
{
-"node" -: -"exanple",
-"itemidt -: -"item 1",
-"expire-at" -: -"2015-05-13T16: 05: 00+02: 00",
-"entry" -1 {
-"key-1" -: 2,
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-"key-2" -: -"val ue-2"

-}
}
Responsein JSON.
{

-"Note" -: -"Qperation successful"”
}
Published item.
<payl oad>{ &quot; key-1&quot; -: 2, &quot;key-2&quot; -: &quot;val ue-2&quot; -}</pa

Delete an item from a node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com del ete-item

Available HTTP methods:
GET
Method returns example content which contains al required and optional parameters that may be passed.
POST
Command requiresfieldsnode andi t ent i d to befilled
* node - field containsid of node to publish to
e itemid -field containsid of entry to publish
Example content to delete an itemwithid i t em 1 from node with id exanpl e.
Using XML
Request in XML.
<dat a>
<node>exanpl e</ node>
<itemid>iteml</itemid>
</ dat a>
Responsein XML.
<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>
Using JSON
Request in JSON.

{
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-"node" -: -"exanple",
-"itemid" -: -"item1"
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

List available nodes

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. coni | i st - nodes

Available HTTP methods:

GET

Method returns list of available pubsub nodes for doman passed as pat of URI
(pubsub. exanpl e. con).

Exampleresponsein XML.

<result>
<title>List of available nodes</title>
<nodes | abel =" Nodes" type="text-multi">
<val ue>t est </ val ue>
<val ue>node_54i df 40037</ val ue>
<val ue>node_3ws5| z0037</ val ue>
</ nodes>
</result>

in which we see nodes: t est , node_54i df 40037 and node_3ws5I| z0037.

Exampleresponsein JSON.

{
-"title" -: -"List of avail able nodes",
-"nodes" -: |
-"test",
-"node_54i df 40037",
-"node_3ws5l z0037"
-1
}

in which we see nodes: t est , node_54i df 40037 and node_3ws5I| z0037.

List published items on node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. conl list-itens

Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed.
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POST
Command requires field node to befilled
» node - field containsid of node which itemswe want to list
Example content to list of items published on node with id exanpl e.
Using XML
Request in XML.
<dat a>
<node>exanpl e</ node>
</ dat a>
Responsein XML.
<result>
<title>List of PubSub node itens</title>
<node | abel =" Node" type="text-single">
<val ue>exanpl e</ val ue>
</ node>
<itens | abel ="Itens" type="text-multi">
<val ue>i tem 1</ val ue>
<val ue>i t em 2</ val ue>
</itens>
</result>
wherei tem 1 andi t em 2 areidentifiers of published items for node exanpl e.
Using JSON
Request in JSON.
{
-"node" -: -"exanple"
}
Responsein JSON.
{
-"title" -: -"List of PubSub node itens",
-"node" -: -"exanple",
-"items" - |
-"item 1",
-"item 2"
-1
}

wherei tem 1 andi t em 2 areidentifiers of published items for node exanpl e.

Retrieve item published on node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com retrieve-item
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Available HTTP methods:

GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requiresfieldsnode andi t em i d to befilled
» node - field containsid of node which itemswe want to list
* itemid-fiedcontainsid of item to retrieve
Example content to list of items published on node with id exanpl e.
Using XML
Request in XML.
<dat a>
<node>exanpl e</ node>
<itemid>iteml</itenp
</ dat a>
Responsein XML.
<result>
<title>Retrieve PubSub node itenx/title>
<node | abel =" Node" type="text-single">
<val ue>exanpl e</ val ue>
</ node>
<itemid |abel ="Item | D" type="text-single">
<val ue>i tem 1</ val ue>
<litemid>
<item |l abel ="ltem type="text-nulti">
<val ue>
<item expire-at="2015-05-13T14: 05: 002" id="item1">
<itementry>
<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</litementry>
<litenmp
</val ue>
<litenmp
</result>
insideitem element thereis XML encoded element whichispublished onnodeexanpl e withidi t em 1.
Using JSON
Request in JSON.
{
-"node" -: -"exanple",
-"itemid" -: -"item1"
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}
Responsein JSON.

{
-"title" -: -"Retrieve PubSub node itent,

-"node" -: -"exanple",
-'itemid' -: -"item1",
-litemt - [
-"<item expire-at\"2015-05-13T14:05: 002\" id=\"item 1\">
<itementry>
<title>Exanple 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</itementry>
</itemp"
-]
}

Retrieve user subscriptions

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com retri eve- user-subscri ptions

Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed.

POST
Command requiresfieldj i d to befilled.
* jid-field contains JID of auser for which we want to retrieve subscriptions

* node- patt ern - field contains regex pattern to match. When field is not empty, request will return
only subscribed nodes which match this pattern. If field should be empty it may be omitted in arequest.

Example content to retrieve list of nodes to which user t est @xanpl e. com is subscribed at
pubsub. exanpl e. comwhich startswitht est - (patternt est - . *)

Using XML
Request in XML.

<dat a>

<j i d>t est @xanpl e. conx/jid>

<node- patt er n>t est -. *</ node- patt er n>
</ dat a>

Responsein XML.

<result>
<nodes | abel =" Nodes" type="text-multi">
<val ue>t est - 123</ val ue>
<val ue>t est - 342</ val ue>
</ nodes>
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</result>
Using JSON
Request in JSON.
{
-"jid" - -"test @xanpl e. cont',
-"node-pattern" -: -"test-.*"
}
Responsein JSON.
{
-"nodes" -: |
-"test-123",
-"test-342"
-1
}

AdHoc Commands

Similar tothe HTTP API, AdHoc commands based on groovy scripts can be sent to this component to do
anumber of tasks. All scriptsfor these Ad-hoc commands are found at sec/ mai n/ gr oovy/ ti gase/
adni n in source distributions, or at this link [https://projects.tigase.org/proj ects/tigase-pubsub/reposito-
ry/revisions/master/show/src/main/groovy/tigase/admin]. To use them, the scripts need to be copied into
thescri pt s/ adm n/ pubsub folder inthe Tigaseinstallation directory. For al examples, the compo-
nent address will be pubsub. exanpl e. com

Create a Node
Ad-hoc command node: cr eat e- node Required role: Service Administrator

Command requiresfieldsnode and pubsub#node_t ype tobefilled with proper valuesfor execution. -
node Field containing id of nodeto create. - pubsub#node_t ype Containsone of two possible values.
* | eaf - node Node that will be published. * col | ect i on Node that will contain other nodes.

Other fields are optional fields that can be set to change configuration of newly create node to different
configuration than default.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e.com create-n
Delete a Node

Ad-hoc command node: del et e- node Required role: Service Administrator

Command requires node field to befilled. - node Field containing id of node to delete.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm n123 renote pubsub. exanpl e. com del ete-n
Subscribe to a Node

Ad-hoc command node: subscr i be- node Required role: Service Administrator
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Command requires node and j i ds nodes to be filled. - node Field containing node to subscribe to. -
j 1 ds Field containing list of JDs to subscribe to the node.

Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e. com subscrib

Unsubscribe to a Node
Ad-hoc command node: unsubscr i be- node Required role: Service Administrator

Command requires node and j i ds nodes to befilled. - node Field containing node to unsubscribe to.
-j i ds Field containing list of JIDsto unsubscribe to the node.

Example call using TCLMT:
bin/tclnt.sh --u adm n@xanpl e.com --p adm nl123 renote pubsub. exanpl e. com unsubscr
Publish an item to a Node

Ad-hoc command node: publ i sh-i t emRequired role: Service Administrator

Command requires fields node and ent r y to befilled. - node Field containing id of node to publish
to.-itemi d Field may contain id of entry to publish, can be empty. - ent ry Field should contain
multi-line entry content that should be valid XML values for items.

This command due to it's complexity cannot be easily executed by TCLMT using default remote script
which provides support for basic adhoc commands. Example call using TCLMT:

bin/tclnt.sh --u adm n@xanpl e.com --p adm n123 renpte pubsub. exanpl e. com publ i sh-
Example Groovy script to execute create-node command using JAXMPP2

i mport tigase.jaxnpp.j2se.Jaxnmpp

i mport tigase.jaxnmpp.core.client.AsyncCal |l back

i mport tigase.jaxmpp.core.client.exceptions.JaxnppException

i mport tigase.jaxmpp.core.client.xnpp.stanzas. Stanza

i mport tigase.jaxmpp.core.client.Sessi on(hj ect

i mport tigase.jaxmpp.j 2se. Connecti onConfi guration

i mport tigase.jaxnmpp.core.client.xmn.El emrent

i mport tigase.jaxmpp.core.client.xmn . DefaultEl ement

i mport tigase.jaxmpp.core.client.xnpp.forns. Jabber Dat aEl enent

Jaxnpp j axnmpp = new Jaxmpp();

jaxmpp.with {
get Connecti onConfi gurati on().set Connecti onType( Connecti onConfi gurati on. Connect
get Connecti onConfi guration().setUserJl D("adm n@xanpl e. cont')
get Connecti onConfi guration().set User Passwor d("adm n123")

}
j axnmpp. | ogi n(true);

def packet = 1Q create();
packet.setAttribute("to", -"pubsub.exanmple.cont);
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El ement conmand = new Def aul t El ement (" command”) ;
conmand. set XMLNS("htt p:/ /] abber. or g/ prot ocol / commands") ;
conmand. set Attri but e("node", -"create-node");

packet . addChi | d( conmand) ;

El ement x = new Defaul t El enent (" x"
X. set XMLNS("j abber: x: data");

comand. addChi | d(x) ;

def data = new Jabber Dat aEl enent ( x) ;
dat a. addText Si ngl eFi el d("node", -"exanple");
dat a. addLi st Si ngl eFi el d(" pubsub#node_t ype", -"leaf");

j axmpp. send( packet, new AsyncCal | back() {
voi d onError(Stanza responseStanza, tigase.jaxnmpp.core.client.XVMPPException. Er
println -"received error during processing request”;

-}

voi d onSuccess(Stanza responseStanza) throws JaxnmppException {
X = responseStanza. get First Chil d("commuand") . get Fi rst Chid("x");
data = new Jabber Dat aEl enment ( x) ;
def error = data.getField("Error");
println -"command executed with result = -" + (error -? -"failure, error =

-}

voi d onTi meout () {
println -"command tined out"”

-}
1)

Thr ead. sl eep(30000) ;
j axnpp. di sconnect () ;

PubSub Node Presence Protocol
Occupant Use Case
Log in to Pubsub Node

To log in to PubSub Node user must send presence to PubSub component with additional information
about node:

<presence
frone' hag66@hakespeare. | it/ pda’
id='nl3nt3l"’
t o=' pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub:1' node='princely_rmnusings'/>
</ presence>

Component will publish thisinformation in node:

<nmessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tens node='princel y_nusings' >
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<itenp
<presence xm ns='tigase: pubsub: 1' node='princely_musings' jid="hag66@hake
</itenp
</items>
</ event >
</ message>
<nmessage fron¥ pubsub. shakespeare.lit' to='bernardo@enmark.lit' id=" bar'>
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tens node='princel y_nusings' >
<itenp
<presence xm ns='tigase: pubsub:1' node='princely_musings' jid="hag66@hake
</itenp
</items>
</ event >
</ message>

And then will send notification with presences of all occupants to new occupant.
Log out from PubSub Node
To logout from single node, user must send presence stanza with type unavailable;

<presence
frone' hag66@hakespeare. | it/ pda’
t ype='unavai l abl e’
t o=" pubsub. shakespeare.lit'>
<pubsub xm ns='tigase: pubsub: 1" node='princely_rmnusings'/>
</ presence>

Component will send events to all occupants as described:

<nmessage fron¥ pubsub. shakespeare.lit' to='franci sco@enmark.lit' id="foo' >
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tens node='princel y_nusings' >
<itenp
<presence xm ns='tigase: pubsub:1' node='princely_mnusings' jid=" hag66@hake
</itenp
</items>
</ event >
</ message>

If component receives presence stanza with type unavailable without specified node, then component will
log out user from all nodes he logged before and publish events.

Retrieving list of all Node Subscribers

Toretrievelist of node subscribers, node configuration optiont i gase#al | ow_vi ew_subscri bers
must be set to true:

<iq type='set’
fronF' ham et @ennark.lit/el sinore
t o=" pubsub. shakespeare.lit"’
i d='config2' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<confi gure node='princel y_mnusi ngs' >
<x xm ns='j abber:x:data' type=' submt'>
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<field var=" FORM TYPE type="hidden' >
<val ue>http://j abber. org/ protocol / pubsub#node_confi g</val ue>
</field>
<field var="tigase#al | ow_vi ew subscri bers' ><val ue>1</val ue></fiel d>
</ x>
</ configure>
</ pubsub>
<lig>

When option is enabled, each subscriber may get list of subscribers the same way as owner [http:/
xmpp.org/extensi ons/xep-0060.html#owner-subscriptions-retrieve] .

<iq type=' get'’
fronF' ham et @ennark.lit/el sinore
t o=" pubsub. shakespeare.lit"’
i d=' submanl' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princel y_nusings'/>
</ pubsub>
<lig>

There is extension to filter returned list:

<iq type=' get'’

fronF' ham et @ennark.lit/el sinore

t o=" pubsub. shakespeare.lit"’

i d=' submanl' >

<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node='princel y_nusi ngs' >
<filter xm ns='"tigase: pubsub:1' >

<jid contains= @enmark.lit' -/>

</filter>
</ subscri ptions>
</ pubsub>

<lig>
In this example will be returned all subscriptions of users from domain "denmark.lit".

Offline Message Sink

Messages sent to offline usersis published in pubsub node, from where that messageis sent to all the node
subscribers as a pubsub notification.

<nmessage fron¥' pubsub. cof f eebean. | ocal' to='bard@hakespeare.lit' id="foo' >
<event xm ns='http://jabber.org/protocol /pubsub#event' >
<i tens node=' message_si nk' >
<item i d="ae890ac52d0df 67ed7cf df 51b644e901" >
<nessage type="chat" xm ns="jabber:client" id="x2ps6u0004"
t o="user B_h6x1bt 0002@of f eebean. | ocal "
from="user A_uyhx8p0001@of f eebean. | ocal / 1149352695-ti gase- 20" >
<body>Hel | o</ body>
</ message>
</itenp
</items>
</ event >
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</ message>
Configuration

The pubsub node must be created and configured beforehand:
Create node

<iq type='set’
t o=" pubsub. cof f eebean. | ocal *
id='createl' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub' >
<creat e node=' nessage_si nk' />
</ pubsub>
<lig>

After that is done, you need to add SessionManager as a publisher:
Add sess-man as publisher

<iq type='set’
t o=" pubsub. cof f eebean. | ocal *
id="ent2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<affiliations node='"nessage_sink' >
<affiliation jid= sess-man@offeebean.local' affiliation=" publisher'/>
</affiliations>
</ pubsub>
<lig>

Finally, the 'msgoffline' offline messages processor must be configured as well

config.tdsl configuration

sess-man {
msgoffline () {
nmsg- pubsub-jid = -' pubsub. cof f eebean. | ocal
nsg- pubsub-node = -' nmessage_si nk’
nsg- pubsub- publ i sher = -'sess-man@of f eebean. | ocal
-}
}

Usage

Because these sinks use a standard pubsub component, administration of the sink node is identical to
any other pubsub node. X EP-0060 [ http://www.xmpp.org/extensions/xep-0060] defines standard pubsub
usage and management.

Managing Subscriptions
Add new Subscriber

<iq type='set’
t o=" pubsub. cof f eebean. | ocal *
i d=' subman2' >
<pubsub xm ns='http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node=' nessage_si nk' >
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<subscription jid="bard@hakespeare.lit' subscription="subscribed />
</ subscri ptions>
</ pubsub>
<lig>

Remove Subscriber

<iq type='set'
t o=' pubsub. cof f eebean. | ocal *
i d=' subman2' >
<pubsub xm ns='"http://jabber. org/ protocol / pubsub#owner' >
<subscri pti ons node=' nessage_si nk' >
<subscription jid='bard@hakespeare.lit' subscription='none'/>
</ subscri ptions>
</ pubsub>
</ig>

REST API

All example cals to pubsub REST APl are prepared for pubsub component running at
pubsub. exanpl e. com It isrequired to replace this value with JID of pubsub component from your
installation.

It is possible to provide parameters to requests as.

XML  All parameters passed in content of HTTP request needs to be wrapped with <dat a/ > tag as
root tag of XML document, while returned parameters will be wrapped <r esul t / > tag as root
tag of XML document.

JSON  Parameters must be passed as serialized JSON abject. Additionally Cont ent - Type header of
HTTP request needs to be set to appl i cat i on/ j son.

Create a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. cont cr eat e- node
Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed
to newly created node.

POST
Command requiresfieldsnode and pubsub#node_t ype to befilled with proper valuesfor execution.
» node - field should contain id of node to create

* owner - field may contains jid which should be used as jid of owner of newly created node (will use
jid of Tigase HTTP APl Component if not passed)

* pubsub#node_t ype - should contain type of node to create (two values are possible: | eaf - node
to which items will be published, col | ect i on - node which will contain other nodes)

Example content to create node of id exanpl e and of type | eaf and with owner set to
adm n@xanpl e. com
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Using XML
Request in XML.

<dat a>
<node>exanpl e</ node>
<owner >adm n@xanpl e. conk/ owner >
<pubsub prefix="true">
<node_t ype>| eaf </ node_t ype>
</ pubsub>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</result>

Using JSON

Request in JSON.

{
-"node" -: -"exanple",
-"owner" -: -"adm n@xanpl e. cont,
- "pubsub#node_type" -: -"leaf"
}
Responsein JSON.
{
-"Note": -"Operation successful™”
}

Delete a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. cont del et e- node

Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requires field node to befilled.

* node - field should contain id of node to delete

Example content to delete node with id exanpl e
Using XML

Request in XML.
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<dat a>
<node>exanpl e</ node>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qper ati on successful </val ue>
</ Not e>
</resul t>

Using JSON

Request in JSON.

{
-"node" -: -"exanple"
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

Subscribe to a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. conl subscri be- node

Available HTTP methods:

GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requiresfieldsnode andj i ds to befilled.
* node - field should contain id of node to subscribe to
e jids -field should contain list of jids to be subscribed to node
Example content to subscribe to node with id exanpl e users with jid t est 1@xanpl e. comand
t est 2@xanpl e. com
Using XML
Request in XML.
<dat a>
<node>exanpl e</ node>
<jids>

<val ue>t est 1@xanpl e. conk/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>
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Responsein XML.

<result>
<Not e type="fixed">
<val ue>Qperati on successful </ val ue>

</ Not e>
</result>
Using JSON
Request in JSON.
{
-"node" -: -"exanple",
-'jids" - |
-"test 1@xanpl e. cont',
-"test 2@xanpl e. cont
-1
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

Unsubscribe from a node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com unsubscri be- node

Available HTTP methods:

GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requiresfieldsnode andj i ds to befilled.
» node - field should contain id of node to unsubscribe from
* j i ds -field should contain list of jids to be unsubscribed from node
Example content to unsubscribe from node with id exanpl e users t est 1@xanpl e. com and
t est 2@xanpl e. com
Using XML
Request in XML.
<dat a>
<node>exanpl e</ node>
<jids>

<val ue>t est @xanpl e. conx/ val ue>
<val ue>t est 2@xanpl e. conk/ val ue>
</jids>
</ dat a>

470



Tigase PubSub Component

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

Using JSON

Request in JSON.

{
-"node" -: -"exanple.conf,
-"jids" - |
- "t est @xanpl e. cont',
-"test 2@xanpl e. cont'
-1
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"
}

Publish an item to a node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com publ i sh-item

Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requiresfieldsnode and ent r y to befilled

* node - field should contain id of node to publish to

e itemid - field may containid of entry to publish

* expire-at -field may contain timestamp (in XEP-0082 [http://xmpp.org/extensions/xep-0082.html]
format) after which item should not be delivered to user

* entry - field should contain multi-line entry content which should be valid XML value for an item

Example content to publish item withidi t em 1 to nodewithid exanpl e and with content in example
field. P

Using XML
with XML payload

In this example we will use following XML payload:
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Payload.

<itementry>

<title>Exanple 1</title>

<cont ent >Exanpl e cont ent </ cont ent >
</itementry>

Request in XML.

<dat a>
<node>exanpl e</ node>
<itemid>iteml</itemid>
<expire-at >2015- 05- 13T16: 05: 00+02: 00</ expi r e- at >
<entry>
<itementry>
<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</itementry>
</entry>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

with JSON payload

It is possible to publish JSON payload as value of published XML element. In example below we are
publishing following JSON object:

Payload.
{ -"key-1" -: 2, -"key-2" -: -"value-2" -}
Request in XML.

<dat a>
<node>exanpl e</ node>
<itemid>iteml</itemid>
<expi re-at >2015- 05- 13T16: 05: 00+02: 00</ expi r e- at >
<entry>
<payl oad>{ &quot; key-1&quot; -: 2, &quot;key-2&quot; -: &quot;val ue-2&quot; -}
</entry>
</ dat a>

Responsein XML.

<result>
<Not e type="fixed">
<val ue>Qperati on successful </ val ue>
</ Not e>
</result>
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Using JSON
with XML payload

To publish XML using JSON you need to set serialized XML payload as value for ent ry key. In this
example we will use following XML payload:

Payload.

<itementry>

<title>Example 1</title>

<cont ent >Exanpl e cont ent </ cont ent >
</itementry>

Request in JSON.

{
-"node" -: -"exanple",
-'itemid" -: -"item1",
-"expire-at" -: -"2015-05-13T16: 05: 00+02: 00",
-"entry" -: -"<itementry>

<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</itementry>"

}
Responsein JSON.
{
-"Note" -: -"Qperation successful"”
}

with JSON payload

As JSON needs to be set as avalue of an XML element it will be wrapped on server side as a value for
<pay! oad/ > element.

Payload.
{ -"key-1" -: 2, -"key-2" -: -"value-2" -}

Request in JSON.

{
-"node" -: -"exanple",
-'itemid" -: -"item1",
-"expire-at" -: -"2015-05-13T16: 05: 00+02: 00",
-"entry" - {
-"key-1" -: 2,
-"key-2" -: -"val ue-2"
-}
}
Responsein JSON.
{
-"Note" -: -"Qperation successful"”
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}
Published item.
<payl oad>{ &quot; key-1&quot; -: 2, &quot;key-2&quot; -: &quot;val ue-2&quot; -}</pa

Delete an item from a node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. conf del ete-item

Available HTTP methods:
GET

Method returns example content which contains al required and optional parameters that may be passed.
POST

Command requiresfieldsnode andi t emt i d to befilled

* node - field containsid of node to publish to

e itemid -field containsid of entry to publish

Example content to delete an itemwithid i t em 1 from node with id exanpl e.
Using XML

Request in XML.

<dat a>
<node>exanpl e</ node>
<itemidritemil</itemid>
</ dat a>

Responsein XML.

<result>
<Note type="fixed">
<val ue>Qperati on successful </val ue>
</ Not e>
</result>

Using JSON

Request in JSON.

{
-"node" -: -"exanple",
-"itemid" -: -"item1"

}
Responsein JSON.

{
}

-"Note" -: -"Qperation successful
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List available nodes
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. coni | i st - nodes
Available HTTP methods:

GET

Method returns list of available pubsub nodes for doman passed as pat of URI
(pubsub. exanpl e. com.

Exampleresponsein XML.

<result>
<title>List of available nodes</title>
<nodes | abel =" Nodes" type="text-multi">
<val ue>t est </ val ue>
<val ue>node_54i df 40037</ val ue>
<val ue>node_3ws5| z0037</ val ue>
</ nodes>
</result>

in which we see nodes: t est , node_54i df 40037 and node_3ws5I| z0037.

Exampleresponsein JSON.

{
-"title" -: -"List of avail able nodes",
-"nodes" -: |
-"test",
-"node_54i df 40037",
-"node_3ws5l z0037"
-1
}

in which we see nodes. t est , node_54i df 40037 and node_3ws5l| z0037.

List published items on node
HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. conm l i st-itens

Available HTTP methods:

GET

Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requiresfield node to befilled

* node - field contains id of node which items we want to list

Example content to list of items published on node with id exanpl e.
Using XML

Request in XML.
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<dat a>
<node>exanpl e</ node>
</ dat a>

Responsein XML.

<result>
<title>List of PubSub node itens</title>
<node | abel =" Node" type="text-single">
<val ue>exanpl e</ val ue>
</ node>
<items | abel="Itens" type="text-nulti">
<val ue>i tem 1</ val ue>
<val ue>i tem 2</ val ue>
</itens>
</result>

wherei tem 1 andi t em 2 areidentifiers of published itemsfor node exanpl e.
Using JSON

Request in JSON.

{
-"node" -: -"exanple"
}
Responsein JSON.
{
-"title" -: -"List of PubSub node itens",
-"node" -: -"exanple",
-"itenms" -: |
-'item 1",
-'item 2"
-1
}

wherei tem 1 andi t em 2 areidentifiers of published items for node exanpl e.

Retrieve item published on node

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com retrieve-item

Available HTTP methods:
GET

Method returns example content which contains all required and optional parameters that may be passed.
POST

Command requiresfieldsnode andi t ent i d to befilled

* node - field contains id of node which items we want to list

e itemi d-field containsid of item to retrieve
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Example content to list of items published on node with id exanpl e.
Using XML
Request in XML.

<dat a>
<node>exanpl e</ node>
<itemid>iteml</itenvp
</ dat a>

Responsein XML.

<resul t>
<title>Retrieve PubSub node itenx/title>
<node | abel =" Node" type="text-single">
<val ue>exanpl e</ val ue>
</ node>
<itemid label="Item | D" type="text-single">
<val ue>i tem 1</ val ue>
</itemid>
<item | abel ="lItem' type="text-nulti">
<val ue>
<i tem expire-at="2015-05-13T14: 05: 00Z" id="item 1">
<itementry>
<title>Exanple 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</itementry>
</itenp
</val ue>
</itenp
</result>

insideitem element thereis XML encoded element whichispublished onnodeexanpl e withidi t em 1.
Using JSON

Request in JSON.

{
-"node" -: -"exanple",
-"itemid" -: -"item1"
}
Responsein JSON.
{
-"title" -: -"Retrieve PubSub node itenf,
-"node" -: -"exanple",
-"itemid" -: -"item 1",
-litemt - |

-"<item expire-at\"2015-05-13T14: 05: 002\ " id=\"item 1\">
<itementry>
<title>Example 1</title>
<cont ent >Exanpl e cont ent </ cont ent >
</litementry>
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</item"
-1
}
Retrieve user subscriptions

HTTPURI:/ rest/ pubsub/ pubsub. exanpl e. com retri eve-user-subscri ptions

Available HTTP methods:

GET
Method returns example content which contains all required and optional parameters that may be passed.
POST
Command requiresfieldj i d to befilled.
e jid-field contains JID of auser for which we want to retrieve subscriptions
e node- patt ern - field contains regex pattern to match. When field is not empty, request will return
only subscribed nodes which match this pattern. If field should be empty it may be omitted in arequest.
Example content to retrieve list of nodes to which user t est @xanpl e. com is subscribed at
pubsub. exanpl e. comwhich startswitht est - (patternt est - . *)
Using XML
Request in XML.
<dat a>
<j i d>t est @xanpl e. conx/jid>
<node- pat t er n>t est -. *</ node- patt er n>
</ dat a>
Responsein XML.
<result>
<nodes | abel =" Nodes" type="text-multi">
<val ue>t est - 123</ val ue>
<val ue>t est - 342</ val ue>
</ nodes>
</result>
Using JSON

Request in JSON.

{
-"jid" - -"test @xanpl e. cont,
-"node-pattern” -: -"test-.*"
}
Responsein JSON.
{
-"nodes" -: [
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-"test-123",
-"test-342"
-1
}
Limitations

Addressing

Within Tigase, al pubsub component address MUST be domain-based address and not a JID style
address. This was made to simplify communications structure. Tigase will automatically set compo-
nent names to pubsub. donai n, however any messages send to pubsub@lonai n will result in a
SERVI CE_UNAVAI LABLE error.

Pubsub nodes within Tigase can be found as acombination of JID and node where nodes will be identified
akin to service discovery. For example, to address afriendly node, use the following structure:

<i g to=' pubsub. donai n' >
<query node='friendly node'/>
</ig>
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Chapter 10. Tigase MIX Component

Tigase Team <team@tigase.com [ mailto:team@tigase.com]> v8.2.0, 2022-03-01 :toc: :toclevels: 3 :num-
bered: :website: http://tigase.net

Welcometo Tigase Mediated I nformation eX change (M1 X) component guide. The M I X component allows
you to have multi user group chats (channels), which are better suited for multi device usage.

Overview

What

Tigase MIX component is a component extending Tigase PubSub Component and providing support
for XEP-0369: MIX [https://xmpp.org/extensions/xep-0369.html] protocol extensions being part of M1X
specification family [https.//xmpp.org/extensions/xep-0369.htmi#family].

Additionally, it provides basic support for MUC protocol [https.//xmpp.org/extensions/xep-0045.html] to
provide support and interoperability with older software not supporting M1X,

It isconfigured by default to run under the namemi x. Installations of Tigase XMPP Server (>=8.2.0) run
this component enabled by default under the same name even if not explicitly enabled/configured.

IS MIX?

MIX standsfor Mediated I nformation eXchange (MIX) and it’ sbasics are defined in XEP-0369: Mediated
Information eXchange (MIX) [https://xmpp.org/extensions/xep-0369.html]:

"an XMPP protocol extension for the exchange of information among multiple users
through a mediating service. The protocol can be used to provide human group com-
munication and communication between non-human entities using channels, athough
with greater flexibility and extensibility than existing groupchat technologies such as
Multi-User Chat (MUC). MIX uses Publish-Subscribe to provide flexible access and
publication, and uses Message Archive Management (MAM) to provide storage and
archiving."

Specification outlines several requirements [https.//xmpp.org/extensions/xep-0369.html#reqs] of which
those seems to be the most interesting:

* "A user's participation in a channel persists and is not modified by the user’s client going online and
offline.”

» "Multiple devices associated with the same account can share the same nick in the channel, with well-
defined rules making each client individually addressable.”

» "A reconnecting client can quickly resync with respect to messages and presence.”

MIX itself serves as an umbrellafor set of MIX-related XM PP extensions that specify the exact protocol.
Two of them are required for the implementation to be considered as M1 X compliant:

e MIX-CORE defined in XEP-0369: Mediated Information eXchange (MIX) [https:.//xmpp.org/exten-
sions/xep-0369.html] - "sets out requirements addressed by MIX and general M1X concepts and frame-
work. It definesjoining channels and associated participant management. It defines discovery and shar-
ing of MIX channels and information about them. It defines use of MIX to share messages with channel
participants.”
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e MIX-PAM defined in XEP-0405: Mediated Information eXchange (M1X): Participant Server Require-
ments [ https.//xmpp.org/extensions/xep-0405.htmi] - "defines how a server supporting MIX clients be-
haves, to support serversimplementing M1X-CORE and MIX-PRESENCE."

In addition to the above extensions, there are several other that are optional:

e MIX-PRESENCE defined in XEP-0403: Mediated Information eXchange (MIX): Presence Support
[https://xmpp.org/extensions/xep-0403.html] - adds the ability for M1X online clientsto share presence,
so that this can be seen by other MIX clients. It also specifies relay of 1Q stanzas through a channel.
(Not supported fully)

* MIX-ADMIN defined in XEP-0406: Mediated Information eXchange (MIX): MIX Administration
[https://xmpp.org/extensions/xep-0406.html] - specifies MIX configuration and administration of M1X.

* MIX-ANON defined in XEP-0404: Mediated Information eXchange (MI1X): JID Hidden Channels
[https://xmpp.org/extensions/xep-0404.html] - specifiesamechanismto hidereal JIDsfrom MIX clients
and related privacy controls. It also specifies private messages. (Not supported fully)

* MIX-MISC defined in XEP-0407: Mediated Information eX change (M1X): Miscellaneous Capabilities
[https://xmpp.org/extensions/xep-0407.html] - specifies anumber of small MI1X capabilities which are
useful but do not need to be a part of MIX-CORE: handling avatars, registration of nickname, retract-
ing of a message, sharing information about channel and inviting people, converting simple chat to a
channel. (Not supported fully)

* MIX-MUC defined in XEP-0408: Mediated Information eXchange (MIX) [https://xmpp.org/exten-
sions/xep-0408.html]: Co-existence with MUC - defines how MIX and MUC can be used tog

How does it work?

The most stark difference to MUC is that MIX requires support from both server that hosts the channel
and user’s server. Thisis doneto facilitate the notion that the user (and not particular connection or client
application) joined the group and alows for greater flexibility in terms of message delivery (which can
be send to one or many connections, or even generates notification over PUSH). Another important dif-
ferenceisthe flexibility to choose which notifications from the channel user wants to receive (that can be
messages, presence, participators or node information). In the most basic approach, when user decides to
join achannel, it sends an 1Q stanzato it's own local server indicating address of the desired channel and
list of MIX nodes to which it wants to subscribe. User’s server then forward' s subscription request to the
destination, MIX server. As aresult user receives subscription confirmation and from this point onwards
will receive notifications from the channel, independently of it's current network connection. Another es-
sential bit of MIX isthe reliance on XEP-0313: Message Archive Management [https://xmpp.org/exten-
siong/xep-0313.html] to control message history and the complementary interaction between MIX server
and user’s server. Main channel history is handled by the MIX server, but user’s that joined the channel
will retrieve and synchronise message history querying their local server, which will maintain complete
history of the channelsthat user hasjoined (based on the received notifications). Thisalso meansthat even
if the channel is removed, user is still able to access it’s history through local MAM archive (limited to
time when user was member of the channel). As aresult, chatter between client, client’s server and mix
server isalso reduced and unnecessary traffic is eliminated.

Benefits for mobile-first applications relying on push

All of this helps especially with clientsthat relay on constrained environment - be that unreliable network
connection or operating system that limits time that application can be running. Because there is no de-
pendency on the dynamic state of user presence/connection theissue with occupant leaving and (re)jcining
the room is eliminated - user gets the notification always. What's more, thanks to shared responsibilities
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between MIX and user’s server, and the latter getting all notifications from MI1X channel, it's possible to
generate notifications without relaying on workarounds (that most of the time are not reliable or impact
resource usage).

In case of Tigase XMPP server it gets better thanks to our experimental filtering groupchat notifications
[ https://xeps.tigase.net/docs/push-notificationg/filters/groupchat/] feature, which allows user control when
to receive PUSH natifications from group chats (always, only when mentioned or never)

Is MUC obsolete?

Wethink that MIX istheway forward, but we al so know that thiswon’t happen overnight. Because of that
MUC is till supported in al our applications and Tigase XM PP Server implements X EP-0408: Mediated
Information eXchange (MIX): Co-existence with MUC [https.//xmpp.org/extensions/xep-0408.html] to
allow al non-MIX client to participate in M1X channel discussions using MUC protocol.

Tigase MIX Release Notes

Welcome to Tigase MIX 1.0.0! Thisisafeature release for with anumber of fixes and updates.

Tigase MIX 1.0.0 Release Notes

Major Changes

This is the introductory version of MIX specification family [https.//xmpp.org/exten-
sions/xep-0369.html#family]

All Changes

» #mix-2[https://projects.tigase.net/issue/mix-2] :Implement X EP-0369: M ediated | nformation eX change
(MIX)

 #mix-3[https://projects.tigase.net/issue/mix-3]:mplement X EP-0406: M ediated | nformation eX change
(MIX): MIX Administration

» #mix-6 [https.//projects.tigase.net/issue/mix-6]:Create tests for MIX CORE & Participants Server Re-
quirements

» #mix-8 [https://projects.tigase.net/issue/mix-8]:Improve caching
* #mix-9 [https://projects.tigase.net/issue/mix-9]:Add support for MIX-MUC integration
» #mix-10 [https://projects.tigase.net/issue/mix-10]:Invalid response for disco#items

 #mix-14 [https.//projects.tigase.net/issue/mix-14]:Add configuration to limit who can create channels
in component

o #mix-15 [https://projects.tigase.net/issue/mix-15]:NPE in MAMItemHandler
* #mix-16 [https://projects.tigase.net/issue/mix-16]:Add MIX to installer as option.

» #mix-17 [https://projects.tigase.net/issue/mix-17]:Could not parse new configuration of channel: Pub-
SubException: Only participants and information nodes are supported!

e #mix-18 [https.//projects.tigase.net/issue/mix-18]:NPE when sending requests to removed channel
nodes
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» #mix-19 [https.//projects.tigase.net/issue/mix-19]:MAM:2 is not advertised

o #mix-20 [https://projects.tigase.net/issue/mix-20]:MIX component is broadcasting messages with bare
JD

» #mix-21 [https://projects.tigase.net/issue/mix-21]:Possibility of duplicated subscription of a node
» #mix-22 [https.//projects.tigase.net/issue/mix-22]:Nickname not returned in response after being set

* #mix-23 [https://projects.tigase.net/issue/mix-23]:Remove banned participants from participants list
and subscriptions

* #mix-24 [https://projects.tigase.net/issue/mix-24]:NPE in M1 XProcessor
» #mix-25 [https://projects.tigase.net/issue/mix-25]:Create M| X component documentation and publishit

* #mix-26 [https://projects.tigase.net/issue/mix-26]:Allow installation admins to manager MIX channels
if domain admins are allowed

* #mix-27 [https.//projects.tigase.net/issue/mix-27]:MIX-MUC message duplication

o #mix-28 [https://projects.tigase.net/issue/mix-28]:NPE in
Affiliations.getSubscriberAffiliation

* #mix-29 [https://projects.tigase.net/issue/mix-29]:Weird "open channel" behaviour

Configuration

Configuration of MIX component is extended version of PubSub component configuration. We will not
describe here configuration of PubSub component asit already availablein PubSub component documen-
tation.

Setting ACL

With ACL you can control who can create publicly visible channels and also ad-hoc channels. ACL prop-
erties accept following values:

ALL Anyone can create channel
LOCAL Only local users can create channels (from all local domains on al local domains)
ADMIN Only installation administrator can create channels

DOMAIN_OWNERONly domain owner of the domain as the domain under which MIX component is
running can create channels

DOMAIN_ADMIN Only domain administrator of the domain asthe domain under which M1X component
iS running can create channels

DOMAIN Only users from the same domain as the domain under which MIX component is
running can create channels

Setting ACL for creation of public channels

Property name: publ i cChannel Creati onAcl
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Default value: DOVAI N_ADM N
By default we alow only local domain owners or admins to create publicly browsable channels.

Allowing domain usersto create public channels.

mx () {
logic () {
publ i cChannel Creati onAcl = -' DOVAI N
-}
}

Setting ACL for creation of ad-hoc (private) channels

Property nmae: adhocChannel Cr eat i onAcl
Default value: DOVAI N

Allowing all local usersto create public channels.

mx () {
logic () {
adhocChannel Creati onAcl = -' LOCAL'
-}
}

Disabling support for MUC

MIX component by default exposes MUC compatibility layer for clients that doesn’t support MIX yet,
so they would still be able to participate in the MIX channel conversation. It's possible to disable it with
the following option.

Disabling support for MUC.

mx () {

roonPr esenceModul e (active: false) {}
}

Setting limit of cached channels

Property name: mraxCacheSi ze
Default value: 2000

MIX component is caching channels configuration and affiliation in memory whileit is processing request
for the particular channel. To makethat moreefficient it isusing cacheto keep the most often used channels
configuration in memory instead of loading it every time.

Y ou can increase this value by setting maxCacheSi ze property inthe conf i g scope of the MIX com-
ponent:

Setting limit of cached channels.

mx () {
config () {
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maxCacheSi ze = 3000
-}
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Tigase Team <team@tigase.com [ mailto:team@tigase.com]> v8.2.0, 2022-03-01 :toc: :toclevels: 2 :num-
bered: :website; http://tigase.net

Welcome to Tigase Multi User Chat component guide

Overview

Tigase MUC Component is implementation of XEP-0045: Multi-User Chat [http://xmpp.org/ex-
tensions/xep-0045.html:] which provides support for multi user chats to Tigase XMPP Server.
This component also supports XEP-0313: Message Archive Management [http://xmpp.org/exten-
siong/xep-0313.html:] protocol for easier retrieval of MUC room chat history.

Tigase MUC Release Notes

Welcome to Tigase MUC 3.2.0! Thisis afeature release for with a number of fixes and updates.

Tigase MUC 3.2.0 Release Notes

Major Changes
» Bring MUC specification support up to date
» Improve handling of multiple user session using same nickname

* Fixesand improvements to ad-hoc scripts

All Changes

 #muc-133 [https://projects.tigase.net/issue/muc-133]: Add component option to let only admins create
rooms

* #muc-134 [https://projects.tigase.net/issue/muc-134]: Better MUC Converter log

 #muc-136 [https.//projects.tigase.net/issue/muc-136]: MUC specification supported by Tigase MUC is
out of data

* #muc-137 [https://projects.tigase.net/issue/muc-137]: Add support for <ig/> forwarding with multiple
resources joined

e #muc-138 [https://projects.tigase.net/issue/muc-138]: tigase@muc.tigase.org
[mailto:tigase@muc.tigase.org] kicks my clientsif | use them both

 #muc-139 [https://projects.tigase.net/issue/muc-139]: Create script to (mass) delete MUC rooms

» #muc-140 [https://projects.tigase.net/issue/muc-140]: There is no empty <subj ect /> element for
persistent room sent after re-joining

e #muc-141 [https://projects.tigase.net/issue/muc-141]: Stringl ndexOutOfBoundsException in IgStan-
zaForwarderModule
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 #muc-142 [https://projects.tigase.net/issue/muc-142]: NullPointerException when processing message
with subject

 #muc-143 [https://projects.tigase.net/issue/muc-143]: Fix MUC scripts: "No such property: mucRepos-
itory for class: tigase.admin.Script151"

e #muc-144 [https://projects.tigase.net/issue/muc-144]: No signature of method:
tigase.muc.cluster.RoomClustered.addAffiliationByJid()

Announcement

Major changes

Tigase MUC component has undergone afew major changesto our code and structure. To continueto use
Tigase MUC component, afew changes may be needed to be madeto your systems. Please seethem below:

Database schema changes

We decided to improve performance of MUC repository storage and to do so we needed to change data-
base schema of MUC component. Additionally we decided to no longer use in-code database upgrade to
update database schema of MUC component and rather provide separate schemafilesfor every supported
database.

To continue usage of new versions of MUC component it is required to manually load new component
database schema, see the section called “ Preparation of database” section for informations about that.

Moreover we no longer store rooms list and configurationsinside User Reposi t or y of default Tigase
XMPP Server database. Instead we use separate tables which are part of new schema. Due to that it is
required to execute converter which will move room configurations from User Reposi t ory to new
tables. It needs to be executed AFTER new database schema s |oaded to database.

Note

If you used separate database to store messages history we strongly suggest to use same database
for new schema and storage of rooms configurations as well. In other case message history will
not be moved to new schema.

In dat abase directory of installation package thereisanmuc- db- i gr at e utility which takes 2 pa-
rameters:

-in'jdbc_uri_to_user_repository’ To set IDBC URI of UserRepository
-out 'jdbc_uri_to_muc_database’ To set JIDBC URI of database with loaded database schema.
Tip
Both JDBC uri’s may be the same.
Warning
During this opeartion it removes room configurations from old storage.
Examples

UNIX / Linux / OSX
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dat abase/ muc-db-m grate.sh --in -'jdbc: mysqgl://1ocal host/dat abasel' --out
Windows
dat abase/ muc-db-migrate.cnd --in -'jdbc:nysql://|ocal host/ databasel' --out

Support for MAM

In this version we added support for XEP-0313: Message Archive Management [http://xmpp.org/exten-
sions/xep-0313.html:] protocol which allows any MAM compatible XMPP client with MUC support to
retrieve room chat history using MAM and more advanced queries than retrieval of last X messages or
messages since particular date supported by MUC

Disabled support for XEP-0091: Legacy Delayed Delivery

In thisversion we disabled by default support for XEP-0091: Legacy Delayed Delivery [https://xmpp.org/
extensions/xep-0091.html:]. This decision was made due to the fact that usage of XEP-0091 is not recom-
mended any more and should be used only for backward compatibility. Moreover, it added overhead to
each transmitted message sent from MUC room history, while the same information was already available
in XEP-0203: Delayed Delivery [https://xmpp.org/extensions/xep-0203.html:] format. For moreinforma-
tion see Enabling support for XEP-0091: Legacy Delayed Delivery

Database

Preparation of database

Before you will be able to use Tigase MUC Component you need to initialize this database. We provide
few schemas for this component for MySQL., PostgreSQL, SQL Server and DerbyDB.

They are placed in dat abase/ directory of installation package and named in db-
t ype- mucver si on. sql , where dbnare in name of database type which this schema supports and
ver si on isversion of aMUC component for which this schemais designed.

Y ou need to manually select schemafor correct database and component and load this schemato database.
For more information about |oading database schema look into the section called “ Database Preparation”
section of ?7??

Upgrade of database schema

Database schemafor our components may change between versionsand if so it needsto be updated before
new version may be started. To upgrade schema please follow instuctions from the section called “ Prepa-
ration of database” section.

Note

If you use SNAPSHOT builds then schemamay change for same version as this are versionswe
are till working on.

Schema description

Tigase MUC component uses few tables and stored procedures. To makeit easier to find them on database
level they are prefixed withti g_nuc_.
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Tableti g _nmuc_roons

Thistable storeslist of rooms and configuration of rooms.

Field Description Comments

room_id Database ID of aroom

jid Room JID

jid_shal SHA1 value of lowercased room JD Used for proper bare JID comparison dur-
ing lookup.
(Not existsin PostgreSQL schema)

name Room name

config Serialized room configuration

creator Bare JD of room creator

creation_date | Room creation date

subject Room subject

subject_creatoNinpkkof participant who set subject

subject_date | Timestamp of subject

Tabletig nmuc_room affiliations

Table stores rooms affiliations.

Field Description Comments

room _id ID of aroom Referencesr oom i d from
tig_muc_roons

jid JID of affiliate

jid_shal SHAZ1 value of lowercased affiliate JID Used for proper bare JID comparison dur-
ing lookup.
(Not existsin PostgreSQL schema)

affiliation Affiliation between room and affiliate

Tabletig _muc_room hi story

Table stores room messages history.

Field Description Comments

room jid Room JID

room_jid shalSHA1 value of lowercased room JID Used for proper bare JID comparison dur-
ing lookup.
(Not existsin PostgreSQL schema)

event_type For future use, if we decide to store other
events aswell.

ts Timestamp of a message

sender_jid | JID of asender
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Field Description Comments

sender_nicknariNéckname of a message sender

body Body of a message

public_event |Mark public events

msgy Serialized message

Configuration

To enable Tigase MUC Component you need to add following block toet ¢/ i ni t. properti es file

mic () {

It will enable component and configureit under namenuc. By default it will also use database configured
asdef aul t data sourceto store data - including room configuration, affiliations and chat history.

Using separate storage

Asmentioned above, by default Tigase MUC component usesdef aul t datasourceconfigured for Tigase
XMPP Server. It is possible to use separate store by MUC component. To do so you need to configure new
Dat aSour ce in dat aSour ce section. Here we will use muc- st or e as name of newly configured
data source. Additionally you need to pass name of newly configured data sourceto dat aSour ceNane
property of def aul t DAO of MUC component.

dat aSource {
muc-store () {

uri = -'jdbc: postgresql://server/ muc-dat abase'
-}
}
muc () {
nmuc- dao {
default () {
dat aSour ceName = -' nuc-store'
-}
-}
}

It is also possible to configure separate store for particular domain, ie. muc. exanpl e. com Here we
will configure data sourcewith namenuc. exanpl e. comand useit to store datafor MUC rooms hosted
at muc. exanpl e. com

dat aSource {
- muc. exanpl e. comt () {

uri = -'jdbc:postgresql://server/exanpl e-dat abase’
-}
}
muc () {
muc- dao {

-'muc. exanpl e.com () {
# we may not set dataSourceNane as it matches name of domain
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-}
-}

Note

With this configuration room data for other domains than example.com will be stored in default
data source.

Configuring default room configuration

It is possible to define value for every room option by setting it’'s value to def aul t RoontConfi g as
aproperty:

muc () {
def aul t RoonConfi g {
<option> = <val ue>

-}
}

for example:

mic () {
def aul t RoonConfi g {
-'tigase#presence_delivery_logic' = -'PREFERE_LAST
-}
}

Enabling and configuring MUC room logging

MUC component supports logging inforamtions about
* joining room

* leaving room

* broadcasting message by room

* setting room chat subject

to HTML, XML or plain text files.

To enablethisfunctionality you need to modify et ¢/ i ni t . properti es filetoenablermuc- | ogger
in MUC component, like this:

muc () {
muc- | ogger () {

}

By default files are stored in | ogs subdirectory of Tigase XM PP Server installation directory. Y ou may
change it by setting r oom | og- di r ect or y property of MUC component to path where you want to
store room logs.

muc () {
-'muc-1ogger' () {
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-}
-'roomlog-directory' = -'/var/log/ muc/'

}

We provide default logger for room events, but if you want, you may set your own custom logger. Here
weset com exanpl e. Cust onlLogger aslogger for MUC rooms:

nuc () {
-'muc-1 ogger' (class: com exanpl e. CustonLogger) {

-}
}

Disable message filtering

MUC component by default filters messages and allows only <body/ > element to be delivered to par-
ticipants. To disable thisfiltering it isrequired to set nessage-fi |l t er - enabl ed property of MUC
componenttof al se.

nmuc () {
-'message-filter-enabled = fal se
}

Disable presence filtering

To disable filter and allow MUC transfer al subelements in <presence/>, pr esence-fil ter-en-
abl ed property of MUC component needstobesettof al se

muc () {
-'presence-filter-enabled = false

}
Configuring discovering of disconnected participants

MUC component automatically discovers disconnected participants by checking if user is still connected
every 5 minutes.

It is possible to increase checking frequency by setting sear ch- ghost s- ever y- mi nut e property
of MUC componenttot r ue

muc () {
-' search-ghosts-every-m nute' = trues

}

Itisalso possible to disable this discovery by setting ghost bust er - enabl ed property of MUC com-
ponenttof al se

nmuc () {
-' ghost bust er-enabl ed'" = fal se
}

Allow chat states in rooms

To alow transfer of chat-states in MUC messages set muc- al | ow chat - st at es property of MUC
componenttot r ue
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muc () {
-"muc-all owchat-states' = true

}
Disable locking of new rooms

Toturn off default locking newly created roomsset muc- | ock- new r oomproperty of MUC component
to “false’ by default new room will be locked until owner submits a new room configuration.

muc () {
-'"muc-1 ock-newroonm = fal se
}

Disable joining with multiple resources under same nick-
name

To disable joining from multiple resources under single nickname set nuc-mul ti-itental | oned
property of MUC componenttof al se

muc () {
-'"muc-multi-itemall owed' = fal se
}

Enabling support for XEP-0091: Legacy Delayed Delivery

To enable support for XEP-0091 you need to set | egacy- del ayed- del i very- enabl ed property
of MUC componenttot r ue

nmuc () {
-'l egacy-del ayed-del i very-enabl ed" = true
}

Room configuration options

In addition to the default Room configuration options defined in the MUC specification Tigase offers
following as well:

Tigase MUC Options « tigasettpresence_delivery logic - allows configuring logic deter-
mining which presence should be used by occupant in the room
while using multiple-resource connections under one nickname,
following options are available:

* PREFERE_PRIORITY
* PREFERE_LAST

* tigasetfpresence_filtering - (boolean) when enabled broadcasts
presence only to selected affiliation groups

« tigasettpresence filtered affiliations -  when  enabled
tigasetpresence filtering is enabled one can select affiliation
which should receive presences, following are possible to select
from:
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* owner
e admin
* member
* none

 outcast

* muc#roomceonfig_maxusers - Allows configuring of maximum
users of room.

Configuring default room configu-  For more informations look into the section called “Configuring
ration in init.properties default room configuration”

Configuration per-room Per room configuration isdoneusing 1 Q stanzas defined in the spec-
ification, for example:

<iq type="set" to="roomane@uc. donai n" id="configl">
<query xm ns="http://jabber.org/protocol /nuc#owner" >
<x xm ns="j abber: x: data" type="subnit">
<field type="bool ean" var="tigase#presence filtering">
<val ue>1</val ue>

</field>
<field type="list-multi" var="tigase#presence filtered affiliations">
<val ue>owner </ val ue>
</field>
</ x>
</ query>

</ig>

Offline users

If user affiliation ismarked as persistent (which can be done using admin ad-hoc commands), MUC deliv-
ers presence to occupantsin name of offline user. MUC generates presence with ext ended away info:

<presence from="." to=".">
<show>xa</ show>
</ presence>

This presence is sent to occupants, when user goes offline and when persistent occupant is added to room
(but he is offline). If persistent user if online in room, then MUC sens real presence of occupant.

Entering the room

I mportant
When user isjoining to room, he MUST use his BareJID as room nickname!
Example of entering to room.

<presence
fronm=' hag66@hakespeare. | it/ pda’
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id='n13nt 3l
t o=' coven@hat . shakespeare. | it/ hag66@hakespeare.lit'>
<x xm ns="http://]abber. org/protocol /mc'/>
</ presence>

Messages

Room members marked as persistent are able to send message to room, when they not in room. Message
will be treated as sent from online user, and delivered to al occupants.

All groupchat messages will be also sent to offline membersif they are marked as persistent.
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Welcome to Tigase Socks5 Proxy guide

Tigase SOCKS5 component allows for file transfers to be made over a SOCK S5 proxy in accordance
with XEP-0065 SOCK S5 Bytestreams [ http://xmpp.org/extensions/xep-0065.html]. This allowsfor some
useful features such as: - transfer limits per user, domain, or global - recording transfers between users -
guotas and credits system implementation

Overview

Tigase Socksb Proxy isimplementation of Socks5 proxy described in X EP-0065: SOCK S5 Bytestreams, in
section 6. Mediated Connection [https://xmpp.org/extensions/xep-0065.html#mediated:] which provides
support for Socksb proxy for file transfers between XMPP client behind NATsto Tigase XMPP Server.

Installation

Tigase SOCK S5 component comes built into the dist-max archives for Tigase XM PP server, and requires
the component to be listed in config.tdd file:

proxy {}

Y ou will also need to decide if you wish to use database-based features or not. If you wish to smply run
the socksb proxy without features such as quotas, limits add the following line:

proxy {
-'verifier-class' = -'tigase.socks5.verifiers. DumyVerifier'
}

Thiswill enable the SOCK S5 Proxy without any advanced features. If you wish to use those features, see
the configuration section below.

Database Preparation

In order to use the more advanced features of the SOCK S5 Proxy Component, your database needs to be
prepared with the proper schema prior to running the server.

Y ou may either edit an existing database, or create a new database for specific use with the Proxy.

Edit Existing Database

Y ou can add the proper schemato your existing database using the DB Schemaloader utility included with
Tigase. The database folder contains the schema file for your type of database.

First, backup your database before performing any actions and shut down Tigase XM PP Server.

Then from the Tigase installation directory run the following command:

java --cp -"jars/*" tigase.db.util.DBSchemalLoader --dbType {derby, mysql, postgresql
Y ou should see the following dialogue

LogLevel : CONFI G
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ti gase. db. util.DBSchemalLoader
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One this process is complete, you may begin using SOCK S5 proxy component.

Create New Database

<init>

val i dat eDBConnecti on
val i dat eDBConnecti on
val i dat eDBConnecti on
val i dat eDBExi sts
val i dat eDBExi sts

| oadSchemaFi | e
| oadSchemaFi | e
shut downDer by
shut downDer by
printlnfo

CONFI G Properties: [{dbFk

I NFO Validating C
CONFI G Dri ver Manage
I NFO Connection C

I NFO Val i dati ng whet h
| NFO Exi sts K
I NFO Loadi ng schema fr
I NFO conpl eted K
I NFO Val i dati ng DBConn
WARNI NG Dat abase -'tigase
| NFO

If you want to create a new database for the proxy component and use it as a separate sockss database,
create the database using the appropriate schema file in the database folder. Once thisis created, add the

following line to your config.tdsl folder.

proxy {}

For example, a mysgl database will have this type of URL: jdbc:mysgl://localhost/SOCKS?
user=root& password=root to replace database URL. For more options, check the database section of this

documentation.

Configuration
Enabling proxy

To enable Tigase Socks5 Proxy component for Tigase XM PP Server, you need to activate socks5 com-
ponent in Tigase XMPP Server configurationfile (et ¢/ conf i g. t dsl ). Insimplessolutionit will work
without ability to enforce any limits but will also work without a need of database to store informations

about used bandwidth.

Simple configuration.

socks5 () {
repository {
default () {
cls = -'"dummy'’
-}
-}
}

r enot e- addr esses

proxy {

-'renpt e- addresses' = -'192.168. 1. 205, 20. 255. 13. 190’

}

Comma seperated list of 1P addresses that will be accessible VIA the Socks5 Proxy. This can be useful
if you want to specify a specific router address to allow external traffic to transfer files using the proxy

to users on an internal network.
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Port settings

If socksb is being used as a proxy, you may configure a specific ports for the proxy using the following
linein config.tdsl:

proxy {
-'connections' {

-'ports' =] 1080 -]
-}
}

Enabling limits

To enable limits you need to import schema files proper for your database and related to Tigase Socksb
Proxy component from dat abase directory. To do this, refer to the previous section.

With that setup, it is possible to enable limits verifier by replacing entries related to Tigase Socksb Proxy
component configuration with following entries. This will use default database configured to use with
Tigase XMPP Server.

DummyVerifier
* ClassName: ti gase. socks5. verifiers. DumyVerifier

This acceptsfile transfers VIA SOCK S5 proxy from any user and does not check limitations against the

database.

socks5 () {
verifier (class: tigase.socks5.verifiers.DumyVerifier) {
-}

}

LimtsVerifier

e ClassName:ti gase. socks5. verifiers.LimtsVerifier

Uses the database to store limits and record the amount of datatransferred VIA the proxy.
Configuring limits

Following properties are possibleto be set for Li mi t sVeri fi er:

proxy {
-'verifier-class' = -'tigase.socksb.verifiers.LimtsVerifier'
ti gase.socks5.verifiers.LimtsVerifier {
-'transfer-update-quantization' = -'1000
-'instance-limt' = -'3000
-}
}

Parametersfor Li mi t sVeri fi er which will override the defaults. All of these limits are on a per cal-
endar month basis. For example, a user is limited to 10MB for all transfers. If he transfers 8BMB between
the 1st and the 22nd, he only has 2MB l€ft in his limit. On the 1st of the following month, his limit is
reset to 10MB.

Available parameters:
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transf er - updat e- quanti zat i on which value is used to quantitize value to check if value of

transferred bytes should be updated in database or not. By default itis IMB. (Low value can slow down
file transfer while high value can allow to exceed quota)

Note

gl obal -1imt - Transfer limit for all domainsin MB per month.

i nstance-|imt - Transfer limit for server instance in MB per month.

def aul t - domai n-11i mit - The Default transfer limit per domain in MB per month.
defaul t-user-1imt - Thedefault transfer limit per user in MB per month.

default-file-limt - Thedefault transfer limit per filein MB per month.

Low values can slow down file transfers, while high values can allow for users to exceed quotas.

Individual Limits

Using the default database schemain tabletig_socks5 users limits can be specified for individual users.

Value of the field user_id denotes the scope of the limitation:

 domain_name defines limits for users which JIDs are within that domain;

» JID of the user defineslimit for this exact user.

Vaue of the limit bigger than 0 defines an exact value. If value is equal 0 limit is not override and more
global limitisused. If valueequals-1 proxy will forbid any transfer for thisuser. It thereisno valuefor user
inthistable new row will be created during first transfer and limitsfor domain or global limitswill be used.

Socksb database is setup in this manner:

Table12.1. tig_socks5 users

nit gpeferugémit_per_domain

uid user_id shal_user_i‘aﬂomain shal_domaifilesize limifttransfer_lin

1 user @domaic36FRA95608(0deniaif 2dens 26Kl BeEIRRRIf 027 333ARf 68005 65a257a
[mailto:user@domain.com]

2 domain.com e1000db219fda6enafATRERAIDEBANSFBRARETA02735342fe8005fG5a257a

This example table shows that user@domain.com [mailto:user@domain.com] is limited to 3000MB per
transfer whereas all users of domain.com are limited to amax file size of 500MB. Thistable will populate
as users transfer files using the SOCK S5 proxy, once it begins population, you may edit it as necessary.
A second database is setup tig_socks5_connections that records the connections and transmissions being
made, however it does not need to be edited.

Using a separate database

To use separate database with Tigase Socks5 Proxy component you need to configure new Dat aSour ce
indat aSour ce section. Here we will use socks5- st or e as name of newly configured data source.
Additionally you need to pass name of newly configured data source to dat aSour ceNarre property of
def aul t repository of Tigase Socks5 Proxy component.

dat aSour ce {
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socks5-store () {

uri = -'jdbc:db_server_type://server/socks5-dat abase'
-}
}
socks5 () {
repository {
default () {
dat aSour ceNane = -'socks5-store’
-}
-}
}
Performance

Tigase Socks5 Proxy component was tested with 100 concurrent transfers. Maximal traffic processed by
component was 21,45MB/s on loopback interface. All XMPP clients and Tigase XMPP Server used in
test were running on the single machine.
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Tigase Team :toc: :numbered: :website: http://tigase.net

Welcome to Tigase Push component guide

Tigase Push Component

Tigase Push component is a Push notifications component implementing XEP-0357: Push Notifications
[https://xmpp.org/extensions/xep-0357.html]. It is a gateway between Push Notification services and
XMPP servers. It is configured by default to run under name of push.

Note

Tigase Push component requires at the minimum version 8.0.0 of Tigase XM PP Server.
Push notifications enable messages and pertinent information for clients, even if they are offline as long

asthey are registered with the push service. Tigase Messenger for iOS and Tigase Messenger for Android
both have support for this feature.

Workflow

The workflow for enabling and using push notifications works as follows:

Enabling notifications

In order to receieve notifications, clientswill require registration with apush service. Although this process
ismainly invisible to the user, the stepsin registration are listed here:

» Theclient registers and bootstraps too it’ s assicoated push service. Thisis done automatically.
» Theclient registersitself with the push service server which then will dedicate a node for the device.

» Nodeinformation is passed back to the client and is shared with necessary components.

Receiving notifications
Notifications sent from the server are recieved the following (simplified) way:
» A message is published on the XM PP node which is then sent to the push service on the same server.

» Thepushservicewill theninform the user agent (an application on the device running in the background)
that a push notification has been sent.

» The user agent will then publish the notification to the client for a user to see, waking up or turning on
the client if is not running or suspended.

Tigase Push Release Notes

Welcome to Tigase Push 1.2.0! Thisis afeature release for with anumber of fixes and updates.
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Tigase Push 1.2.0 Release Notes

Major Changes

Added support for sending Vol P push notifications using PushKit
Support for storing APNS certificates in repository instead of filesystem for easier cluster deployments
Add priority detection for push notifications to avoid excessive pushes to devices

Inclusion of APNS certificate validity task that notifiesif it's about to expire

All Changes

#push-29 [ https://projects.tigase.net/issue/push-29] Added support for sending Vol P push notifications
using PushKit

#push-30 [https://projects.tigase.net/issue/push-30] Added REST API handler for quick unregistration
of adevice

#push-32 [https://projects.tigase.net/issue/push-32] Fixed issue with APNS certificate validation
#push-33 [https://projects.tigase.net/issue/push-33] Added statistics gathering

#push-35 [https://projects.tigase.net/issue/push-35] Added support for APNS certificate in PEM
#push-36 [https://projects.tigase.net/issue/push-36] Improved priority detection of push notifications

#push-37 [https://projects.tigase.net/issue/push-37] Enable APNS certificates to be stored in User-
Repository - management is done via ad-hoc command,;

#push-39 [https://projects.tigase.net/issue/push-39] Changes to improve error handling

#push-41 [https://projects.tigase.net/issue/push-41] Fixed issue with ApnsSer vi ce exceptions not
being thown logged

#push-42 [https://projects.tigase.net/issue/push-42] Fixed error type reported back on t ooManyRe-
quest sFor Devi ceToken

#push-47 [https.//projects.tigase.net/issue/push-47] Added task to periodically validate SSL certificates
for Push notifications

#push-48 [ https://projects.tigase.net/issue/push-48] Fixed handling events by APNsBinaryApiProvider

#push-49 [https://projects.tigase.net/issue/push-49] Added enforcement to use HTTP/2 protocol (with
use of ALPN)

Configuration

Enabling component

Push notifications may be sent by Tigase XMPP Server with or without use of Push component. Push
Component is only required if you have your own application for mobile devices for which you want to
send push notifications.
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Tigase Push Component

This component is not loaded and enabled by default asit requires implementations of Push notifications
providers and additional configuration (including credentials required to authorize to push services). Fol-
lowing entries will activate component:

push () {
}

Note

Y ou need to enable and configure push providers implementations before it will be possible to
send push notifications. For more detail s about this process, please check documentations of push
service provider projects.

Usage

Sending notifications

When you will register adevicefor aPush Notifications, you will receive name of the PubSub node where
you should publish items. Publishing items to this node, as specified in XEP-0357: Push Notifications
[https://xmpp.org/extensions/xep-0357.html] will result in push notifications being delivered to the regis-
tered device.

Registering device

To register a device you need to execute the adhoc command r egi st er - devi ce available at Push
Notification component. This command will return aform which needs to be filled.

Form consists of following fields:

provider ID of aprovider for which you want to register adevice. It containsalist of available
providers and you need to select a proper one.

device-token Unique token which your application retrieved from a device or client library and
which should be used to identify device you want to register for push notifications.

When you submit this form, it will be processed and will respond with ar esul t type form. Within this
form you will find anode field which will contain a PubSub node name created by the Push Notifications
component, to which you should publish notification items. This returned node with jid of the Push Noti-
fications Component should be passed to your XM PP server as the address of the XM PP Push Service.

Unregistering device

To unregister adevice, you need to execute the adhoc command unr egi st er - devi ce availablewithin
the Push Notification component. This command will return aform which needsto befilled out.

Thisform consists of the following fields:
provider ID of aprovider for which your devices was registered.

device-token Unique token which your application retrieved from adevice or client library and was
registered at this push notifications component.

When you submit this form, it will be processed and will respond with ar esul t form to notify you that
device was successfully unregistered from the push notifications component.
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Unregistering device via HTTPS
ThereisREST API handler (inform of Unr egi st er Devi ceHandl er . gr oovy script) which placed
in/scripts/rest/push/ directory in Tigase XMPP Server installation directory will enable end-

point (documented in Development Guide) alowing client to disable their push notifications even without
authentication to their XM PP server.

Note

It is recommended to not expose this endpoint using HTTP but only with HTTPS.

Providers

Providers availability depends on the deployed binaries, by default Tigase includes following providers:

Tigase Push Component - FCM provider

Overview

Tigase Push Component - FCM provider is an implementation of FCM provider for Tigase Push Compo-
nent. It allows Tigase Push Component to connect to Firebase Cloud Messaging and send notifications
using this service.

Configuration

Enabling provider

To enable this provider, you need to enable fcm-xmpp-api bean within push component configuration

scope.
Example.
push () {
- fem xnpp-api* () {
# FCM configuration here
-}
}
Note

Y ou need to pass FCM configuration parameters to make it work, see below.

Setting FCM credentials

FCM XMPP API provider will not work properly without API key and project id asthisvaluesarerequired
for authorization by FCM. Y ou need to get information from FCM account.

When you have this data, you need to pass sender id as sender-id property and server key as server-key
property.

Example.

504



Tigase Push Component

push () {
- fem xmpp-api* () {
-'sender-id" = -'your-sender-id'
-'server-key' = -'your-server-key'
-}
}

Connection pool

By default this provider uses single client to server connection to FCM for sending notifications. If in your
use caseit isto small (asyou need better performance), you should adjust value of pool-size configuration
property. Setting it to 5 will open five connectionsto FCM for better performance.

Example.
push () {
- femxnpp-api ' () {
-'pool -size' =5
-}
}

Tigase Push Component - APNs provider

Overview

Tigase Push Component - APNs provider is an implementation of APNs provider for Tigase Push Com-
ponent. It allows Tigase Push Component to connect to Apple Push Notification service and send notifi-
cations using this service.

Configuration

Enabling provider

To enable this provider, you need to enable apns-binary-api bean within push component configuration

scope.
Example.
push () {
-'apns-binary-api' () {
# APNs configuration here
-}
}
Note

Y ou need to pass APNs configuration parameters to make it work, see below.

Setting APNSs credentials

APNSs binary APl provider will not work properly without certificate file required for authorization by
APNSs and password to decrypt this certificate file. You need to get certificate using Apple Developer
Account.
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When you have this certificate, you need to pass path to certificate file as cert-file property, password as
cert-password and APNS topic (bundle id) as apns-topic.

Examplefor /etc/apns-cert.pl12, Pa$$word and com.bundle.id.

push () {
-'apns-binary-api' () {
-'cert-file' = -'"/etc/apns-cert.pl2
-'cert-password = -'Pa$$word'
-'apns-topic' = -'combundle.id
-}
}

Alternatively, certificate can be stored in the database and in that case the TDSL configuration file should
only contain ' apns-t opi ¢' entry and the certificate and the password should be updated via ad-hoc
command (Servicediscovery _ Pushcomponent _ Set APNScertificate). Inthe ad-hoc you should select
the APNS provider from the list and include base64 encoded certificate obtained from Apple (. p12 file),
for example:

base64 --w 0 PushCertificate.pl2
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Welcome to Tigase STUN component guide

Tigase STUN Component

What

Tigase STUN Component allows for the use of a STUN server to handle XMPP and related communica
tionsto allow for smoother server operations behind aNAT.

IS STUN?

STUN stands for Simple Traversal of UDP[User Datagram Protocol] Through NAT[Network Address
Trandlatorg]. It allows for computers behind a NAT router to host and provide UDP information without
having to create rule exceptions on the router, or provide specific information to the NAT service. When
specified within Tigase, XM PP and UDP communi cations can be directed to aspecific STUN server which
will then handle incoming requests to your network. You may use a public, or your own STUN server
with Tigase.

Requirements

The only requirement (aside from configuration) is that you are operating on anetwork that is not a Sym-
metric NAT as STUN by itself will not function correctly.

Configuration

Below isan example configuration for STUN component. Notethat the2 st un- pri mary and 2 st un-
secondary settings are required, where external settings are not.

stun (class: tigase.stun.StunConponent) {
-'stun-primary-ip' = -'10.0.0.1'

-'stun-primary-port' = 3478
-'stun-secondary-ip' = -"10.0.0.2
-'stun-secondary-port' = 7001
-'stun-primary-external-ip' = -'172.16.0. 22
-'stun-primary-external -port' = 3479
-'stun-secondary-external -ip' = -'172.16.0. 23
-'stun-secondary-external -port' = 7002

Note

Primary port should be set to 3478 asit is default port for STUN servers.

Setting descriptions

1. stun-prinmary-ip - primary |P address of STUN server used for binding (and sending to client if
stun-primary-external-ip)
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2. stun-primary-port -primary port of STUN server used for binding (and sending to client if stun-
primary-external-port)

3. stun-secondary-i p - secondary IPaddressof STUN server used for binding (and sending to client
if stun-secondary-external-ip)

4. st un-secondary-i p - secondary port of STUN server used for binding (and sending to client if
stun-secondary-external -port)

If you wish to have a secondary STUN server as a backup, or to provide multiple addresses for STUN
services, the following may be used.

1. stun-primary-external -ip-primary external 1P address of STUN server used for sending to
client if set

2. stun-primary-external - port - primary external port of STUN server used for sending to
client if set

3. stun-secondar y- ext ernal -i p - secondary external |P address of STUN server used for send-
ing to client if set

4. st un-secondar y- ext er nal - port - secondary external port of STUN server used for sending
to client if set

Logback configuration

You man want to use logback for STUN server to append normal server logs. To do this, specify the
logback xml file within javaoptionsinthet i gase. conf file.

JAVA _OPTI ONS="- Dl ogback. confi gurati onFi |l e=et c/| ogback. xm "
Y ou may configure the logback by editing the xml included with distributions at logback.xml.
What isincluded is a basic logback configuration that just adds the stun logging.

<configuration scan="true">

<appender nane="STDOUT"
cl ass="ch. gos. | ogback. cor e. Consol eAppender " >
<encoder >
<pattern>
%{ HH: nm ss. SSS} [ % hread] 9% 5| evel % ogger {36} -- %rsg%n
</ pattern>
</ encoder >
</ appender >

<l ogger name="de.j avaw .j stun. header. MessageHeader" | evel ="I NFO' -/>
<root | evel ="DEBUG' >
<appender-ref ref="STDOUT" -/>

</root>

</ configuration>
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Welcome to Tigase SPAM Filter guide.

Overview

This Tigase SPAM Filter project contains additional features provided for Tigase XM PP Server to reduce
number of sent/received SPAM messages.

Configuration

To enable default set of SPAM filters with default settings you need to enable SessionManager processor
spam-filter:

Enabling default SPAM filters.

"sess-man () {
-'spamfilter' () {}

}
Changing active SPAM filters

Y ou can configure active SPAM filters by setting enabling and disabling SPAM filters (subbeans of spam-
filter processor bean).

Enabling message-same-long-body filter.
'sess-man' () {
-'spamfilter' () {
-' message- sane- | ong- body' () {}
-}
}

Sending error when packet is dropped

By default, due to nature of SPAM, you do not want to send error packet when SPAM packet is dropped
as sending error back will:

* increase traffic on a server (which in rare cases may lead to overload of a XM PP server)

* notify spammer that it was not possible to delivery message

It ispossibleto configure spam-filter to send error back, by setting trueto spam-filter return-error property:
Allow sending error.

"sess-man () {

-tspamfilter’ () {
return-error = true

509


mailto:team@tigase.net
mailto:team@tigase.net
http://tigase.net
http://tigase.net

Tigase SPAM Filter

-}
}

Enabling logging of dropped messages

It is possible to enable logging of dropped messages by adding spamto comma separate list of values
for - - debug property.

- - debug=spam

Filters

In this section thereisalist of available filters and detailed description of each filtering algorithm.

Same long message body

When thereisa SPAM being sent using XM PP server in most cases number of messageswith longer body
size increases and in most cases every SPAM message contains same body part. This filter isidentified
by following id mressage- same- | ong- body.

Detection is based on:
» message body being longer that particular value
» multiple messages being sent with same long body

Below islist of possible settings which may be modified to adjust thisfilter behaviour.

Message body length

SPAM messages are usually longer messages (over 100 chars). To reduce overhead of filtering and mem-
ory required for filtering we check length of message body and processit further only if message exceeds
declared message body length (default: 100 chars).

Y ou can also check messageswith smaller body (ie. only 50 chars) by settingbody- si ze property to 50.
Setting filter to check message with body bigger that 50 chars.

"sess-man' () {
-'spamfilter' () {
-' message- sane- | ong- body' () {
-' body-size' = 50
-}
-}
}

Number of allowed message with same body

In most cases message with same body is sent to multiple users. Filter will count messages with same
body (which isbigger that declared message body length) and if it exceeds message number limit then any
further message with same body will be detected and marked as SPAM. By default we allow 20 messages
with same body to be processed by SessionManager. If you wish to changethislimit set nunber-1i mt
to appropriate value.
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Setting number of allowed message to 10.

"sess-man' () {
-'spamfilter' () {
-' message- sane- | ong- body' () {
-'nunber-limt' = 10
-}
-}
}

Size of counters cache

Error

We process every message and for every body of message which body length exceeds body Iength limit
we needs to keep counter. This counters are kept in cache which sizeis configurable and by default equals
10000. To change size of counters cache assign proper valueto count er-si ze-linit.

Increasing cache size to 1000000.

'sess-man' () {
-'spamfilter' () {
-' message- sane- | ong- body' () {
-'counter-size-limt' = 1000000
-}
-}
}

message and missing <error/> child

Some of SPAM messages are sent as stanzas which are invalid if we compare them with XM PP specifi-
cation, ie. <message/ > stanzawith t ype attribute set to er r or are sent without child element <er -
ror/ > which is required for all packets of type er r or. This filter detects this kind of messages and
marks them as SPAM.

Thisfilter isidentified by following id message- err or - ensur e- err or - chi | d.

Groupchat messages sent to bare JID

In some cases SPAM messages are being sent as groupchat messages (messages with t ype attribute set
to gr oupchat ). With this type of messages we cannot use filtering based on number of message sent
with same body asin case of MUC messages we must accept a lot of messages with same body, because
there may be many users which are participants of same MUC room and should receive same message.

To address this issue we decided to drop all groupchat messages which are sent to our server XM PP users
witht o attribute set to barejid, asreal MUC component isaware of user resources which joined particular
room and will send messages only to this particular resource by addressing message with full jid. This
filter isidentified by following id muc- nessage- ensure-to-ful | -jid.

Known spammers

To deal with spam it isrequired to filter every messages to verify if it is spam or not. Usually spammers
are using same accounts to send bigger number of messages. Thisfilter takes it as an advantage of thisto
reducetimerequired for filtering spam messages aswhen any other filter marks message as spam thisfilter
will be notified and will mark sendersjid as a spammer. Thiswill result in aban for any packet exchange
with this user for configured ban time.
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If user will send aburst of spam messages then he will be banned for configured ban time for every spam
message, ie. if user would send 20 messages and ban time will be set to 15 minutes then users will be
banned for 300 minutes (5 hours).

Thisfilter isidentified by following id known- spamer s.
<ban-time>
<title>Ban time</title>

Time in minutes for which user marked as spammer will not be able to exchange packets with any other
users. By default thisvalueis set to 15 minutes and if you would like to increase it to 30 minutes just add
following linetoetc/init. propertiesfile

"sess-man' () {
-'spamfilter' () {
-' known-spamers' () {
ban-time = 30
-}
-}
}

</ban-time>

Cache time

Time in minutes for which user will be remembered as a spammer. It will be able to exchange messages
with other users (after ban time passes), but if the situation repeats within thistime and our algorithm will
be sure that user is a spammer - it may disable local user account.

'sess-man' () {
-'spamfilter' () {
-' known-spamers' () {
cache-time = 10080
-}
-}
}

Disabling account

If filter, depending on other filter reports, will establish that user is for sure a spammer it may not only
ban user for sometime, but it may disable that user account. Thisis done by default, if you wish to disable
account deactivation add following linetoet c/i nit. properti es file

'sess-man' () {
-'spamfilter' () {
- ' known-spamers' () {
di sabl e-account = fal se
-}
-}
}

Print list of detected spammers

Itispossibleto request filter to print full list of known spammer which are currently banned every minute.
Todo so, you need to set pri nt - spanmer s property tot r ue.
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'sess-man' () {
-'spamfilter’ () {
- ' known-spamers' () {
print-spamers = true
-}

-}
}

Frequency of printing list of spammers

By default, list of detected spammersis printed to logs every day. If you wish you can adjust thisvalue to
1 hour, then add following entry toet ¢/ i ni t. properti es file

'sess-man' () {
-'spamfilter' () {
-' known-spamers' () {
print-spamers-frequency = 60
-}
-}
}

Presence subscription filter

When thereisapresence-based SPAM being sent using XM PP server in most casesthereisalot of pr es-
ence of typesubscri be being sent from the single JID. This behavior is annoying and has negative
impact onthe XM PP server asaccording to the XM PP specificationeach pr esence of typesubscri be

sent from JID which is not in the users roster causes adding this JID to the user’ sroster until user declines
subscription request.

Detection is based on counting subscription request being sent from the same bare JID within a period
of time.

Below islist of possible settings which may be modified to adjust thisfilter behaviour.
Number of allowed subscription requests per minute

Be default filter allows 5 subscription requests to be sent from the single JID per minute. If some client
will send more than 5 subscription requestsit will be marked as a spammer.

Setting filter to allow 7 subscription requests per minute.

'sess-man' () {
-'spamfilter' () {
-' presence-subcribe' () {
-'limt-per-mnute =7
-}

-}
}

Development

Y ou can easily add a new methods of detection if apacket isaspam or not. Simplest way isto implement
anew filter.
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Implementation of a new filter

Each class used as afilter by SpanPr ocessor needstoimplement Spanti | t er interface.
There are 3 important methods which need to be implemented by in Spanti | t er interface:
 String getld() -returnsid of afilter

e doubl e get SpanProbabi | ity() -returnsprobability of sender being a spammer after detection
of asingle message which is blocked (from 0.0 to 1.0 where 1.0 meansthat it is a spammer)

* boolean filter(Packet packet, XMPPResourceConnection session) - method
checking if astanzaisaspam (return f al se to stop stanzafrom being delivered)

Simple filter with id durmy- det ect or which would look for messages with text durmy, block them
and then mark sender as a spammer after 5 messages would look like this:

Examplefilter.

package test;
i mport tigase.spam SpanfFilter;

@ean(nane = -"dumy-detector", parent = SpanProcessor.class, active = true)
cl ass DummyDet ector inplenments Spanfilter {

@verride
public String getld() {
return -"dumy-detector";

}

@verride
public doubl e get SpanProbability() {
return 0. 2;

}
@verride
protected bool ean filterPacket (Packet packet, XWMPPResourceConnection session) {
i f (packet.getEl emNane() == -"message") {
El enent bodyEl = packet. getEl emrent (). get Chil d("body");
if (bodyEl -!= null) {
String body = bodyEl . get Chat a() ;
if (body -!=null) {
return -!body. contains("dunmmy");
}
}
}
return true;
}
}
Note

If you expect packet to be processed multiple times (ie. by filter of a sender and filer of are-
ceived), then you should take that into account when you estimate value returned by get Spant
Probability().
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Tip

We have added @ean annotation to automatically enable this filter in the SpanPr ocessor
in the Tigase XMPP Server and to be able to easily configure it without specifying full name
of aclass.
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