Tigase Properties Guide

Tigase Team



Tigase Properties Guide
Tigase Team




Table of Contents
Lo -mBAIMINS e e e ettt et et 1
2. mAUEN-AD e e 2
= 111 oo | o o PP PPPPPTR 3
4. --auth-dOmMaiN-FEPO-POO0I ......uueeeiti ettt ettt et et e et e e et e e e b 4
5. —-QUEN-TEPO-PO0L ......iiiii e ettt e e e eene 5
6. --AULN-TEPO-POO0I-SIZE ... ettt ettt ettt e ettt et et e e e ent e aee 6
7. --DIiNG-EXE-NOSINAIMES ... ettt et e e e e e s 7
8. --DOSN-ClOSE-CONNECTION ...t 8
9. --DOSh-exXtra-hEaderSTile .. ..o 9
10. --Cl-CONN-TEPO-CIBSS .....veeiiiii et ettt e et e e et e e eene e eees 10
11, --client-acCeSS-POIICY-TIE ...oeve e e 12
12, --ClUSEEr-CONNECE-GI1 ... ettt e e 13
L3, --ClUSEEI-MOOE ... ettt ettt e et et e e et e e e 14
T4, --CIUSEEI-NOUES ...ttt ettt e et et e e et e e et et e e e e eba s 15
15, --eM-ht-traffic-throttling .......oovee e 16
16. --CM-SEE-OLNEN-NOSE ...t ettt e 17
17, --CM-traffiC-tRrOLLING ...oeeve e e 18
18, —-CMPNAIME-PIONS ... .e ettt ettt ettt et et et e et e et e e et et et e e e e e et e e e e e ene s 19
19, -=COMP-CLASS ..ttt ettt ettt ettt 20
20. ==COMPNAIME ...ttt ettt ettt ettt et e et et et e et e et r e e et e e et e e e neneeae e ene s 21
21. --Cross-domaiN-POlICY-Il@ ... 22
22, - QABTEP0-PO0I-SIZE ... ettt e e e e e e eeee 23
23, cm0BDUG .. eeee ettt et et eaaas 24
24, —-dEDUG-PACKBGES ... eeeet ettt 25
25. --dOMAIN-TITEI-POLICY ....ieeeiie ettt 26
26. --elements-NUMDEr-TIMIT ......oout e e 27
P = e ole 1 PP 28
28. --EXECOMP-TEPO-CIBSS ...eetti ettt ettt ettt ettt e et e et e et e e e aaa s 29
20, —-BXEEINAL ..ottt e s 30
30. —-harden@O-MOGE ........coeeii et e e 32
3L, —sMAX-GUEUE-SIZE ...ttt ettt ettt ettt e s 33
A 1070] 011 o) 1] oo HE O PP PPP TP TPPPPTRRPPPIN 34
33. --net-buff-high-throughPUL ... 35
34, —-NEt-DUFF-SEANAAIT .....cooei e 36
35. --NeW-CoNNECEIONS-TNFOLLHING .....vuniiiii e 37
36. —-NONPIIONTEY-GUEUE .....eeeeie ettt ettt et ettt ettt e et et et e et e e e et e b e e e e e e e era s 38
37. --QUEUE-IMPIEMENTELION ...eeett ittt ettt et e e e et e e e e eeaans 39
38. --roStEr-iMPIEMENTALION .....eeue it et e et e e et e e e et e e e eeaa e eenes 40
39. --s2s-gjabberd-bug-Workaround-aCLiVE ............coiuiiiiiiii e 41
YA s o = PP PTPPT 42
41, --S25-SKiP-tIS-NOSINAIMES ... .ottt 43
A o ] o o [ PP UPPPTRR 44
43, --SM-CIUSLEr-SIrALEQY-CIASS .....vuuiiiiii ettt et e et e e et e e et e e e 45
A4, —-SMEPIUGINS ..ot ettt ettt ettt et e e e e e e e e 46
45, --SM-tAFEAOSPOOI ... ettt 47
4B, --SH-CRITS-TOCAIION ...ttt ettt et e et e e e e 48
A7, --SH-CONTBINEI=ClASS .....cteetie ettt ettt ettt e et e et e e et e b e e e e et e e e e nba s 49
48. --SH-0Ef-CEIT-OMAIN ....etnii it et ettt e e ettt e ettt e e e et aeeeenaaeeees 50
49, —-SEAES-AICIIV ... eeett et et e e e e e e aee 51
BO. —=SEAES-NISIONY ... 53
51, -~ SIIINQPIED-PIOCESSON ... eevti ettt etett e e eete e et et e et et e et et r e et et e e et et e e et et e e e eab e eeenba s 54




Tigase Properties Guide

S (= SRR 55
53, - tigase-CONFIg-TEP0-ClASS .....uiiiieiiii i et e e e e e e e e e e e et e et e e aaeeaens 56
oY/ [0 F= s o0 010 = o 0 L P 57
55. --tlsjdk-Nss-bug-workaround-aCtive ...........ccoiiiiiiiiii e 58
T (11 PP 59
O AT o o PSSP 60
R 0= o o PPN 61
LT U 2o (0] g = T 1= o0 o Lo 62
LTIl S (= oo o oo | P 63
BL. —-USEr-TEPO0-POO0I-SIZE .. .evuciii et e e e e e e e e e a e a e 64
62. --vhost-anonymoUS-€NaDIE ...........oiiiiiiii e 65
Y oo LS 4 U < (= PP 66
64. --Vhost-MESSAgE-TOrWAIG-JId .......ouiiiiiieii e e e e e e e e e eaaes 67
65. --VhoSt-presenCe-fOrWard-jid .........co.iiiuiiiiii e 68
66. --VhoSt-register-enabled ...........coouuiiiiii i 69
YA 010 1 £ 1= o U1 (= o [ 70
oS T g o 0 PP 71
(SIS RELYZ- (o 1o (oo [l (= - P 72
F(ORERNIYE- (e 1o (o o [ o THaTo [N AY P 73
4 Y7 (o 1o (oo [ 11 10 1= T 74
7o o) 4T 1Y o T 75




Chapter 1. --admins

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 07:42

Default value: none

Example: - - admi ns = adnmi n@omai n. com [ rmai | t 0: adnmi n@lomai n. coni
Possible values: user 1@onmai n, user 2@lomai n2

Description: Specifies a list of administrator accounts.

Possible values: list of admin accounts: user 1@lomnai n, user 2@lomnai n2

Availablesince: 2.0.0
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Chapter 2. --auth-db

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 07:50

Default value: t i gase- cust om
Example: - - aut h-db = db-type

Possible values: nysql | pgsql | | dap| drupal | ti gase-aut h|ti gase-customn] cl ass
name

Description: Specifiesauthentication repository, wheredb- t ype can be oneof possiblevalues: mysql ,
pgsql, drupal, wp, tigase-authandti gase-custom(if omitted: user-db isusedin
versionsupto5.0andt i gase- cust omisthe new default value starting from version 5.1 ) or the class
name. For SQL databasethisisnormally: ti gase. db. j dbc. JDBCReposi tory.

Available since: 2.0.0
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Chapter 3. --auth-db-uri

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 20:55

Default value: jdbc: nysql ://1ocal host/ti gasedb?
user =t i gase_user &asswor d=nypass

Example: --aut h-db-uri = jdbc: nysql ://1ocal host/tigasedb?
user =t i gase_user &asswor d=nypass

Possiblevalues: db connection-uri .

Description: connect i on-uri isafull resource uri for user repository data source. (If omitted us-
er-db-uri settings are used.)

Availablesince: 2.0.0
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Chapter 4. --auth-domain-repo-pool

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:01

Default value: t i gase. db. Aut hReposi t or yMDI npl
Example: - - aut h- domai n-repo-pool = tigase. db. Aut hReposi t or yMDI npl
Possible values: class implementing AuthRepository.

Description: Allows to specify an implementation for per-domain Aut hReposi t or y implementation.
Thisisused only if the implementation provided by adefault Tigase server packageis not sufficient in the
particular deployment. The implementation provides a DB (AuthRepository to be more specific) connec-
tion pool where each connection (AuthRepository) handlesdatafor adifferent DNS domain (VHost). This
allows for database (user data) sharding to improve the system performance and better balance the load.

Availablesince: 5.1.0
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Chapter 5. --auth-repo-pool

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 20:59

Default value: t i gase. db. Aut hReposi t or yPool
Example: - - aut h-r epo- pool = ti gase. db. Aut hReposi t or yPool
Possible values: class implementing AuthRepository.

Description: Allowsto specify animplementation for the authentication repository connection pool. This
isused only if the implementation provided by a default Tigase server package is not sufficient in the par-
ticular deployment. The implementation provides a DB (AuthRepository to be more specific) connection
pool to improve the data access performance. The repository pool can offer data caching for improved
performance or any other features necessary.

Availablesince: 5.1.0
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Chapter 6. --auth-repo-pool-size

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-05-28 04:24

Default value: 10
Example: - - aut h-r epo- pool -si ze = 25
Possible values: Number of db connections as integer.

Description: The property allowsto set the database connections pool size for the AuthRepository. Please
note, if not specified than in some cases instead of default for this property setting for --data-repo-pool-
size can be used. This depends on the repository implementation and the way it isinitialized.

Available since: 4.0.0
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Chapter 7. --bind-ext-hostnames

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:06

Default value: none
Example: - - bi nd- ext - host names = pubsub. host . domai n
Possible values: comma separated list of domains.

Description: This property alowsto set alist of domainsto be bound to the external component connec-
tion. Let’s say we have a Tigase instance with only MUC and PubSub components |oaded and we want to
connect thisinstance to the main server viaexternal component protocol. Using --external property we can
define a domain (maybe muc.devel .tigase.org), password, TCP/IP port, remote host address, connection
type, etc.... Thiswould make one of our component (MUC) visible on the remote server.

To make visible the second component (PubSub) we would need to open another connection with the
domain name (pubsub.devel .tigase.org) for the another component. Of course the second connection is
redundant as all communication could go through a single connection. Thisiswhat this property is used.
In our example with 2 components you can just put the pubsub.devel .tigase.org domain as avalue to this
property and it will bind the second domain to a single connection on top of the domain which has been
authenticated during protocol handshaking.

Available since: 5.0.0
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Chapter 8. --bosh-close-connection

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-20 00:51

Default value: f al se
Example: - - bosh-cl ose-connection = true
Possiblevalues: t rue| f al se

Description: The property globally disables Bosh keep-alive support for the Tigase server. It causes the
Bosh connection manager to force closed HTTP connection each time data is sent to the Bosh client. To
continue communication the client must open anew HTTP connection.

Thissettingisrarely required on someinstallationswhere the client cannot control/disable keep-alive Bosh
connections and keep-alive does not work correctly for some reason.

Availablesince: 5.1.0
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Chapter 9. --bosh-extra-headers-file

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-20 01:00

Default value: et c/ bosh- ext r a- header s. t xt
Example: - - bosh-extra-headers-file = /path/to/file.txt
Possible values: path to a file on the filesystem.

Description: The property allows you to specify a path to atext file with additional HTTP headers which
will be sent to a Bosh client with each request. This gives some extra flexibility for Bosh clients running
on some systems with specia requirements for the HTTP headers and some additional settings.

By default afile distributed with the installation contains following content:

Access-Control -AllowOrigin: *

Access-Control - Al | ow Met hods: GET, POST, OPTI ONS
Access- Control - Al | ow Headers: Content-Type
Access- Cont r ol - Max- Age: 86400

This can be modified, removed or replaced with a different content on your installation.

Availablesince: 5.1.0
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Chapter 10. --cl-conn-repo-class

Artur Hefczyc <artur.hefczyc@tigase.net [mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-28 14:02

Default value: ti gase. cl ust er. repo. O ConSQLReposi tory
Example: - -cl -conn-repo-cl ass = tigase.cluster.repo.d ConDi r Repository
Possible values: classimplementing ComponentRepository.

Description: This property alowsto set class controlling cluster connections repository. The cluster con-
nections repository is responsible for discovering cluster nodes which are part of the installation. Tigase
in cluster mode establishes TCP/IP connections between cluster nodes to allow for user communication
and exchanging cluster state metadata.

From the Tigase XMPP Server 5.2.0 the server supports cluster auto-configuration so no action, config-
uring or any maintenance action is required to add a new cluster node.

As everything in the Tigase it is aso a pluggable system so it is possible to implement/add new ways
to synchronize information about cluster nodes on the system. Currently following cluster connection
repositories are implemented:

1. ClIConSQLRepository a default implementation which synchronizes cluster nodes information
through SQL database. By default it uses the same database as the main Tigase DB, that is the User-
Repository database. All the cluster nodes need an access to the same database for cluster nodesinfor-
mation synchronization.

For backward compatibility this mode reads the list of the cluster nodes from a configuration file
(init.properties)aswell. However, thisis used only as an initial setup and, after startup time
the cluster nodes are synchronized through the database.

It is recommended however, that the --cluster-nodes property is not used (should be removed or com-
mented out) when the automatic reconfiguration mode is used. Thisis because we found out that when
the network configuration and DNS names are not perfect than automatic mode may conflict with man-
ual settings.

By default the same database as for the user repository is used for the cluster automatic cluster mode
but, a different, separate database can be used aswell. A DB URI for a different SQL database can be
set using following configuration property:

cl -comp/ repo-uri =jdbc: nysql : //1 ocal host/ti gasedb?user =user &asswor d=mypass

2. CIConDirRepository an aternative way to synchronize information about cluster nodes on the instal-
lation through filesystem. This might be used in case where DB is not accessible by the clustering code
for some reason or synchronization through DB is not desired. To make use of the filesystem based
cluster nodes synchronization you need to mount a directory via some network filesystem mechanism
(like NFS for example) and point the Tigase to the directory. The rest works the same way as through
the DB. However, instead of writing cluster node metadata to some DB table, each node writes it’'s
metadata to a separate file in the given directory. This mode is also compatible with the manual nodes
configuration through --cluster-nodes but the same precautions and suggestions as for DB based auto-
matic node hold.

A default location of the directory is probably not very useful, as it points to etc/ directory, therefore,
normally a correct location has to be set through the repo-uri property in afollowing way:

10
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--cl-conn-repo-class

cl -comp/ repo-uri=/mount/tigase-cl uster-repo

3. ClConConfigRepository is an implementation which alows you to revert back to the previous and
manual cluster configuration through --cluster-nodes. However, since version 5.2.0 the - - cl us-
t er - nodes has been extended with ability to set password and port number for each cluster node.

Availablesince: 5.2.0

11



Chapter 11. --client-access-policy-file

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-20 01:09

Default value: et ¢/ cl i ent - access- pol i cy. xm
Example: - -cl i ent-access-policy-file = /path/to/access-policy-file.xmn
Possible values: path to a file on the filesystem.

Description: The property alows to control the cross domain access policy for Silverlight based web
applications. The cross domain policy is controlled via XML file which contains the policy and rules.

+ By default Tigaseis distributed with an example policy filewhich allowsfor full accessfrom all sources
to the whole installation. This is generally correct for most Bosh server installations. The configuration
through the property and the XML file allows for a very easy and flexible modification of the policy on
your installation.

Availablesince: 5.2.0

12
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Chapter 12. --cluster-connect-all

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:25

Default value: f al se
Example: - - cl uster-connect-all = true
Possiblevalues: t rue| f al se

Description: The property is used to open active connections to all nodes listed in the --cluster-nodes
configuration property. This property should be used only on the node which is added to the live cluster at
later time. Normally this new cluster node is not listed in configuration of the existing cluster nodes. This
iswhy they can not open connections the new node. The new node opens connection to all existing nodes
instead. Falseis the default value and you can skip this option if you want to have it switched off.

Available since: 4.3.0

13
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Chapter 13. --cluster-mode

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:27

Default value: f al se
Example: - - cl ust er-node = true
Possiblevalues: t rue| f al se

Description: The property isused to switch cluster mode on. The default valueisfal se so you can normally
skip the parameter if you don’t want the server to run in the cluster mode. Y ou can run the server in the
cluster mode even if thereis only one node running. The performance impact isinsignificant and you have
the opportunity to connect mode cluster nodes at any time without restarting the server.

Available since: 4.0.0

14
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Chapter 14. --cluster-nodes

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:30

Default value: none
Example: - - cl ust er-nodes = nodel. domai n, node2. domai n, node3. domai n
Possible values. a comma separated list of hostnames.

Description: The property is used to specify alist of cluster nodes running on your installation. The node
isafull DNS name of the machine running the node. Please note the proper DNS configuration is critical
for the cluster to work correctly. Make sure the hostname command returns a full DNS name on each
cluster node. Nodes don’t have to be in the same network although good network connectivity is aso a
critical element for an effective cluster performance.

--cl uster-nodes=host - a. donmai n. com pass: port, host - b. dormai n. com pass: port, host-c. don

All cluster nodes must be connected with each other to maintain user session synchronization and exchange
packets between users connected to different nodes. Therefore each cluster node opens a cluster port
on which it is listening for connections from different cluster nodes. As there is only one connection
between each two nodes the Tigase server has to decide which nodes connects and which has to accept
the connection. If you put the same list of cluster nodes in the configuration for all nodes this is not a
problem. The Tigase server has away to find it out and void conflicts. If you however want to add a new
node later on, without restarting and changing configuration on old nodes there is no way the old nodes
will try to establish a connection to the new node they don’t know of. To solve this particular case the
next parameter is used.

Available since: 4.0.0
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Chapter 15. --cm-ht-traffic-throttling

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:38

Default value: xnpp: 25k: 0: di sc, bi n: 200m 0: di sc
Example: --cmht-traffic-throttling = xnpp: 25k: 0: di sc, bi n: 200m 0: di sc
Possible values: comma separated list of traffic limits settings.

Description: The property is used to specify traffic limit of non-user connections, that is s2s, external
components and other high traffic server connections. Meaning of the property and values encoded arein
the same way as for the --cm-traffic-throttling property.

Availablesince: 5.1.3
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Chapter 16. --cm-see-other-host

Wojciech Kapcia <wojciech.kapcia@tigase.org [ mailto:wojciech.kapcia@tigase.org]> v2.0, June 2014:
Reformatted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date; 2013-06-11 10:12

Default value: t i gase. server. xnmppcl i ent. Seett her Host Hashed

Example: --cmsee- ot h-
er - host=ti gase. server. xnppcl i ent. SeeQ her Host Hashed

Possible values: 'none' or class implementing SeeOtherHostlfc.

Description: Allowsto specify aload balancing mechanism by specifying SeeOtherHostIfc implementa-
tion. More details about funcionality and implementation details can be found in Tigase Load Balancing
documentation.

Availablesince: 5.2.0
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Chapter 17. --cm-traffic-throttling

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:35

Default value: xnpp: 2500: 0: di sc, bi n: 20m 0: di sc
Example: --cmtraffic-throttling = xnmpp: 2500: 0: di sc, bi n: 20m 0: di sc
Possible values: comma separated list of traffic limits settings.

Description: The property allowsyou to limit traffic on user connections. These limits are applied to each
user connection and if alimit is exceeded then a specified action is applied.

The property vaue is a comma separated list of traffic limits settings. For example the first part:
xnpp: 2500: 0: di sc specifiestraffic limitsfor XMPP datato 2,500 packets allowed within last minute
either sent to or received from a user and unlimited (0) total traffic on the user connection, in case any
limit is exceeded the action isto disconnect the user.

* [xmpp|bin] traffic type, xmpp - XMPP traffic, that islimits refer to a number of XMPP packets trans-
mitted, bin - binary traffic, that is limits refer to anumber of bytes transmitted.

* 2500 maximum traffic allowed within 1 minute. 0 means unlimited, or no limits.
» 0 maximum traffic allowed for the life span of the connection. 0 means unlimited or no limits.

* [disc|drop] action performed on the connection if limits are exceeded. disc - means disconnect, drop
- means drop data.

Availablesince: 5.1.3
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Chapter 18. --cmpname-ports

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:42

Default value: depends on component.
Example: - - s2s- port s=5269, 5270, 5271
Possible values: comma separate list of TCP/IP port numbers.

Description: The property is used to set ports list for a connection manager. cmpname is a component
name of the connection manager you want to change ports numbersfor. list of portsis acomma separated
list of ports numbers. For example for the server to server connection manager named s2s the property
would like like the example below:

--s2s-ports=5269, 5270, 5271

Availablesince: 3.0.0
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Chapter 19. --comp-class

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:51

Default value: depends on component.
Example: - - conp-cl ass-1 = ti gase. muc. MJCConponent
Possible values: class name.

Description: Property is used to load an extra component to the server. Normally this parameter is used
if you want to load a component which is not included in the confi g-t ype you use. You can, of
course, load more than just one component using parameters: - - conp- cl ass- 2, - - conp- cl ass- 3
and so on.... Let's say you want to load the MUC component and the class name for the component is:
ti gase. muc. MJUCSer vi ce. Thelinein the propertiesfile should look like:

--conp-class-1 = tigase. muc. MJCConponent

Availablesince: 3.0.0
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Chapter 20. --comp-name

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:54

Default value: custom string.
Example: - - conp- nane-1 = muc
Possible values: XMPP localnode string.

Description: The property is used to assign name name to the non-standard component which is loaded
by the server. It is normally used when you want to load component which is not loaded by the con-

fi g-type youuse Together with- - conp- cl ass- 1 itallowsyoutoload any extracomponent to your
server configuration. Of course you can load more than just one component. Just use - - conp- nane- 2,
- - conp- nane- 3 and so on... Let’'s say you want to load the MUC component. Y ou can then put give
it aname: muc and the setting would look like:

--conp-nanme-1 = muc

Availablesince: 3.0.0
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Chapter 21. --cross-domain-policy-file

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-20 01:14

Default value: et ¢/ cr oss- donai n- pol i cy. xm
Example: - - cross-domai n-policy-file = /path/to/cross-domain-policy.xm
Possible values: path to a file on the filesystem.

Description: The property alows to set path to a file with cross domain access policy for flash based
clients. Thisisastandard XML file which is sent to the flash client upon request.

A default file distributed with the Tigase installation allows for full accessfor all. Thisis good enough for
most use cases but it can be changed by simply editing thefile.

Availablesince: 5.1.0
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Chapter 22. --data-repo-pool-size

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-05-28 04:19

Default value: 10
Example: - - dat a- r epo- pool -si ze = 25
Possible values: Number of db connections as integer.

Description: Dat aReposi t ory isan abstraction layer between any higher level data access reposito-
ries such as User Reposi t ory or Aut hReposi t ory and SQL database or JDBC driver to be more
specific. Many implementations use Dat aReposi t or y for DB connections and in fact on many instal-
lationsthey al so share the same DataRepository instanceif they connect to the same DB. Insuch acaseitis
desired to specific aconnection pool onthislevel to avoid excessive number of connectionsto the database.

It recommended to control number of DB connection using this property rather than --user-repo-pool-size
or --auth-repo-pool-size.

Availablesince: 5.1.0
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Chapter 23. --debug

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 21:57

Default value: none
Example: - - debug = server, xnmpp. i npl
Possible values: comma separated list of Tigase's package names.

Description: This property is used to turn on debugs log for selected tigase package. For example if you
want to turn debug logs on for package: t i gase. server then you have to put parameter: - - debug
server . If you have any problems with your server the best way to get help from me is to generate
configuration with --debug = server and run the server. Then fromthel ogs/ ti gase- consol e. | og
log filel can get al information | need to give you ahelp. More detail s about server logging and adjusting
logging level is described in article Debugging Tigase.

Available since: 2.0.0
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Chapter 24. --debug-packages

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:00

Default value: none
Example: - - debug- packages = com conpany. Cust onPl ugi n, com conpany. cust om
Possible values: comma separated list of java packages or classes.

Description: The property is used to turn debugging on for any package not necessarily within tigase
packages.

Available since: 5.0.0
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Chapter 25. --domain-filter-policy

Default value: ALL
Example: - -donai n-filter-policy = LOCAL

Possible values; ALL| LOCAL| OWN| BLOCK]| LI ST=donmi n1; domai n2|
BLACKLI ST=dormai n1; domai n2

Description: The property isaglobal settingsfor setting communication filtering for vhosts. Thisfunction
is kind of extension of the same property which could be set on a single user level. However, in many
cases it isdesired to control users communication not on per user-level but on the domain level. Domain
filtering (communication filtering) allowsyou to specify with whom users can communicatefor aparticular
domain. It allowsto restrict communication for a selected domains or for the entire installation. A default
value ALL that users for the domain (by default for all domains) are allowed to communicate with any
user on any other domain. Other possible values are:

1. ALL a default value alowing users to communicate with anybody on any other domain, including
external servers.

2. LOCAL allows users to communicate with all users on the same installation on any domain. It only
blocks communication with external servers.

3. OMN alows users to communicate with all other users on the same domain. Plus it allows users to
communicate with subdomains such as muc.domain, pubsub.domain, etc...

4. BLOCK value completely blocks communication for the domain or for the user with anybody else. This
could be used as a means to temporarily disable account or domain.

5. LI ST property allows to set alist of domains (users' JIDs) with which users on the domain can com-
municate (i.e. whitelist).

6. BLACKLI ST - user can communicate with everybody (like ALL), except contacts on listed domains.
Thisisaglobal property which isoverridden by settingsfor particular vhost and settings or particular user

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted in theinit.property file for which thereisno individ-
ual settings specified. It allows to configure a default values for all of them, instead of having to provide
individual configuration for each vhost.

It isalso applied as adefault value for al new vhosts added at run-time.

Available since: 5.2.0
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Chapter 26. --elements-number-limit

Wojciech Kapcia <wojciech.kapcia@tigase.org [ mailto:wojciech.kapcia@tigase.org]> v2.0, June 2014:
Reformatted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date; 2013-11-27 10:48

Default value: 1000
Example: - - el ement s- nunber - 1i i t =20000
Possible values: any integer.

Description: el emrent s- nurber - 1 i mi t configuration property allows configuring Denial of Service
protection mechanism which limits number of elements send in stanza. It can be configured on per Con-
nectionManager basis with the following configuration:

<Connect i onManager conponent >/ el ement s-nunber-1imnt[1]=integer_nunber
for example (for ClusterConnectionM anager):
cl -conp/ el ement s-nunmber-1imt[1]=100000

Availablesince: 5.2.0
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Chapter 27. --ext-comp

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:05

Default value: none
Example: --ext-comp =1 ocal domai n, r enot edomai n, port, passwd, pl ai n, accept
Possible values: external connection definition string.

Description: Deprecated in favor of - - ext er nal . Support for this property is no longer maintained,
please update your installation for the new way to connect external components.

The property creates a connection over external component protocol - XEP-0114 [http://xmpp.org/exten-
sions/xep-0114.html]. The connection can be made to/from any XEP-0114 application: IM transort, MUC,
PubSub and others. It is also possible to separate Tigase internal components onto separate instances con-
nected via XEP-0114 connections.

Possible values: connection string | ocal domai n, r enot edomai n, port, passwd, (pl ai n|
ssl), (accept| connect), routing

Note: It isalso possible to generate configuration for many external components. To do so use - - ext -
conp_1 paraneters,--ext-conp_2 paraneters andsoon...

Available since: 2.0.0
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Chapter 28. --extcomp-repo-class

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:13

Default value: t i gase. server. ext. ConpConfi gRepository
Example: - - ext conp-repo-cl ass = tigase. server. ext. ConpConfi gRepository
Possible values: a class name implementing tigase.db.comp.ComponentRepository.

Description: This can be used when --external is used to connect external components. The component
responsible for maintaining external components connections can be reconfigured at run-time and can
store configuration in a separate place, configuration file, database or any other data source. This property
specifies implementation for this data source.

The property sets a class managing the component repository. There are 3 available now and you can
implement and use your own. The 3 available are:

* tigase.server.ext.CompConfigRepository which reads settings for external components from configura-
tion only. It works well with ad-hoc commands, you can add, remove and update external component
settings but your changes are not saved to any permanent storage.

* tigase.server.ext.CompDBRepository which reads settings for external components from configuration
and from database. As a database backend it uses UserRepository. It works well with ad-hoc commands
and your changes are stored in DB and are loaded after server restart. All data are cached in memory
so it doesn’t cause a significant load on database. As it uses UserRepository data are stored in aformat
hard for direct modifications in database and because of caching in memory al the datait isalso not a
good choice in cluster environment as changes made on one node are not quickly propagated to other
nodes - areload ad-hoc command must be called on all nodes.

* tigase.server.ext. CompSQLRepository which reads initial settings from configuration and also stores
datain SQL database. It automatically creates a dedicated DB table with a simple structure suitable for
direct modificationswith SQL command. It aso doesn’t cache any data. External component detailsare
read from DB on demand when the component tries to authenticate. Asit doesn’t cache any data, each
authentication request requires DB access therefore it may put some load on DB. On the other hand
it allows for easy external components management from a separate application connecting directly to
DB and all changes are instantly picked up by all cluster nodes.

Availablesince: 4.3.0
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Chapter 29. --external

Artur Hefczyc <artur.hefczyc@tigase.net [mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:40

Default value: none

Example: - - ext ernal =
mucl. devel . ti gase. org: passwdl: connect: 5270: devel . ti gase. org: accept : | b-
cl ass

Possible values: external domains parameterslist.
Description: The property defines parameters for external component connections.

The component is loaded the same way as all other Tigase components. Inyour i ni t. properti es
file you need to add 2 lines:

--conp-nane-1 = ext
--conp-class-1 = tigase.server. ext. Conponent Prot ocol

This will load the component with an empty configuration and is practically useless. You have to tell
the component on what port to listen to (or on what port to connect to) and external domains list with
passwords.

Asavalueyou haveto put commaseparated list of external domains settings. Each domain settings consist
of afew, colon separated parameters. For example:

--external = nucl. devel .tigase. org: passwdl, nuc2. devel . ti gase. or g: passwd2

This sets passwords for 2 external domains but does not say anything about port number or about connec-
tion. The abovelist isasimplified syntax. The full syntax looks like this:

--external = nucl. devel.tigase.org: passwdl:|isten: 5270
or

--external = nucl. devel.tigase.org: passwdl: connect: 5270:\
devel . tigase. org: accept: | b-cl ass

Meaning of each colon separated part:

1. external component domain;

2. password for this domain;

3. connection type - listen for incoming connections or connect for the remote server;
4. port number for the TCP/IP connection (listening on or connecting to);

5. remote hostname addr ess(es) - if the connection type is connect then here should the remote hostname
address to connect to can be skipped for listen connection type; the first item on the list is aways the
remote domain name, if there are more entries, the rest is just addresses to connect to for this domain
separated by semicolon (;)

6. protocol - if the connection type is connect then here is protocol to use - accept for XEP-0114, client
for XEP-0225, possible others in the future, can be skipped for listen connection type;
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--external

7. Ib-class- isaclassnamefor load-balancer plugin. Thisisused only wherethere are multiple connections
from the external component and you want to spread load among them. More details and examples
areinthisguide.

Only 2 first parts are mandatory, the rest is optional. The simplified form is used to provide a list of
domains:password elements for external components connections.

The settings on the server side may most likely looks like this:

--external =mucl. devel . ti gase. org: passwdl: | i sten: 5270, \
muc?2. devel . ti gase. or g: passwd2, muc3. devel . ti gase. or g: passwd3

It specifies 3 domains with passwords and one TCP/IP port to listen to. On the other hand you can specify
a configuration which would establish connection to the server:

--external = nucl. devel .tigase.org: passwdl: connect: 5270: devel . ti gase. or g: accept

We use one of the domains configured on the server side, the same port number and the server address.
(Assuming the main server works at devel .tigase.org address).

Availablesince: 4.3.0
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Default value: f al se
Example: - - har dened- node=t r ue
Possiblevalues: t rue| f al se

Description: Enabling hardened mode affects handling of security aspects within Tigase. It turns off
workaround for SSL issues, turns off SSLv2 and forces enabling more secure ciphers suites. It also forces
requirement of StartTLS.

Enabling it requires UnlimitedJCEPolicyJDK [http://www.oracle.com/technetwork/javaljavase/down-
loads/jce-7-download-432124.html] installed. It's preferred to use OracleJDK as our tests revealed that
using OpenJDK in hardened mode may cause issues with some clients on some platforms.

Availablesince: 5.2.0
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Chapter 31. --max-queue-size

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:45

Default value: depends on RAM size.
Example: - - max- queue-si ze = 10000
Possible values: integer number.

Description: The property set internal queues maximum size to a specified value. By default the Tigase
sets the queue size depending on the maximum available memory to the Tigase server process. It set’s
1000 for each 100M B memory assigned for VM. Thisis enough for most use cases. If you have, however
extremely busy service with Pubsub or MUC component generating huge number of packets (presence or
messages) this size should be equal or bigger to the maximum expected number of packets generated by
the component in a single request. Otherwise the Tigase may drop packets which it is unable to process.

Availablesince: 5.1.0
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Chapter 32. --monitoring

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 22:48

Default value: none
Example: - - noni toring = jnx: 9050, htt p: 9080, snnp: 9060
Possible values: list of monitoring protocols with port numbers.

Description: The property activates monitoring interfaces through selected protocols on selected TCP/IP
port numbers. For more details please refer to the monitoring guide for details.

Available since: 4.0.0
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Chapter 33. --net-buff-high-throughput
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ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 23:05

Default value: 64k
Example: - - net - buf f - hi gh-t hr oughput = 256k
Possible values: network buffer size as integer.

Description: The property sets the network buffer for high traffic connections like s2s or connections
between cluster nodes. The default is 64k and is optimal for medium traffic websites. If your cluster
installation can not cope with traffic between nodes try to increase this number.

Available since: 4.3.0
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Chapter 34. --net-buff-standard
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Default value: 2k
Example: - - net - buf f - st andard = 16k
Possible values: network buffer size as integer.

Description: The property sets the network buffer for standard (usually ¢2s) connections, default value
is2k and is optimal for most of cases.

Available since: 4.3.0
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Chapter 35. --new-connections-
throttling

Artur Hefczyc <artur.hefczyc@tigase.net [mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 23:08

Default value: 5222: 200, 5223: 50, 5269: 100, 5280: 1000
Example: - - new connections-throttling = 5222: 100
Possible values: alist of port numbers with throttling thresholds as integer.

Description: The property allows you to limit how many new users connection per second the server
accepts on a particular port. Connections established within the limit are processed normally, all others
are simply disconnected. This allows you to avoid server overload in case thereis a huge number of users
trying to connect at the same time. Mostly this happens after the server restart.

The property valueisalist of comma separated port settings. Each port setting isformatted in afollowing
way: PORT_NO LI M T_VAL

Availablesince: 5.1.0
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Chapter 36. --nonpriority-queue
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ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 23:10

Default value: f al se
Example: - - nonpriority-queue = true
Possiblevalues: t rue| f al se

Description: The property can be used to switch to non-priority queues usage in the Tigase server (value
set to true). Using non-priority queues prevents packets reordering. By default the Tigase uses priority
gueues which meansthat packets with highest priority may take over packetswith lower priority (presence
updates) which may result in packets arriving out of order.

This may happen however only for packets of different types. That is, messages may take over presence
packets, however, one message never takes over another message for the same user. Therefore, out of
order packets delivery is not an issue for most cases.

Available since: 5.0.0
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Chapter 37. --queue-implementation

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 23:16

Default value: ti gase. util.PriorityQueueRel axed
Example: - - queue-inpl enentation = tigase.util.PriorityQueueStrict
Possible values: classname extendingti gase. util . PriorityQueueAbstract.

Description: The property setsthe Tigaseinternal queueimplementation. Y ou can choose between already
available and ready to use or you can create own queue implementation and let the Tigase load it instead
of the default one. Currently following queue implementations are available;

1. tigase.util.PriorityQueueRelaxed - specialized priority queue designed to efficiently handlevery high
load and prevent packets loss for higher priority queues. This means that sometimes, under the system
overload packets may arrive out of order in cases when they could have been dropped. Packets loss
(drops) can typically happen for the lowest priority packets (presences) under avery high load.

2. tigase.util.PriorityQueueStrict - specialized priority queue designed to efficiently handle very high
load but prefers packet loss over packet reordering. It issuitablefor systemswith avery highload where
the packets order isthe critical to proper system functioning. It means that packets of the same priority
with the same source and destination address are never reordered. Packets loss (drops) can typically
happen for al packets with the same probability, depending which priority queue is overloaded.

3. tigase.util.NonpriorityQueue - specialized non-priority queue. All packets are stored in asingle phys-
ical collection, hencethey are never reordered. Packets are not prioritized, hence system critical packets
may have to wait for low priority packetsto be processed. This may impact the server functioning and
performance in many cases. Therefore this queue type should be choosen very carefully. Packets of
the same type are never reordered. Packets |oss (drops) can typically happen for al packets which do
not fit into the single queue.

Please note! Snce the packets are processed by plugins in the SessionManager component and each
plugin has own thread-pool with own queues packet reordering may happen regardless what queue type
you set. The reordering may only happen, however between different packet types. That is message may
take over iq packet or iq packet may take over presence packet and so on... Thisis unpredictable.

Availablesince: 5.1.0
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Chapter 38. --roster-implementation
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Default value: Rost er Fl at . cl ass. get Canoni cal Nane()

Example: - -r ost er -i npl enent ati on=ny. pack. Cust onRost er | npl

Possible values: Class extending tigase.xmpp.impl.roster.Roster Abstract.

Description: This property allows you to specify a different RosterAbstract implementation. This might
be useful for a customized roster storage, or extended roster content or in some cases for some custom

logic for certain roster elements.

Availablesince: 5.2.0
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Chapter 39. --s2s-ejabberd-bug-
workaround-active

Artur Hefczyc <artur.hefczyc@tigase.net [mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 00:58

Default value: f al se
Example: - - s2s- ej abber d- bug- wor kar ound- acti ve = true
Possiblevalues: t rue| f al se

Description: Property activates aworkaround for a bug in EJabberd in it's s2s implementation. EJabberd
does not send dialback in stream features after TL S handshaking even if the dialback is expected/needed.
Thisresultsin unusable connection as EJabberd does not accept any packets on this connection either. The
workaround is enabled by default right now until EJabberd version without the bug is popular enough. A
disadvantage of the workaround is that dialback is always performed even if the SSL certificate is fully
trusted and in theory dialback could be avoided.

Available since: 5.1.0
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Chapter 40. --s2s-secret

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-03-28 14:55

Default value: <nul | >
Example: - - s2s-secret = sone-s2s-secret
Possible values: ascii string.

Description: The property is a global settings for s2s secrets to generate dialback keys on the Tigase
installation. By default it isnull, which meansthe secret isautomatically generated for each s2s connection
and handshaking.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted in theinit.property file for which thereisno individ-
ual settings specified. It allows to configure a default values for al of them, instead of having to provide
individual configuration for each vhost.

It isalso applied as adefault value for all new vhosts added at run-time.

Availablesince: 5.2.0
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Chapter 41. --s2s-skip-tls-hostnames

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 00:59

Default value: none
Example: - - s2s- ski p-t| s-host nanes = donai nl, donai n2
Possible values: comma separated list of domains.

Description: The property disables TLS handshaking for s2s connections to selected remote domains.
Unfortunately some servers (certain versions of Openfire - [1 [http://community.igniterealtime.org/
thread/36206]] or [2 [http://community.igniterealtime.org/thread/30578]]) have problemswith TL S hand-
shaking over s2s which prevents establishing usable connection. This completely blocks any communica
tion to these servers. Asaworkaround you can disable TL S for these domains to get communication back.

Availablesince: 5.1.0
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Chapter 42. --script-dir

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:01

Default value: scri pt s/ adm n
Example: - -script-dir = /opt/adnm n-scripts
Possible values: path to a directory on the filesystem.

Description: The property sets the directory where al administrator scripts for ad-hoc command are
stored.

Available since: 4.3.0
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Chapter 43. --sm-cluster-strategy-class

Wojciech Kapcia <wojciech.kapcia@tigase.org [ mailto:wojciech.kapcia@tigase.org]> v2.0, June 2014:
Reformatted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date; 2013-08-06 11:20

Default value: ti gase. cl ust er. strat egy. SMNonCachi ngAl | Nodes

Example: --smcluster-strate-
gy-cl ass=ti gase. cl uster. strat egy. SMNonCachi ngAl | Nodes

Possible values: any class implementing
tigase.cluster.strategy. G usteringStrategylfc interface.

Description: - -sm cl ust er - st r at egy- cl ass property allows specify Clustering Strategy class
which should be used for handling clustering environment; by default SMNonCachi ngAl | Nodes is

used.

Available since: 4.0.0
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Chapter 44. --sm-plugins

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:04

Default value: none
Example: - -sm pl ugi ns = -jabber:iq:register, your-plugin
Possible values: comma separated list of plugins IDs.

Description: The property allows to specify alist of plugins which should be loaded or disabled on the
server. Normally you don't have to specify this. Server loads default list of plugins automatically. The
default list contains al available plugins. Sometimes however you might want to load only some plugins.
Typical use case is when user accounts are managed on your third-party system the Tigase server isinte-
grated with. Then you might not want to allow usersto register new accounts via XM PP service. You can
then load alist of plugins without the user registration plugin. Another case when you usually have to use
this option is when you have your own plugins which replace function of the Tigase default plugins like
vCard, roster management, and so on....

To prevent the plugin from loading add - beforeits ID, to load the plugin add + (which is optional). For
example, following settings would switch user registration off, while adding a new plugin: your-plugin:

--smpl ugi ns=-j abber:iq: register, +your-plugin

There is more to this. Each plugin is running in one or more separate threads. Most plugins which deal
with database have number of threads equal to number of CPUs or CPU cores. Sometimesit is not enough.
If the database is Slow or there is a specific kind of traffic at high level you might want to adjust number
of threads for the plugin. To set a different from standard number of threads, just add =N where N is the
number of threads you want. Above example has been modified to assign 8 threads for your plugin and
16 threads for authentication plugin:

--smpl ugi ns=-j abber:iq: regi ster, +your-pl ugi n=8, j abber: i q: aut h=16

Availablesince: 3.0.0
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Chapter 45. --sm-threads-pool

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:06

Default value: def aul t
Example: - - sm t hr eads- pool = custom 100
Possible values: def aul t | cust om NN

Description: The property allows you to fine-tune the SM plugins (processors) thread pool. With the
default settings every plugin gets his own thread pool. This guarantees the best performance and optimal
resource usage. The downside of this setting is that packets can arrive out of order if they are processed
within adifferent thread pools.

If you really need or want to preserve the order for packets processed by different pluginsthen the solution
isto usethe customthread pool. In such a case packets processed by all plugins are handled within asingle
thread pool. This guarantees that the packets are processed and delivered in the exact order they arrive.
The number after the colon : specifies the thread pool size.

What about fine-tuning then? Y es, thereis an option to fine tune this even further. Let’ s say you want most
of the plugins to be executed within a single thread pool to preserve packet ordering for them, but some,
sel ected plugins can/should execute within separate, own thread pools to improve performance. Let’ s say,
authentication packets and user registration can be actually executed in aseparate thread pools aswe do not
worry about an order for them. User cannot send or receive anything else before he authenticates anyway.
The solution isto specify number of threads for selected pluginsin the --sm-plugins property as described
above. For example, setting a common thread pool for al plugins but registration and authentication can
be done with following configuration:

--smt hreads- pool =cust om 100
--sm pl ugi ns=j abber:iqg: regi ster=8,jabber:iqg:auth=16,urn:ietf:parans: xm :ns: xmpp-sa

Available since: 5.1.0
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Chapter 46. --ssl-certs-location

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:11

Default value: cert s/
Example: - - ssl -certs-location = /etc/vhost-certs
Possible values: location of SSL certificates directory on the filesystem.

Description: The option alows you to specify location where SSL certificates are stored. Meaning of
this property depends on the SSL container <sslContainerClass,class implementation>>. By default it just
points to the directory where the server SSL certificates are stored in filesin PEM format.

Availablesince: 5.1.0
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Chapter 47. --ssl-container-class

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:11

Default value: t i gase. i 0. SSLCont ext Cont ai ner

Example: - - ssl -cont ai ner-cl ass =

Possible values: aclassimplementing tigase.io.SSL ContectContainerlfc.

Description: The property allows you to specify a class implementing storage for SSL/TLS certificates.
The class presented in the example to this description allows for loading certificates from PEM fileswhich

is acommon storage used on many systems.

Available since: 5.0.0
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Chapter 48. --ssl-def-cert-domain

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:13

Default value: def aul t
Example: - - ssl - def-cert-donmain =
Possible values: DNS domain name.

Description: The property allows you to specify a default alias’domain name for certificate. It is mostly
used to load certificate for unknown domain name during SSL negotiation. Unlikein TL S protocol, where
the domain name is known at the handshaking time, for SSL domain name is not known, therefore, the
server does not know which certificate to use. Specifying domain name in this property allows you to
use certificate for specific domain in such case. This property value is also sometimes used if there is
no certificate for one of virtual domains and the container does not automatically generate a self-signed
certificate, then it can use the default one.

Availablesince: 5.1.0
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Chapter 49. --stats-archiv

Wojciech Kapcia <wojciech.kapcia@tigase.org [mailto:wojciech.kapcia@tigase.org]> v2.0, June 2014:
Reformatted for AsciiDaoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2014-06-10 18:21

Default value:

Example: --stats-archiv=tigase.stats. CounterDataFil eLogger:stats-file-
| ogger: 60, ti gase. st ats. Count er Dat aLogger : st at s- | ogger: 60

Possible values: comma separated list of statistics archivizers: <cl ass>: <nanme>: <f r equency>

Description: - - st at s- ar chi v configuration property allow enabling and configuring components
responsiblefor storing statistic information. As aparameter it takes comma separated list of all archivizers
that we want to enable. Each entry follows same pattern: <class>:<name>:<frequency>, where:

» <class> - is the class of any archivizer implementing
tigase.stats. StatisticsArchivizerlfc interface

* <name> - isname of particular archivizer under which it will be identified in Tigase

» <frequency> - is the time interval between subsequent execution of the archivizer . execut e()
method (in seconds).

Currently following archivizers classess are available:

» tigase. stats. CounterDataArchi vi zer - every execution put current basic server metrics
(CPU usage, memory usage, number of user connections, uptime) into database (overwrites previous
entry);

* tigase. stats. Count er Dat aLogger - every execution insert new row with new set of number
of server statistics (CPU usage, memory usage, number of user connections per connector, number of
processed packets of different types, uptime, etc) into the database

* tigase.stats. Count er Dat aFi | eLogger - every execution store all server statistics into sep-
aratefile.

It' spossibleto configure each archivizer by adding following entry totheet ¢/ i ni t . properti esfile
<statistics_conponent nane>/stats-archi v/ <name>/ <property>=<val ue>

For example, if we want to enable CounterDataFilel ogger that stores statistics every 60 seconds:
--stats-archiv=tigase. stats. CounterDataFil eLogger:stats-file-I|ogger: 60
We can configure it further with following options:

stats/stats-archiv/stats-file-logger/stats-directory=logs/server_statistics
stats/stats-archiv/stats-file-logger/stats-fil ename=st at
stats/stats-archiv/stats-file-Iogger/stats-unixtinme=false
stats/stats-archiv/stats-file-Iogger/stats-datetinme=true
stats/stats-archiv/stats-file-logger/stats-datetime-formt=HH: mm ss
stats/stats-archiv/stats-file-logger/stats-Ievel =FI NE

which configures accordingly: directory to which files should be saved, filename prefix, whether to in-
clude or not unix timestamp in filename, whether to include or not datetime timestamp, control format
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--stats-archiv

of timestamp (using java DateFormat pattern) and also set level of the statistics we want to save (using
javalLogger.Level)

Availablesince: 5.2.0
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Chapter 50. --stats-history

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-04-15 20:55

Default value: none
Example: - - st at s- hi st ory=2160, 10
Possible values: SI ZE- NUM | NTERVAL_NUM

Description: The Tigase XMPP Server can store server statistics internally for a given period of time.
This allows you to connect to arunning system and collect all the server metrics along with historic data
which are stored on the server.

Thisis very useful when something happens on your production system you can connect and see when
exactly this happened and what other metrics looked around thistime.

The property value consists of comma separated, 2 integer numbers. Thefirstisasize of the buffer. Thatis
how many compl ete sets of historic metrics to store in memory. The second specified how often to probe
metrics on the server.

Please be aware that Tigase XM PP Server produces about 1,000 different metrics of the system. Therefore
caching large number of statistics sets requires lots of memory.

Available since: 5.0.0
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Chapter 51. --stringprep-processor

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:29

Default value: si npl e
Example: - - stri ngprep-processor = |ibidn
Possiblevalues: si npl e| | i bi dn| enpty

Description: The property sets the stringprep processor for al JIDs handled by the Tigase server. The
default simple implementation uses regular expressions to parse and check the user JID. It does not ful-
fils the RFC-3920 requirements but also puts much less stress on the server CPU, hence impact on the
performance is very low.

Other possible values are:

libidn - provides full stringprep processing exactly as described in the RFC-3920. It requires lots of CPU
power and significantly impacts performance.

empty - doesn't do anything to JIDs. JIDs are accepted in the form they are received. No impact on the
performance and doesn’t use any CPU. Suitable for use in automated systems where JIDs are generated
by some algorithm, hence there is no way incorrect JIDs may enter the system.

Available since: 5.0.0
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Chapter 52. --test

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:34

Default value: f al se
Example: - - t est
Possiblevalues: t rue| f al se| enpty-string

Description: This property sets the server for a test mode, which means that all loggings are turned off,
message offline storageis off and possibly some other changesto the system configuration are being made.

The idea behind this mode is to test the Tigase XMPP Server with minimal performance impact from
environment such as hard drive, database and others...

Availablesince: 2.0.0
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Chapter 53. --tigase-config-repo-class

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:37

Default value: t i gase. conf. Confi gurati onCache
Example: - -ti gase-confi g-repo-class = tigase. conf. Confi gXM_.Repository
Possible values: name of classimplementing t i gase. conf. Confi gRepositorylfc

Description: This property is a parameter which alows loading different configuration stor-
age engines. The default one stores configuration in memory only. Other possible are
ti gase. conf. Confi gXM_Reposi tory which keeps configuration in the old XML file and
ti gase. conf. Confi gSQLReposi t ory which stores configuration in SQL database. Please note,
inall casesthei nit. properti es filecan still be read and works the same way - provides an initial
settings for the Tigase startup time.

Available since: 5.0.0
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Chapter 54. --tigase-config-repo-uri

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:38

Default value: none

Example: --tigase-config-repo-uri = jdbc: nysql ://1ocal host/tigase?
user =r oot &passwor d=nypass

Possible values: DB connection URI string.

Description: This property is a parameter which allows to provide database connection string for config-
uration storage engines which keep server settings in database.

Available since: 5.0.0
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Chapter 55. --tls-jJdk-nss-bug-
workaround-active

Andrzej Wojcik <andrzgjw@tigase.org [mailto:andrzejw@tigase.org]> v2.0, June 2014: Reformatted for
AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-09 03:57

Default value: f al se
Example: - -t | s-j dk- nss- bug- wor kar ound-active = true
Possiblevalues: t rue| f al se

Description: Workaround for TLS/SSL bug in new JDK7 using native library for keys generation and
connection encryption used with new version of nsslibrary.

This caused number of problems with Tigase installed on system with JDK7 and the new library, such
as hanging connections, or broken SSL/TLS. There was a short information on our wiki page [https://
projects.tigase.org/projects/tigase-server/wiki/Tigase with OpenJDK7_with_OpenSSL_101]. Our earli-
er suggestion wasto avoid using either JDK7 or the problematic native library. Now we have a proper fix/
workaround which alows you to run Tigase with JDK7.

* http://stackoverflow.com/q/10687200/427545

* http://bugs.sun.com/bugdatabase/view_bug.do;jsessionid=b509d9ch5d8164d90e6731f5fc44?
bug_id=6928796

Available since: 5.2.0
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Chapter 56. --trusted

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:40

Default value: none

Example: --trusted = user @omai n. com
[mai |l to: user @onai n. coni , user - 2@lomnai n2. com
[mailto:user-2@omai n2. con

Possible values: comma separated list of user bare JIDs.

Description: The property allows to specify alist of accounts which are considered as trusted, thus can
perform some specific actionson the server. They can execute some commands, send abroadcast message,
set MOTD and so on. The configuration is similar to --adimins setting.

Available since: 3.0.0
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Chapter 57. --user-db

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:45

Default value: nysql
Example: - -user-db = | dap
Possible values: UserRepository implementation class name or predefined string.

Description: The property allows to specify UserRepository implementation - a storage where all
users data are located. Users data include contact list (roster), privacy lists, vCards, and similar.
Everything except user authentication information. The implementation can be defined by one of
possible values. nysql, pgsql, xm or the class name. For SQL database this is normally:
ti gase. db.jdbc. JDBCRepository.

Available since: 2.0.0
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Chapter 58. --user-db-uri

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:47

Default value: j dbc: nysql : / /| ocal host/ti gase?user =r oot &passwor d=nypass
Example: - -user-db-uri = jdbc: postgresql://1ocal host/tigase?user=ti gase
Possible values: Database connection URI.

Description: The property specify database connection string - connect i on- uri , where connec-
tion-uri isafull resource uri for user repository data source. If you skip this parameter default value
is used depending on database type you selected:

* jdbc:mysql://local host/tigase?user=root& password=mypass
* jdbc:postgresql://local host/tigase?user=tigase
* user-repository.xml

Available since: 2.0.0
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Chapter 59. --user-domain-repo-pool

Artur Hefczyc <artur.hefczyc@tigase.net [ mailto:artur.hefczyc@tigase.net]> v2.0, June 2014: Reformat-
ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:50

Default value: t i gase. db. User Reposi t or yMDI npl

Example: - - user - donai n-r epo- pool = tigase. db. User Reposi t or yMDI npl

Possible values: Name of class implementing User Repository.

Description: The property allows specify an implementation for per-domain UserRepository implemen-
tation. Thisis used only if the implementation provided by a default Tigase server package is not suffi-
cient in the particular deployment. The implementation provides a DB (UserRepository to be more spe-
cific) connection pool where each connection (UserRepository) handles data for a different DNS domain

(VHost). Thisalows for database (user data) sharding to improve the system performance and better bal-
ance the load.

Availablesince: 5.1.0
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Chapter 60. --user-repo-pool
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ted for AsciiDoc. :toc: :numbered: :website: http://tigase.net/ :Date: 2013-02-10 01:49

Default value: t i gase. db. User Reposi t or yPool
Example: - - user -r epo- pool = tigase. db. User Reposi t or yPool
Possible values: Name of class implementing User Repository.

Description: The property allows to specify an implementation for the repository connection pool. This
isused only if the implementation provided by a default Tigase server package is not sufficient in the par-
ticular deployment. The implementation provides a DB (UserRepository to be more specific) connection
pool to improve the data access performance. The repository pool can offer data caching for improved
performance or any other features necessary.

Availablesince: 5.1.0
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Default value: 10

Example: - - user -r epo- pool -size = 25

Possible values: Number of db connections as integer.

Description: The property allows to set the database connections pool size for the User Reposi t ory.

Please note, if not specified than in some cases instead of default for this property setting for --data-re-
po-pool-size+ can be used. This depends on the repository implementation and the way it isinitialized.

Available since: 4.0.0
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Default value: t r ue
Example: - - vhost - anonynous- enabl ed = fal se
Possiblevalues: t rue| f al se

Description: The property specifies whether anonymous user login is allowed for the installation for all
vhosts.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t . pr oper ty file for which thereisno
individual settings specified. It allows to configure a default values for al of them, instead of having to
provide individual configuration for each vhost.

It isalso applied as a default value for all new vhosts added at run-time.

Available since: 5.2.0
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Default value: 0
Example: - - vhost - max- users = 1000
Possible values: integer number.

Description: The property specifies how many user accounts can be registered on the installations for
all vhosts.

0 - zer o meansunlimited and thisisadefault. Otherwise greater than zero val ue specifies accounts number
limit.

Thisisagloba property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t . pr operty filefor which thereisno
individual settings specified. It allows to configure a default values for all of them, instead of having to
provide individual configuration for each vhost.

Itisalso applied as a default value for all new vhosts added at run-time.

Availablesince: 5.2.0
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Default value: <nul | >

Example: --vhost - nressage-forward-jid = ar chi ve@lonai n. com
[mai |t o: archi ve@onai n. conj

Possible values; valid JID

Description: Thisis a global property for message forwarding for the installation. This property is nor-
mally specified on the vhost configuration level, however if you want to forward all messages on your
installation and you have many virtual domains this property allows to set message forwarding for all of
them. A valid JID must be specified asthe forwarding destination. Also amessage forwarding plugin must
be loaded and activated on the installation for the message forwarding to work.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t . pr oper ty file for which thereisno
individual settings specified. It allows to configure a default values for al of them, instead of having to
provide individual configuration for each vhost.

It isalso applied as a default value for all new vhosts added at run-time.

Available since: 5.2.0
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Default value: <nul | >

Example: --vhost-presence-forward-jid = presence-collector@onai n.com
[mai | t o: presence-col | ect or @onai n. conj

Possible values: valid JID.

Description: Thisisaglobal property for presence forwarding function for theinstallation. All user status
presenceswill be forwarded to given XM PP address which can be a component or any other XM PP entity.
If the destination entity is abot connected via c2s connection it probably should be addressed viafull JID
(with resource part) or the standard XM PP presence processing would refuse to deliver presences from
users who are not in the contact list.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t . pr oper ty file for which thereisno
individual settings specified. It allows to configure a default values for al of them, instead of having to
provide individual configuration for each vhost.

It isalso applied as a default value for all new vhosts added at run-time.

Available since: 5.2.0
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Default value: t r ue
Example: - - vhost - regi ster-enabl ed = fal se
Possiblevalues: t rue| f al se

Description: Thisisaglobal property which allows you to switch on/off user registration on theinstalla-
tion. Setting this property to f al se does not disable registration plugin on the server. You can enable
registration for selected domainsin the domain configuration settings.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t. property filefor which thereis no
individual settings specified. It allows to configure a default values for all of them, instead of having to
provide individual configuration for each vhost.

It isalso applied as adefault value for all new vhosts added at run-time.

Availablesince: 5.2.0
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Default value: f al se
Example: - -vhost-tl s-required = true
Possiblevalues: t rue| f al se

Description: The property isaglobal settings to switch on/off TLS required mode on the Tigaseinstalla-
tion. Setting this property to f al se does not turn TLS off. The TLS is till available on the server but
as an option and thisis the client’s decision whether to use encryption or not. If the property is set to true
the server will not allow for user authentication or sending any other user data before TLS handshaking
is completed.

Thisisaglobal property which is overridden by settings for particular vhost.

A default settings for all virtual hosts for which the configuration is not defined. This settings is useful
mostly for installations with many virtual hostslisted inthei ni t. property filefor which thereis no
individual settings specified. It allows to configure a default values for all of them, instead of having to
provide individual configuration for each vhost.

It isalso applied as adefault value for all new vhosts added at run-time.

Availablesince: 5.2.0
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Chapter 68. --virt-hosts

Default value: hostname
Example: --virt-hosts = donai nl, donai n2, donmai n3
Possible values: comma separated list of domains.

Description: The property allows to set alist of virtual domains served by the installation. Thisisjust a
list of virtual domains loaded at the startup time. Domains can be added, removed, disabled or updated at
runtime. All the actual domain metadata are stored in the database.

Some metadata for vhosts can be also provided inthei ni t . properti es configuration file using this
property. Domain is separated with : from its metadata. For boolean values - in front of the parameter
means the feature is off. + or nothing meansiit is on. If a parameter requires some additional settings it
isprovided in form: par am=val .

Hereisan example:

--virt-host s=domai nl: -anon:register:-tls-required: s2s-secret =s2spasswd: \
domai n-filter=LOCAL: max- user s=1000, domai n2, \
domai n3: c2s- ports-al | owed=5222; 5223; 5280; 5290
domai n3: domai n-filter=LI ST=whi t edomai nl; whi t edomai n2; whi t edomai n3

Available since: 4.3.0
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Default value: 600000
Example: - - wat chdog_del ay=30000
Possible values: any integer.

Description: wat chdog_del ay configuration property allows configuring delay (in miliseconds) be-
tween subsequent checks that ConnectionManager Watchdog (service responsible for detecting broken
connections and closing them) will use to verify the connection. In addition to global configuration pre-
sented above a per component configuration is possible:

<Connect i onManager conponent >/ wat chdog_del ay[ L] =60000
for example (for ClusterConnectionM anager):

cl - conp/ wat chdog_del ay[ L] =150000

All related configuration options:

» --watchdog_ping_type

e --watchdog_delay

* --watchdog_timeout

Availablesince: 5.2.1
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Default value: whi t espace
Example: - - wat chdog_pi ng_t ype=xnpp
Possible values: whi t espace, xnpp

Description: wat chdog_pi ng_t ype configuration property allows configuring type of ping that Con-
nectionManager Watchdog (service responsible for detecting broken connections and closing them) will
use to check the connection. In addition to global configuration presented above a per component config-
urationis possible:

<Connect i onManager comnponent >/ wat chdog_pi ng_t ype[ S] =xnpp
for example (for ClusterConnectionM anager):

cl - conp/ wat chdog_pi ng_type[ S] =xnpp

All related configuration options:

» --watchdog_ping_type

e --watchdog_delay

» --watchdog_timeout

Availablesince: 5.2.1
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Default value: 1740000
Example: - - wat chdog_t i meout =60000
Possible values: any integer.

Description: wat chdog_t i neout property alowsfine-tuning ConnectionM anager Watchdog (service
responsible for detecting broken connections and closing them). Timeout property relates to the ammount
of time (in miliseconds) after which lack of response/activity on a given connection will considered such
connection as broken an close it. In addition to global configuration presented above a per component
configuration is possible:

<Connect i onManager conponent >/ wat chdog_ti neout [ L] =60000
for example (for ClusterConnectionM anager):

cl - conp/ wat chdog_ti meout [ L] =150000

All related configuration options:

» --watchdog_ping_type

e --watchdog_delay

» --watchdog_timeout

Availablesince: 5.2.1
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Default value: - - gen- confi g- def

Possible values: --gen-config-def|--gen-config-all]|--gen-config-sn--gen-
confi g-cs| --gen-config-conp

Description: Probably the only such aproperty not starting with double hyphen. It setsthe server type and
determines what components are included in the generated XML file. Possible values are listed below:

--gen-config-all - creating configuration file with all available components. That is: session manag-
er, client-to-server connection manager, server-to-server connection manager, one external component
connection manager, stanza sender and stanza receiver.

--gen-config-def - creating default configuration file. That is configuration which is most likely needed
for atypical installation. Components included in configuration are: session manager, client-to-server
connection manager and server-to-server connection manager.

--gen-config-sm - creating configuration for instance with session manager and external component
only. Thisis useful for distributed installation where you want to have session manager installed on
separate machine and components managing network connections on different machines (one or more).
Componentsincluded in configuration are: smand ext 2s.

--gen-config-cs - creating configuration for instance with components managing network connections.
Thisisuseful for distributed installation where you want to have session manager installed on separate
machine and components managing network connections on different machines (one or more). Com-
ponents included in configuration are: c2s, s2s, ext 2s.

--gen-config-comp - generating a configuration with only one component - component managing exter-
na components connection, either XEP-0114 or XEP-0225. This is used to deploy a Tigase instance
as external component connecting to the main server. Y ou have to add more components handled by
this instance, usualy these are MUC, PubSub or any other custom components. Y ou have to refer to
description for --comp-name and --comp-class properties to learn how to add components to the Tigase
instance. Y ou also have to configure the external component connection, domain name, password, port,
etc... Please look for a description for --external and --bind-ext-hostnames properties.

Availablesince: 2.0.0
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